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Abstract
This dissertation presents an exploratory study on the perceptions of money
laundering legislation within digital crime (DC) investigations. The data was drawn
from twenty-eight (N=28) questionnaires completed by DC investigators from
various ranks and forces throughout England and Wales.
DC or “cyber crime” is classed as a priority for many police forces. Significant
budgets are spent on training officers and purchasing tools for investigating DC.
This is a relatively new area of responsibility for law enforcement. In spite of this
there is a plethora of research on DC. Much of this research is however based on
the technical aspects of such criminality. Little attention appears to have been paid
to tackling the financial motivation of digital criminals. In particular the application of
the Proceeds of Crime Act 2002 (POCA) and money laundering offences in DC
appears to be a gap in the literature.
This study will build upon existing literature by providing data and analysis on these
concepts which appear to have received minimal research attention. The central
research questions are:
1. Do digital investigators utilise POCA legislation relating to money
laundering? (Central Research Question One - CRQ 1)
2. Do digital investigators perceive the legislation should feature in DC
investigations? (Central Research Question Two - CRQ 2)
3. Do digital investigators feel they should be trained in financial investigation?
(Central Research Question Three - CRQ 3)
Recommendations for policy and practice detailed in chapter five are based on
results identifying minimal application of money laundering offences in DC
investigations. The results also identified that a majority of DC investigators
believed financial investigator training would be beneficial to their role.
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Table 1. How many convictions for money laundering in a digital investigation
have you obtained?
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Chapter One:
Introduction
Digital Crime (DC) or “cybercrime” is classed as a policing priority for UK law
enforcement (LE) by the National Police Chiefs Council (NPCC, 2018). The terms
DC or cybercrime has been defined in the UK by the Crown Prosecution Service
(CPS) as referring “to any type of criminal activity conducted through, or using, an
Information and Communications Technology (ICT) device.” (CPS, 2018).
DC is seen to pose unique challenges for LE not present in non-digital offences
(NPCC, 2018:3). One such challenge is technology facilitating international crime
groups remotely targeting UK nationals (Saunders, 2017:4). The nature of these
crime groups has seen an evolution in the motivations for DC (Dell, 2015). Literature
highlights that early motivations were driven by curiosity, thrill-seeking and status
(Kiger et al, 2004; Kremen, 1998). These appear to have now overwhelmingly been
replaced by financial gain (Dell, 2015:2,3; Goldman and McCoy, 2016:595). The
number of DC offences committed has increased significantly in recent years with
a 9% rise in DC recorded between 2017 and 2018 (ONS, 2018). It could be inferred
that this is partly driven by how lucrative the rewards are for digital criminals.
Research has estimated that one particular DC incident earned the associated
offenders $2.7 million a month (Goldman and McCoy, 2016:609).
Though the motivations for DC have been identified through research, the
responses to combat them does not appear well documented. One particular gap
in the literature appears to be how digital investigators within LE, utilise tools under
the Proceeds of Crime Act (POCA) 2002, to effectively tackle the financial
motivation. The objective of this research project is to identify and fill selected gaps
within the subject area, whilst confirming, denying or modifying (CDM) the existing
literature. To do so, this project focuses on the following research questions:
1. Do digital investigators utilise POCA legislation relating to money
laundering? (CRQ 1)
2. Do digital investigators perceive the legislation should feature in DC
investigations? (CRQ 2)
3. Do digital investigators feel they should be trained in financial investigation?
(CRQ 3)

In chapter two a comprehensive literature review is outlined focusing on: the current
state of DC, the CPS role, legislation and financial investigation in DC. These topics
have been chosen to illustrate the limited available literature regarding digital
investigator perceptions. Chapter three outlines the methodology used to design
and conduct this research project. The techniques and rationale used to accomplish
the research objectives are clearly explained in this chapter. This chapter contains
details of the sample, the mixed methods approach, the data collection methods
and ethical considerations. In Chapter four analysis and findings from the data
collection are detailed. This is outlined in sections relevant to the CRQs above. The
findings from the study will CDM those noted in chapter two, whilst critically
2

analysing the methodology identified in chapter three. Finally, chapter five, the
conclusion, discusses the studies key findings and outlines recommendations
and/or concerns for policy, practice and future research.
This studies research and data collection was completed prior to the introduction
and effective implementation of the Criminal Finances Act 2017. Thus, this
dissertation focuses on knowledge and implementation of POCA 2002 in DC
investigations.
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Chapter Two:
Literature Review
2.1 Introduction
In recent years considerable media attention has been paid to the subject of DC.
The majority of this literature agrees that DC poses a significant threat and
challenge for society as a whole. One article goes so far as to declare “...Any
modern state cannot remain secure and prosperous without securing itself in
cyberspace” (Reeve, 2016:1). The negative consequences of DC have a significant
impact at a local community level in the UK. Research findings identify that those
worse affected are groups already facing societal challenges, in particular women,
the elderly and the economically disadvantaged (Homes Office, 2018:5).
LE is trusted by local communities “to prevent and detect crime, …, and to provide
assistance to those in need” (Snell, 2015:2). Digital crime could challenge this
position. The internet has driven criminal innovation with significant numbers of
crimes being committed digitally (Europol, 2014:9). There were 3.6 million digital
offences recorded by the police in 2016 (Muir,2016:1). Consequences arising from
this are more people in need of assistance and a greater necessity for prevention
and detection of crime. An argument could be made that if UK policing wishes to
maintain the trust of local communities, it must respond to the technology changing
their lives (HMIC, 2017:14) and become an integral element of combatting digital
criminality.
There is not a universal acceptance of this consideration with arguments stating the
challenges presented by DC are not best solved by LE (Muir, 2016). The police in
the UK have embarked on developing an investigative and preventative DC
capability. Policy documents on this, including the UK Cyber Security Strategy
(2011) and the Serious and Organised Crime Strategy (2013) have focused on an
“end-to-end national-regional-local response”. The result is dedicated digital police
investigators at local, regional and national agencies (NPCC, 2015:2). These
officers receive technical training on how computer networks operate and how to
obtain evidence from them (NPCC, 2015:30).
Digital offences in the UK have been split into two categories; cyber enabled which
encompasses traditional crimes augmented with technology, and cyber dependant
which covers offences which could not be committed without a computer (CPS,
2018). This latter category is governed by the Computer Misuse Act 1990 (CMA)
and broadly involves unauthorised access to and impairing the operation of a
computer (CMA, 1990: c18). This study will focus on CMA offences and those
working on dedicated units investigating such offences. Cyber enabled offences will
not be included as they cover a very broad range of offences and pieces of
legislation, the scope of which is beyond this dissertation (McGuire and Dowling,
2013).
The current processes and tactics deployed by these agencies have been scarcely
investigated (CRQ1). This gap in the literature makes it difficult to identify the exact
nature of the response to DC. Without this knowledge examining how LE are
keeping pace with the development of DC becomes challenging. The author Bryant
4

(2008:87) commented directly on this development concluding that “police are
trying to keep pace with ...financially motivated, organised global criminal
enterprises.”. This is corroborated by Maguire (2018) who highlights that the profits
available from DC motivate bad actors to innovate and become early adopters of
technology. If this research is accurate, it could be argued that to effectively
challenge this motivation LE need strategies based on both digital and financial
investigation. This would include utilising the Proceeds of Crime Act 2002 (POCA),
particularly the offences around money laundering (ML) (CRQ2). In doing so the
criminal assets of DC offenders would be threatened with confiscation. The CRQs
in this study are seeking to identify digital investigators perceptions on utilising
POCA legislation to address the financial motivation outlined (CRQ1,CRQ2,CRQ3).
ML can be defined as the concealment, acquisition, possession, retention or use of
criminal property (POCA, 2002: c.29, pt. 7, Sec 327, 328, 329). Criminal property is
that which constitutes a benefit from criminal conduct and the alleged offender
knows or suspects it constitutes such a benefit (POCA, 2002: c.29, pt7, Sec 340).
The definition of property is very broad allowing for a multitude of interpretations. It
includes tangible, intangible and incorporeal property (POCA, 2002: c.29, pt7, Sec
340). Considering the DC perspective digital data could potentially be interpreted
as criminal property within the purview of POCA.
2.2 Current state of DC
Research on the underlying causes for why individuals commit DC finds that
economic factors (Okeshola and Adeta, 2013:99) play a major part. Many are
confronting poverty or unemployment whilst others are simply on a quest for wealth
(Hassan et al., 2012). These factors do not suggest that offenders are biologically
pre-disposed to commit crime (University of Glasgow, 2016). External or
sociological factors appear to have a more definite link to the commission of DC.
Recognising why and how crime is committed allows theoretical concepts to be
developed. These aim to improve the investigation and prevention of such
criminality. Digital offending has been the subject of several studies reflecting this
idea. The central question for many has been “...to what extent theoretical concepts
developed in relation to the “terrestrial world” can be legitimately applied to the
“virtual environment” (Leukfeldt and Yar, 2014:263).
One prominent sociological framework is Routine Activity Theory (RAT) (Cohen and
Felson, 1979). It outlines prerequisites for crime occurrences. These are motivated
offenders converging in space and time with suitable targets, in the absence of
capable guardians. The implication is that the absence of either of the first two
elements (offender and target) or the presence of the third (capable guardians)
would be sufficient to prevent a potential criminal event (Miro, 2014:1). Some
research findings have argued that RAT cannot apply to DC as it is in “crucial ways
discontinuous with the terrestrial world” (Capeller, 2001). Others such as Grabosky
(2001:248) have argued that the three tenets of RAT are as applicable to DC as
any other crime type. Although its applicability is debated RAT has been used to
positive effect in areas of criminality such as burglary (Adamson, 2005). For this
reason, it will be used in this study when identifying the current empirical reality of
DC and how the concepts proposed offer the potential to improve this reality.
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Though research on the efficacy of the response to DC is very limited, it is possible
to deduce some measure of effectiveness through the number of convictions for
CMA offences. UK figures for cyber dependant crimes between October 2017 and
March 2018 show 12,372 reported crimes (Action Fraud 2018). In all of 2017 there
were 47 convictions for CMA offences, though not exactly the same time frame this
equates to less than one per cent of the 12,372 crimes recorded (MoJ, 2017). DC
is not alone in suffering a high attrition rate, in 2016 approximately one and a half
percent of recorded frauds resulted in conviction (Blakeborough and Correia,
2017:6,21). Significantly though DC suffers a higher attrition rate which opens up
a debate on whether LE are a capable guardian for DC (CRQ1,CRQ2). It could be
argued that as DC is a relatively new phenomena LE have only turned their attention
to developing best practice in recent years (Gercke, 2006). As a result, the attrition
rate could decrease in line with improvements in LE capability. Research findings
undermine this argument stating that LE still have no effective training regime for
the “digital future” (HMIC, 2017:15). If the conviction rate remains very low it could
be argued that the number of motivated offenders will not decline. This is because
the risk versus reward ratio is weighted in favour of reward (Shoshitaishvili et al,
2014) as the risk of LE action is minimal.
Answers to issues of this nature are often sought in new legislation introducing new
powers for LE. The Investigatory Powers Act 2016 (IPA) is an example of efforts to
improve the capacity of LE to tackle DC. Such measures are controversial as they
can be seen as infringing human rights. A High Court (Carey, 2018) outlined that
the IPA breached human rights through the collection of internet activity and phone
records with no suspicion of serious crime. The introduction of new legislation also
appears to direct attention away from whether the existing legislation was (or is)
being used effectively. For example, the confiscation of the proceeds of crime
through POCA legislation is believed to deter offending and symbolise that ‘crime
does not pay’ (Bullock 2014:45, POCA 2002). Unfortunately, cases detailed in CPS
press releases cast some doubt on whether the proceeds of DC are being targeted
for confiscation (CRQ1,CRQ2). For example, in September 2017 the CPS
highlighted that a defendant had been charged with a CMA offence involving the
acquisition of data. No POCA offences or proceedings are mentioned (CPS, 2017)
despite the defendant transferring and acquiring property, in this case data, of
value. (CRQ1,CRQ2)
There appears to be no literature on why POCA has not been applied routinely to
DC (CRQ1). There are however some points from which an inference could be
drawn. One argument is that the general approach to POCA by LE is inconsistent
with applications of the law varying in terms of effectiveness (Sittlington and Harvey,
2018:1; House of Commons, 2016:31). The author Murray (2016:447) contends
that investigation skills need an upgrade if LE are to prosecute ML offences
effectively. Research by Chave (2017:437) corroborates this with findings that LE
training in POCA is limited and inadequate (CRQ1,CRQ2).
Chave (2017:437) argues that the LE approach to POCA has failed to recognise
the changing face of criminality. The separation of digital and financial investigators
into distinct separate units may have contributed to this. For example, the National
Crime Agency (NCA) includes an Economic Crime Unit which appears to have no
place in its sub-structure for DC components (NCA, 2017). Rigid organisational
6

structures can limit innovative responses to problems (Brown and Sutton, 1997:22).
Limited opportunities to gain skills from both subject areas could mean a narrow
knowledge structure for investigators (CRQ3). If LE do not utilise POCA effectively,
then it could be argued that they are not using the full range of opportunities to
undermine offenders’ motivations in DC.
The case of an offender convicted in January 2018, can be used to gauge the
current logic applied to ML within a DC context. Although convicted for CMA
offences and ML the two counts were not directly related (BBC, 2018). The CMA
offences appear to relate to unauthorised access and acts with intent to impair
(CRQ1,CRQ2). The offender was alleged to have unauthorised control over a large
number of computers and to be using them to launch network attacks against a
variety of businesses (BBC, 2018). The ML count related to an online commerce
site set up to sell hacking tools for digital criminality (BBC, 2018). This does not
appear to take data into consideration as criminal property even though the
discussion above makes clear this connection. In the CMA offences, the
unauthorised access to victims’ computers was enabled through data, connection
credentials, physically held on digital devices. This data has been obtained through
criminality and was of significant (monetised) value to the offender. Such
credentials can be used privately to facilitate further financially motivated DC or they
can be sold through online criminal marketplaces to other digital criminals with the
same motivation (Onaolapo et al., 2016).
Considering the broad definition of property within POCA the data in this
circumstance could be used to substantiate any of the three ML offences. Though
one might argue that this was not needed in this instance, the circumstances do
provide a valuable insight to current practice and how it could be altered. The CRQs
do not directly reference if data should be considered criminal property but the topic
is covered in this studies research questionnaire (see Appendix A). The research
will therefore be able to provide some insights to confirm or deny if DC investigators
perceive data as criminal property. The researcher believes this concept has not
been investigated which makes it an important gap in the literature to fill.
(CRQ1,CRQ2)
2.3 CPS role
The key role in prosecuting DC offenders is held by the CPS as they ultimately
decide the charges with which any suspect is charged. This results in CPS having
a distinct impact on how legislation is applied to DC and how investigators perceive
such legislation. In respect of ML the CPS guidance on the subject could negatively
affect the perceptions of digital investigators (CRQ1,CRQ2). This is due to the
guidance potentially being seen as overly cautious with emphasis placed on
considering public interest and “careful exercise of prosecutorial discretion” (CPS,
2017). Evidently it is in societies interest for legislation to be utilised proportionately,
but this still means that it can be used proactively in the right circumstances. The
guidance could be viewed as corroborating research findings identifying a
reluctance by CPS to charge ML offences (Transparency International, 2014:3;
Chave 2017:437) (CRQ1). Institutionalised reluctance to use applicable law could
account for the perceived low number of ML prosecutions and confiscations
(Fitzpatrick, 2017:449; House of Commons, 2016:35,36) (CRQ1,CRQ2).
7

If it is perceived that such offences generate few successful prosecutions it could
undermine the motivation of digital investigators to utilise the legislation
(CRQ1,CRQ2). By not using the legislation to “prevent and detect crime” (Snell,
2015:2) the status of LE as a capable guardian for DC could diminish. Such an
outcome would potentially lead to a greater number of motivated offenders as they
perceive little threat from LE. To combat this the use of POCA legislation in digital
investigations could be given positive attention and this could encourage CPS to
utilise it for prosecutions. There appears to be little research on how the current
limited use of POCA ML offences affects investigators. Data collected from CRQ 1
and 2 could help to fill this gap in the literature. Confirming a positive or negative
perception of ML legislation may provide insight into a wider judgement LE have
made. (CRQ1,CRQ2)
The CPS guidance does however have some positive points. One in particular,
being the clear directive that ML offences are not confined to cases involving money
(CPS, 2017). (CRQ1,CRQ2)
2.4 Legislation
Current research on DC appears focused on its technical aspects such as computer
forensics (NPCC, 2015:30; Parliament Street, 2018:3) Concepts such as what
legislation could be used to tackle DC receive little attention. Such a focus could
lead to a binary viewpoint where improvement is measured in technical capability.
The potential negative here is it could make it difficult to keep sight of improving the
service offered to victims. Developing technology can become a case of what can
be technically achieved rather than focusing on the benefits brought to society
(Leonhard, 2016:ii). In policing this should mean a focus on developing a DC
capability which serves local communities (Snell, 2015:2). By LE not expanding the
focus beyond technical improvements it is possible that insights into best serving
the community will be restricted. As an example, research findings assert that
criminals in DC are “financially motivated, organised global criminal enterprises.”
(Bryant 2008:87). This statement could be interpreted as implying that POCA
legislation may be central to effectively tackling the motivation for DC. However, the
literature reviewed for this dissertation appears to contradict this point.
When authors reference legislation relevant to DC investigation, few highlight
POCA offences (Bryant 2008:33,34,35; Walden 2016:65). Recent research
considering how to improve digital policing in the UK demonstrates a similar pattern.
It referred to working with “tech giants” and police hackathons but at no point made
any consideration around FI and POCA (Hitchcock et al, 2017). Broadening the
perspective to include financial considerations appears to be an important gap in
the literature. CRQ 2 and CRQ 3 will identify data which can be used to help fill this
gap.

The focus of the literature on the technical aspects of DC may be influencing the
training and resources provided to investigators (CRQ2). Private training providers
such as Firebrand (2017) do extensive work with LE training digital investigators.
8

Their syllabus focuses on the technical protocols and live forensic recovery of digital
artefacts (Firebrand, 2017) (CRQ2). The positive impact this has on DC outcomes
is open to argument. One study found no link between technical training and an
increase in positive investigative outcomes (Marcum et al. 2010:523). No other
research could be found by the author measuring this correlation. Though it is an
older piece of literature given the fast pace at which technology progresses, the
correlation is worth consideration. Research evidence shows that communities
within the UK have “a strong concern for punishment and protection of the public”
(Victim Support, 2012:NP). If technical training is not addressing these concerns it
corroborates the need to broaden the focus for DC investigation (CRQ 2,CRQ3).
Doing this could increase the number of positive investigative outcomes.
Considering the RAT theory (Cohen and Felson, 1979) this could mean fewer
instances of DC through positive outcomes lowering the number of motivated
offenders.
The definition of criminal property outlined in the introduction is very broad. In spite
of this most literature appears to only reference money and does not explore the
concept of what constitutes criminal property. Harrison and Ryder (2016:9) detail
that ML is the process of converting the “dirty money” linked to the proceeds of
crime into “clean money”. The NCA risk assessment on ML (2017:22) could be
seen to reinforce an over-emphasis on money with risks from cash being a
predominant theme. The literatures focus on money could be detrimental to the
perceptions of how ML fits DC. This is because in digital offences the property of
value is often data. Studies which do show data as a gateway to financial gain
frequently do so inadvertently. For example, research by the author Ramage
(2012:279) highlights data as a target of DC offenders, but draws no link to it being
criminal property. (CRQ2)
Data is one of the most valuable commodities in the world today and has been
referenced as the “new currency of the digital world” (Feijóo et al., 2017:248).
McGuire (2018:125) concurs with the paradigm of data being seen as currency.
Specifically referencing DC, the author McGuire (2018:15) finds that data is a major
driver for criminal profits. Digital footprints have allowed for valuable information to
be collected on all aspects of life (Feijoo et al., 2014:248). The literature does not
go so far as to identify data as criminal property within ML legislation. This remains
a gap in the literature but the concept of viewing data more as “traditional currency”
is poignant. It could assist in highlighting the argument for data to be considered
criminal property within the confines of POCA. (CRQ2)
Defining data as criminal property could change the LE approach to DC. It would
allow greater use of ML legislation, which would more suitably account for the
motives of DC offenders. POCA confiscation orders could also factor in the value
of data when arriving at criminal benefit figures (CRQ2). Such actions could
positively affect the RAT principles (Cohen and Felsen, 1979), as LE would be
recognising and seeking to undermine the primary motivation of offenders in DC.
2.5 Financial investigation in DC
Contrary to studies on UK LE, research in the United States of America indicates
that LE there are utilising FI to deter cyber criminals. This appears to be targeted
9

towards the intermediaries facilitating the financial gains obtained from the digital
offences. ML is not the focus of the research but it does highlight that denying
access to financial intermediaries can be an efficient deterrent. This is corroborated
in research detailing the important role financial intermediaries and money mules
play in DC (Leukelfdt and Ruger, 2015) (CRQ2).
One possible conclusion to draw from the above is that DC would reduce if access
to financial intermediaries was limited. Relating this to the RAT principles (Cohen
and Felson, 1979), LE could be a more capable guardian if DC investigators made
efforts to disrupt financial intermediaries in the UK. The available literature does not
however substantiate a concerted effort in DC to limit access to financial
intermediaries. In fact, a report by CIFAS (2018:2) highlights that the money mule
threat in the UK continues to grow, up approximately 13% in a year. In comparison
the CPS news resource appears to have one report of convictions for money mules
involved in DC (CPS, 2018) (CRQ1,CRQ2,CRQ3).
Co-ordinated responses from LE to the threat also seem to be missing from the
literature. Minutes from the Joint Fraud Taskforce (Home Office, 2017:2) reference
“The continued development of the Money Mules and Repatriation of Funds
scheme” but provide no mention of what response LE is providing to the problem.
Most of the literature appears to put private enterprise such as banks on the frontline
of mitigating the issue. One LE unit, Eastern Region Special Operations Unit
(ERSOU, 2017), does reference a focus on “money mules from international crime”
but gives no practical details on what this means. The lack of clear response may
have prompted an enquiry set up by the All-Party Parliamentary Group on Financial
Crime (House of Commons, 2018). This enquiry directly seeks to address the
financial intermediaries’ issue and the role LE plays in mitigating the problem.
LE focusing on FI opportunities and ML legislation could be seen as an important
part of an effective response to the problem. There is some evidence to corroborate
this point. An article in the Financial Times (2016) detailed that international LE
requests to the UK relating to DC had jumped by 12%. The focus for this was the
financial elements of the digital criminality not the technical. This is because of
London being seen as an attractive centre for laundering “the ill-gotten gains of
cyber crime” (Financial Times, 2016). (CRQ3)
Almost uniquely in the literature identified, McGuire (2018:124) concludes that LE
should equip digital investigators with a range of “cyber specific” and “financial”
skills (CRQ3). Though not explicitly outlined in the literature it becomes clear why
McGuire draws this conclusion. DC revenues identified in the study originated from
crimes covering all of the CMA offences. Not only this but DC offenders are reported
to be constantly re-investing profits to ensure the continuity of cashflows
(NCSC,2017). This potentially opens up a wide range of traditional FI opportunities
for DC investigators (McGuire, 2018). These range from interactions with financial
institutes to contacting services for payment information. If this proved effective it
could positively impact the capable guardian principle in RAT (Cohen and Felson,
1979). (CRQ2,CRQ3)
It is important to note that the conclusion drawn by McGuire (2018:124) was not
based on the perceptions of DC investigators. This means that practitioners have
10

not corroborated the conclusion. This is an important gap in the literature. Those
who are actively investigating such matters could be best placed to identify how
relevant FI skills are for DC investigation. At present no study appears to have
directly addressed this issue. The closest is a study into the perceptions of a broad
range of LE officers into DC (Schreuders et al, 2018:15,20). Participants were not
however asked directly about FI. (CRQ3)
The conclusion posed by McGuire (2018:124) is also open to being undermined
due to potential research limitations in identifying strong evidence to substantiate
arguments. For example, two authors, Anand (2015) and Fahmy (2010), are used
to corroborate FI opportunities to disrupt digital criminality (McGuire, 2018:110).
Unfortunately, these are news articles rather than academic sources. This maybe
due to a lack of specific research in the area and highlights the importance of further
studies into the subject (CRQ1,CRQ2,CRQ3). CRQ 3 is aimed at identifying if DC
investigators perceive a benefit in FI training. None of the literature searched by the
author outlined that the current DC investigation training regime included a financial
element. The training roadmap published in NPCC (2015:30) guidance lists courses
for DC investigators. No FI inputs are present in any of the courses detailed. This
makes the perception of current DC investigators very relevant (CRQ3). Confirming
or denying whether they see a benefit could help modify the current training
opportunities available.
There are alternatives to incorporating FI training (CRQ3). For example, digital and
financial investigators could be co-located so they could readily access skillsets.
This is potentially corroborated by literature outlining the future challenges for LE
as the rapid growth of technology and need for constant focused training to keep
pace with this (Westera et al, 2014:197,202). DC investigators could be perceived
as being at the forefront of this challenge and therefore should be left to specialise
on DC.
Being left to specialise could though have an unintended consequence. Constant
focused training on DC (Westera et al, 2014:202) is not guaranteed for non-DC
investigators. Findings in a recent survey of UK LE officers highlighted that digital
training was inadequate and that e-learning was ineffective (Tatham, 2017:26,43).
This could isolate DC units and make it difficult for other units to engage with them
effectively. For example, a financial investigator may not understand the context of
a request made in a digital financial enquiry. This could mean significant time is
spent explaining the context prior to the enquiry being progressed. Equipping
investigators with financial and digital investigation skillsets could significantly
streamline enquiries as they would have knowledge of both sides (CRQ3)
2.6 Conclusion
The literature clearly outlines that LE face significant challenges in effectively
tackling digital criminality. Previous studies have outlined that the UK public
perceive that “the police will not/cannot do anything about online crimes” (McGuire
and Dowling, 2013:4). In light of this DC could be seen as a threat to the ability of
LE to meet the needs of local communities (Snell, 2015:2). To counter this threat
the options and powers available to digital investigators need examining. One of
the options to improve DC investigation is utilising ML legislation. The researcher is
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aware of only one study commenting on this option, it states that financial and digital
skillsets should be combined (McGuire, 2018:121). This study did not go into detail
over what elements of FI were important or how the legislation should be applied in
a digital context. This is a gap in the literature which needs attention. It seems
important that those actually working as DC investigators help to fill this gap. They
can provide unique insight based on experience in the field. This study can
contribute to this gap in the literature as it seeks the perceptions of DC investigators
on FI and ML. The findings generated could also contribute to confirming, modifying
or denying (CDM) the broad argument made by the author McGuire (2018) above.
One pressing theme from the literature is the focus on technical skills for digital
investigators. It is widely agreed that technology is growing exponentially. New
developments such as artificial intelligence and quantum computing are rapidly
progressing and infiltrating society (Inglesant et al, 2018). These new emerging
technologies are quickly exploited by criminal actors (Oreku and Mtenzi, 2017). This
in turn means DC is changing rapidly and to remain relevant capable guardians
police forces must respond. Improving the technical skills of digital investigators is
vital (Hitchcock et al, 2017). Importantly though there is an argument technical DC
training alone does not automatically lead to more positive outcomes (Marcum et
al. 2010: 523).
Findings from other studies detail that DC needs a more holistic approach if the
challenge is to be fully understood (McGuire, 2018:121). Evidence to corroborate
this can be found in research commissioned by the College of Policing (CoP)
(McDowell et al, 2015:4) which found a multi-pronged approach to aspects of
policing could improve practice. The findings from central research questions 2 and
3 directly address whether FI should be part of the holistic approach suggested.
This is important as the literature agrees almost unanimously that the primary
motivation for DC is financial gain. This finding does not however translate into
combined skillsets in the current DC investigation arena. In fact, how LE perceive
this motivation and how they tackle it is not clear within the literature. Considering
the RAT principles (Cohen and Felson, 1979), it seems that clearly understanding
the challenge of DC would present opportunities to positively affect the three
aspects.
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Chapter Three:
Methodology
3.1 Introduction
This chapter will outline and explain the methodology utilised in this study to add
value to the literature. The starting point is the ontological and epistemological
considerations on which the study is built. These are important elements of social
research (Bryman and Bell, 2003:29), and the philosophical position of the
researcher needs to be clear.
There are two main contrasting positions when considering ontology. These are
objectivism and constructionism. Both focus on whether or not social phenomena
has an existence independent of social actors (Bryman, 2008:18). Objectivism
implies that social phenomena is beyond the influence of social actors (Bryman,
2015:29). Constructivism reasons that social actors directly influence social
phenomena (Robson and McCarten, 2016:25) leaving it in a constant state of
revision. It could be argued that phenomena relating to LE have aspects of both
ontologies. There are elements, such as legislation, which are external facts beyond
the reach or influence of police officers. Pressure is applied by LE organisations for
individuals to “conform to the requirements of the organisation” (Bryman, 2008: 18).
Examples of this can be found in the police regulations which govern police officers
in the UK (Police Federation, 2018). These points would indicate an objectivist
ontology within LE social phenomena.
The scope of policing responsibilities is wide and not always clearly defined
potentially making the role of LE unique (Roycroft, 2017: vii). If this is accurate it
does challenge the objectivist standpoint. Fulfilling these responsibilities means that
LE officers are involved in social interchange with a wide range of people. This
makes social interactions difficult to predict and thus subjective in character (Guillot,
2016). Such a viewpoint allows the argument that social actors are going to be
relevant to how social phenomena play out. The author Finanne (1990:218)
provides some corroboration for this noting, “Every level of police work, especially
at the micro level, involves choice on the part of the police officer”. Based on the
argument that subjective choice is available to social actors (Bronitt and Stenning,
2011:320) this research will posit that constructionism is a more suitable ontology
for the social phenomena under examination.
In terms of epistemology, a significant central issue is whether the social world can
and should be studied according to methods of the natural sciences (Bryman,
2008:13). Positivism focuses on the explanation of human behaviour, and
interpretivism seeks to understand it (Bryman, 2008:15). This latter position
requires researchers to interpret the subjective meaning of social action (Bryman,
2008:16). Positivism is not amenable to such concepts as it details that phenomena
and hence knowledge can only be confirmed by the senses (Bryman, 2008:12).
Several recent studies into LE perceptions of DC have utilised an interpretivist
approach (Cockroft et al, 2018: Schreuders et al, 2018).
These studies sought a broad spectrum of perceptions and provided findings on the
qualitative data provided by participants. It could be argued that the interpretivist
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epistemology allowed the research to reflect the meanings people bring to
phenomena and how they use it to make sense of their world (O’Donoghue, 2007:
16-17). It is important to add that these studies placed no dedicated focus on digital
investigators, as such there is still a gap in the literature (Cockroft et al, 2018:
Schreuders et al, 2018).
The CRQs in this study are seeking to identify the subjective meaning of social
action (Bryman, 2008:16). Interpretivism therefore could be a potential
epistemology for this research project. There is however a further consideration.
Interpretivism seeks to develop objective science to describe social action
(Andrews, 2012:39). Applying an objective interpretation to the unpredictable and
arguably subjective nature of LE social interactions (Guillot, 2016) could limit the
research findings. Some LE agencies recognise constructivism and social
constructivism as major elements of how officers attain knowledge (Hong Kong
Police College, 2011; Shipley, 2017). These theories perceive the learner as a
unique individual, who constructs meaning and knowledge through cultural and
social communities of discourse (Fosnot, 2005:1).
In essence the individual forms their perceptions and actions from the nature of the
experiences they encounter (Guidere, 2006:4). The varied and unpredictable social
interactions faced by LE officers (Guillot, 2016) could lead to the development of
individual and unique knowledge constructs. This could manifest itself in many
different situational responses from officers even when faced with the same
circumstance. Recognising that digital investigators could believe in many versions
of reality (Guba and Lincoln, 1994:111) was a key consideration to the research
design. The reason for this is that in social constructivist theory all such differing
views of reality are to be or could be considered valid (Guba, 1990:41; Hugly and
Sayward,1987:278). This is the epistemological position adopted in present study
as it is believed that each participant will provide a potentially unique input to the
data generating new or novel insight into the CRQs. This epistemology has been
used by other studies into LE phenomena (McComas, 2017; Chavez, 2012) though
they have not focused on investigators perceptions into their professional practice.
The CoP outline that evidence-based policing is “the use of best available evidence
to inform and challenge policies, practices and decisions” (CoP, 2018). This could
be taken as focusing on a positivist epistemology particularly as the CoP input talks
of testing new initiatives (CoP, 2018). Testing hypothesis, in this case new
initiatives, is a principle of positivism (Bryman, 2008;13). The application of
evidence-based methods in other professions such as social work, has caused
some concerns over restricting the variety of research approaches used to
understand relevant phenomena (Drisko and Grady, 2012;19). These concerns
could be exasperated by DC whose investigation is impacted by the continual
progressive development of technology (Schreuders et al, 2018). As a result, digital
investigation could be seen as a social phenomenon in a constant state of revision
(Bryman, 2008:19) dictated by technological developments and their influence on
social actors. Restricting research methods into DC may neglect to accurately
reflect a phenomena where social actions could be difficult to measure using natural
sciences (Bryman, 2008:697). Considering this one could argue that
constructionism and social constructivism will more accurately reflect the constant
state of revision affecting the phenomena and accordingly give a greater insight.
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The other sections in this chapter will provide effective signposting to the
methodological approaches deployed to address the CRQs. This includes the
participant sample, data collection method, data analysis, ethical considerations
and conclusion. Critical analysis is utilised to justify why particular methods
positively contributed to the project with strengths and weakness documented for
the readers benefit.
3.2 Sampling frame
Generating data on the perceptions of a particular subset of individuals meant the
target population had explicit criteria for inclusion. The reason for minimising the
available population were based on the current issues LE face with DC. The HMIC
findings (2017:15) that LE still have no effective training regime for the “digital
future” outline that frontline policing is still not equipped to effectively deal with DC.
As such the insights these officers could provide to the study may not be so great
as those working on specialist DC units who receive dedicated training (NPCC,
2015). The other consideration was that without inclusion criteria insights from
many different cultures within LE could be obtained. This could introduce sources
of error into the research. Studies have outlined that LE has a distinct culture that it
is potentially socially constructed (Dick and Jankowicz, 2001:183). There is not
however one overarching culture, Holdaway and Parker (1998) found that certain
specialist posts within LE have their own unique culture.
Obtaining knowledge and insight into these various cultures would be necessary to
effectively interpret results. Unfortunately, the broad responsibilities of LE (New
Statesman, 2014), may have created numerous distinct cultures. Accounting for all
of these was not deemed practical or achievable in this study. Considering these
points, it was believed that those working in a LE digital crime culture would be the
most suitable participants. They are the individuals working within the current
system and best placed to provide insight into its mechanics. The conditioning of
the distinct culture they work within may also have provided them with unique
perceptions which would provide new or novel data for the studies CRQs. This
meant the target population comprised of digital investigators from local, regional
and national LE agencies who dealt with cyber dependant (Action Fraud, 2018)
criminality in dedicated DC units.
Strategically applying the sample criteria to ensure participants were “selected
because of their relevance to understanding a social phenomenon” (Bryman,
2008:415) meant a purposive sampling method was employed. Purposive sampling
has been utilised in several other qualitative research studies on DC and policing
(McGuire, 2018; HMIC, 2017; Hitchcock et al, 2017). Purposive samples do restrict
the generalisation of results to a population (Bryman, 2008:415), potentially limiting
the impact of research findings. Elements of this studies research design could still
allow for the sample to be viewed as logically representative of the target population
(Lavrakas, 2008: 645). For example, the researcher being involved in the field of
DC investigation by LE allowed for greater access to the target population. This
ensured that a cross section of local, regional and national DC investigators
contributed to the research.

15

Snowball sampling techniques (Bryman, 2008: 184) were utilised in the research.
Contact was made with a small group of known digital investigators to request they
engage as participants. As part of this they were asked to establish contact with
other relevant individuals to request they become participants. Attendance at digital
investigator conferences were also used as opportunities to reach out to the target
population. Paper copies of links to the research were handed out to those identified
as meeting the sampling frame. An invitation to participate was also posted on a LE
forum called the Police OnLine Knowledge Area (POLKA). These efforts helped to
ensure that the target population was effectively engaged and had the maximum
opportunity to participate.
3.3 Sample
The definitive target population size is not known. Finding this out would have
involved enquiries with every LE agency in the UK, it was felt that this would take
too much time so was not carried out. Estimates were made instead based on
National Police Chiefs Council guidance (2015). This report provides an input on
staffing levels for local force based cyber crime units. It recommends two
investigators per local unit. There are 45 local police forces (Police, 2017) which
allows an estimate of 90 digital investigators. There are 10 regional cyber crime
units (Justice Inspectorates, 2015), in 2015 it was outlined in the guidance that there
were 69 officers at this level (NPCC, 2015:3). There are two national units, the NCA
and the National Cyber Security Centre (NCSC) (NCA, 2017:3), but insight into their
staff numbers has not been gained. The figures detailed allow for the argument that
the number of digital investigators is relatively low, the estimation being 150 - 300.
It was based on this consideration that the researcher aimed for 50 participants. It
was believed that the number was high enough for findings to be largely
representative of the population but manageable in terms of time and resources.
Taking the above into account the anticipated number of completed data collection
instruments was fifty (N=50). The total number of responses collected was 73
(N=73) though not all were completed. Of this number 45 (N=45) were only partially
completed responses. The reasons for this partial completion rate and low overall
response rate will be explored in the data collection section. Only having 28
completed responses does negatively impact on the how generalisable the
research findings will be. This is a small sample and thus the research findings only
represent a small percentage of the target population. The sample would have had
to have been bigger or randomised for more positive claims to be made on its
generalisation across the target population (Bryman, 2008:180).
From the background data taken from participants it was possible to identify how
many digital investigators from local, regional or national level participated. There
were 14 (N=14) who identified with local policing, 10 (N=10) at regional level and 7
(N=7) at national. The figures appear inaccurate, however, 2 participants
associated with multiple levels of policing. Given that regional and national levels
do share some structures and processes (Justice Inspectorates, 2015:6) it is
plausible for a participant to associate with multiple levels. The actual agency
participants worked for has not been collected. This was a design feature to
safeguard the participants anonymity. Details on this are discussed in the Ethical
Considerations section. All participants, given they were working for law
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enforcement agencies, were over the age of 18 which is the minimum age to join
these agencies (NCA, 2018, CoP 2018).
3.4 Data collection
An online questionnaire was deemed by the researcher to be the most appropriate
method for obtaining relevant data for the CRQs outlined in chapter one. Online
questionnaires benefit from being economical; relatively easy to arrange and,
dependent on their format, can facilitate accessibility (Denscombe, 2014: 181).
Further to this, questionnaires still allow for the collection of rich qualitative and
quantitative data (Henn et al., 2013, Bryman, 2008:653).
In this research project these benefits assisted the researcher in a number of ways.
The target population works for LE agencies across the United Kingdom. This
makes the practicalities of approaching and engaging with them face to face
difficult. One of the only ways of doing this is in a time and cost-effective manner is
through digital means (Bryman, 2008:653). The use of a digital questionnaire also
works well in this research as it suits the target populations skillset (Yun and
Trumbo, 2000). Being time and cost effective allowed for the collection of data at
an early stage in the project. This assisted in allowing the researcher to work within
the time constraints of the project. Ethics approval was issued on the 21st February
2018, efforts to obtain the desired number of responses were exhausted by July
and project completion is scheduled for December 2018.
It is important to note that questionnaires do have a number of limitations. Bryman
(2016:192) details two particular disadvantages; one being that they almost always
result in lower response rates and the second is they do not make it easy to ask a
lot of questions. The implications for this research were limited opportunities to
describe the perceptions prevalent in the target population. The limitation noted on
response rate was corroborated in this study with only 28 completed
questionnaires. Unfortunately, it is not possible to explore the low response rate in
more depth. This would have necessitated further engagement with the target
population which was beyond the scope of this research. The only further insight
which can be offered is the limitations outlined are long standing issues which have
featured in other research (Sheehan, 2001; Crawford et al., 2001).
Several other methods of data collection were considered for this research.
Interviews have a number of benefits for data collection. They allow for a depth of
information to be obtained (Ragin and Amoroso, 2010:123), have a high response
rate and produce data based on participants priorities (Denscombe, 2014: 231233). Despite these positives, interviews can take a long time to complete (Ragin
and Amoroso: 2010:3) which leads to practical implications such as timescales and
finances (Edwards and Holland, 2013:66). For these reason interviews were not
deemed appropriate for this research. Observations are a great way of verifying
what people actually do, as opposed to what they say they do (Denscombe, 2014:
212). In spite of this, they were deemed unsuitable for this project. They suffer from
the same drawbacks as interviews in that the time taken to collect sufficient data
can be prohibitive (Cooper, Lewis, Urquhart 2004:7). Secondary data analysis was
also considered particularly as this would provide data without the need for
expending time and resources (Crow and Semmens, 2008). Unfortunately, as
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outlined in the literature review there are no secondary data sources outlining the
perceptions being sought.
The questionnaire completed by participants was designed using an online service
called Smart Survey. There were 24 questions detailed with the majority being open
questions and the minority being closed. It was felt that a largely qualitative
approach was required to add value to the literature within the epistemological
framework. The rationale for this was that qualitative data better reflects participants
interpretations through providing a rich depth of detail (Denscombe, 2014: 302). As
a result, 16 open questions were posed. It was hoped that this would allow
participants the maximum number of opportunities to answer in their own terms
(Bryman, 2008:232) as per their perceptions.
The remaining 8 questions were closed in nature and served to collect quantitative
data. Though closed questions inhibit the participants ability to answer in their own
terms (Bryman, 2008:232), they are straightforward to comprehend and answer, as
well as being quick to code during the analysis process (Henn et al., 2013; Bryman,
2008:235). In this research it was thought that the collection of quantitative data
focused on the practical usage of ML legislation could be beneficial. The use of
POCA legislation is believed to be valuable in identifying factors which have
influenced investigators perceptions.
The use of closed questions was also used to help mitigate researcher basis. It is
argued that all social research is biased since the values of the researcher are
always present (Holloway 1997). This is considered to be accurate in this instance
as the researcher sees ML legislation as being of potentially great benefit to digital
investigators. Certain questions were multiple choice offering yes or no options
followed by a why question for context. Leading the participant to a limited number
of answers goes against the aims of truly reflecting their perceptions. It does
however provide a potential benefit. Clear positive or negative responses and
insight into the participants response rationale, helps to prevent a gross
misinterpretation of data to fit the values of the researcher.
The quantitative data gathered will be subjected to statistical and content analysis
(Weber, 2004). Utilising this transparent research method (Bryman, 2008:288) will
assist in identifying any researcher bias. Elements of Grounded theory (Corbin and
Strauss, 2008) will be utilised. The researcher’s interpretation of the data will
influence the coding (Charmaz, 2000: 515) and any theories outlined will be
grounded in the data collected. This decision is due to the suitability of grounded
theory to exploring subjects where there has been little exploration of contextual
factors (Crooks 2001). In subjecting the qualitative and quantitative data to these
analysis approaches this research has a mixed methods approach (Hesse-Biber,
2010; Golder et al., 2017). In merging and connecting the qualitative and
quantitative data when analysing results, a better understanding of investigators
perceptions could be obtained (Creswell, 2006:7). There are potential drawbacks
to this approach, difficulties can arise if the quantitative and qualitative results do
not agree. If this occurs it poses a particular challenge as often further data
collection is required (Cresswell, 2006:66). This would be beyond the scope of this
research and could only be considered as a future research consideration.
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Unfortunately, any disagreement only becomes apparent during the analysis so this
will be discussed in the following chapter.
Identifying some measure of the participants knowledge of ML and its application
to DC was deemed important. The findings in the literature review relating to POCA
allowed the argument that a lack of knowledge on the subject may be affecting
perceptions (Chave, 2017: 437). As such several questions were designed to
provide insight into participants knowledge of ML. These questions were posed as
content specific scenarios which asked participants to respond to the circumstances
laid out (Brush and Saye, 2008:7). This design decision was based on the difficulty
in measuring knowledge of problem-based inquiry with standard collection
instruments such as observation forms (Brush and Saye, 2008:7). To counter this
difficulty scenario-based assessment has been successfully implemented in fields
such as business (Callanan and Perri, 2006), ethics (Snow and Bloom, 1996), and
technology (Barrett at al., 2006). None of the studies identified in chapter two
utilised scenario-based questions though it has been applied by recent studies into
digital social phenomena (Jafarkarimi et al., 2016). Utilising scenario-based
questions in this research will potentially generate new and novel insight into the
CRQs.
The research findings outlined by Bryman (2016:192) informed several design
decisions. To counter the two negatives highlighted, low response rate and difficulty
in asking a lot of questions (Bryman, 2016:192), the questionnaire was kept concise
asking just those questions crucial to the research (Denscombe, 2014: 172). By
keeping the questionnaire concise the mental burden of answering the questions
was reduced. It was hoped this would minimise participants offering “satisficing”
answers which could negatively affect the data collected (Krosnick, 1991).
Corroboration for this decision can be found in research results which identified that
response rates were lower for longer questionnaires (Rolstad at al., 2011:1101). In
asking a minimum number of questions it could be argued that insight will be limited
due to a lesser volume of available data. To counter this argument the aim was to
obtain a significant number of completed responses.
The questionnaire has been designed to be completed by participants without
oversight from the researcher. The validity of self-completion data collection has
been called into question as there is a difficulty in verifying the responses given
(Ong and Weiss, 2000:1691). Despite this issue self-completion questionnaires can
be a valid data collection method when gathering a breadth of information (Ozer
and Reise, 1994) as this research seeks to do. Self-completion questionnaires have
been in used in research on DC (Marcum et al. 2010) though it is important to note
the studies referred to in Chapter 2 predominantly utilise other methods. Efforts
were made in the design of this study to respond to concerns over validity. Factoring
in participant anonymity was done for ethical reasons, covered in the next section,
and to facilitate the collection of more accurate data by minimizing social desirability
pressures (Lelkes et al., 2012:1291; Paulhus and Vazire, 2007).
Question content was considered carefully to reduce potential sources of error. The
wording of questions needed to be appropriate and focused to prevent confused or
unsuitable responses. Data arising from unsuitable responses could distort the
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findings and analysis in chapter four (Henn et al., 2013). Part of being appropriate
was ensuring the nature of questions minimised any risk of embarrassment or
sensitivity. Numerous studies have found that the quality of questionnaire data is
especially worrisome where questions are likely to be perceived as sensitive or
embarrassing (Armacost at al., 1991; Becker and Bakal, 1970; Bradburn et al.,
1978). To minimise concerns on this issue no questions required participants to
critique their agencies response to DC and ML. Such questions could have been
interpreted as being sensitive in nature. The consequences of the decisions made
in regards to question content will be discussed in Chapter 4. It is only after the data
collection that possible ambiguity or issues are revealed.
The questionnaire content was designed to add value to the findings presented in
the literature review. For a complete list of the questionnaire that was distributed to
the participants, please refer to appendix A.
3.5 Ethical Considerations
The ethical considerations in this dissertation ensure the research is compliant with
the University of Derby Policy and Code of Practice on Research Ethics (2013).
The control and processing of personal data has been carried out as per the
requirements set out in the Data Protection Act (DPA) (2018) and the General Data
Protection Regulations (GDPR) (European Parliament, 2016).
All participants were provided, at the beginning of the questionnaire, with an
information briefing and informed consent form. No deception or misrepresentations
were desirable so the information provided was clear and thorough. This helped
ensure that participants were suitably informed of the research intentions and what
would be done with the data collected. With these measures in place it was felt that
participants should be capable of providing informed consent (Curtis and Curtis,
2011). Before being able to proceed to the questionnaire all participants were
required to tick a box confirming they had read and understood the consent sheet.
Safeguarding confidentiality was deemed essential and so participants identity was
not revealed at any point of the research. Such a disclosure was felt to violate the
right to private and family life outlined by the European Convention on Human
Rights (Article 8, 1950). Providing anonymity also reduced the risk of potential harm
to participants. This was an important consideration in proving compliance with the
University of Derby Policy and Code of Practice on Research Ethics. Protecting the
rights, dignity, safety and privacy of participants through non-malfeasance and
beneficence is an essential element of the policy.
To uphold confidentiality the privacy policy of the Smart Survey website was
reviewed. It was outlined in the policy that user specific data was collected
(Smartsurvey, 2017). To prevent such measures leaving participants at risk of being
deanonymized, they were advised to read the privacy policy and engage tactics
which could prevent identifying data being collected (See appendix B for list of
tactics). This advice was provided to potential participants in emails, on POLKA and
in paper copies.
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It was made explicitly clear that participants were volunteers who could withdraw at
any time up until project completion. There no incentives offered for participation.
Within the questionnaire, participants were asked to create their own unique
identifier of two letters and two numbers. It was explained that this should be
something meaningful to the participant but not personal information. In doing this
the participant was still able to withdraw from the study if they so wished. This did
not compromise the anonymity of the participant as there was no possibility of the
researcher drawing links to participants unless they elected to withdraw.
If a participant did choose to withdraw the identifier was used to highlight the
relevant data. This would then be destroyed and cease to form part of the research.
This was compliant with the GDPR directive around individuals right to be forgotten
(European Parliament, 2016).
The security of the research data has been considered. The service provider smart
Survey will host the data generated. They are ISO 27001 and Cyber Security
Essentials Plus certified. ISO 27001 is the best-known standard for an information
security management system. To achieve this an entity must demonstrate stringent
processes for safeguarding data (ISO, 2017). The Cyber Essentials certification is
a government initiative to certify companies which have taken measures to
safeguard their computer network (Cyber Essentials, 2017). Smart Survey also
ensure that all data is encrypted during transit and at rest. These measures are
robust and provide a reassurance to participants that data is being handled
responsibly.
Throughout this process the researcher will retain their role as the “Data Controller”
and the primary data collection will be conducted through the recognised “Data
Processor” (DPA, 208). In this case that is Smart Survey who are compliant with
UK/EU government and industry standards. None of the data is utilised for
marketing or resale value. This is detailed in their privacy policy (Smart Survey,
2017). Therefore, it is possible to assure participants that the data they generated
will only be used for the research proposed. All of the research data gathered will
be securely destroyed once the research product is complete.
3.6 Conclusion
Most of the studies identified in the literature review use analysis of secondary data
(Leukfeldt and Yar, 2014; McGuire, 2018; Hassan et al. 2012). There is evidence
though of surveys also being a suitable medium for data collection in respect of DC
(Okeshola and Adeta, 2013). Considering the time constraints of this project and
the geographic nature of the sample, the researcher believed that an online
questionnaire was the most appropriate data collection tool.
The use of a mixed methods approach has been identified in other studies relating
to DC (Cockcroft et al. 2018). Its use does however appear limited with many of the
studies identified utilising qualitative methods (HMIC, 2015; Schreuders et al.,
2018). Utilising mixed methods is hoped to enhance explanations of significant
findings (Onwuegbuzie and Leech, 2004) relating to the same social experiences
(Pope and Mays, 2006). This was believed to be important in identifying new and
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novel insight into the CRQs, even when considering the potential drawbacks
detailed in the data collection section.
The decision on the sampling frame differs from the other literature identified in
chapter 2. None apply the inclusion criteria detailed in this study. In spite of being
different this inclusion criteria was considered necessary to provide accurate and
appropriate data for the CRQs. It is believed to have done this by targeting the
appropriate sample population. Utilising scenario-based questions is another
departure from research methodologies identified in chapter 2. However as
identified they have been successfully utilised in non-DC studies (Snow and Bloom,
1996). The methodological approaches outlined in this chapter will ensure this
research offers new and novel data aimed at adding value to what was presented
in the literature review.
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Chapter Four:
Analysis and Findings
4.1 Introduction
This chapter seeks to add empirical value to the findings from chapter two, the
literature review, through analysis of the primary data collected in this research. The
impact of the methodology, discussed in chapter three, on this analysis will also be
referred to. The three CRQs, referred to in chapter one, have been devised based
on the literature review and methodology. To reiterate, the research questions are:
1. Do digital investigators utilise POCA legislation relating to money
laundering? (CRQ 1)
2. Do digital investigators perceive the legislation should feature in DC
investigations? (CRQ 2)
3. Do digital investigators feel they should be trained in financial investigation?
(CRQ 3)
4.2 Participant overview
The respondents in this study numbered 28 (N=28). In this chapter when referring
to the source of a response, participants will be referred to by a unique identifier.
This will be made up of their self-reported rank and a number reflecting the order in
which the questionnaire was completed (after removal of partial questionnaire
completions). Rank will be abbreviated as per the glossary of acronyms in the front
matter.
4.3 Digital investigators use of money laundering (CRQ1)
No literature could be found on whether POCA legislation is utilised to tackle any
financial motivation relating to DC. This section therefore seeks to address this
important gap by exploring the use of ML legislation by digital investigators.
Usage was interpreted from data relating to application of ML legislation in respect
of DC, convictions for ML relating to DC and knowledge outlined in scenario-based
questions. In respect of applying ML legislation 53% (N=15) of the full sample stated
they had, with the remaining 47% (N=13) detailing they had not used it. This finding
allows for several potential conclusions. Just over one in two investigators applying
the legislation may be seen as a positive. Not every investigation will necessitate
the application so 53% could be seen as proportionate to this fact. Another
interpretation is that 47% having never applied it is quite high, and thus a negative
reflection on its application in DC. Identifying corroboration for these interpretations
is not clear cut. No exact figures were available in the literature reviewed to clearly
highlight how much DC is financially motivated.
The literature review did however provide qualitative corroboration for the negative
interpretation outlined. It highlighted that financial gain was a key motivating factor
in DC (Bryant 2008: 87). Other literature supports this assertation stating that
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money is a prime motivator for DC (Saunders, 2017:4). Estimates by the NCA put
the cost of digital crime to the UK economy in the billions of pounds (NCA, 2016).
Reviewing this literature, it is possible to argue that ML offences would apply in the
clear majority of DC investigations. As such the number applying the legislation
should be significantly higher. Greater insight into this CRQ could have been
achieved by asking two further questions. First, where applicable, why a participant
had not applied the legislation. Secondly, where applicable, how many times had a
participant applied ML. Not obtaining a greater depth of data in relation to this was
a negative in respect of the research design. Some mitigation of this was possible
through other aspects of the methodology. Primarily this was achieved through
analysis of participants examples of utilising the legislation.
From the Sub Sample (SS=15) who did provide an application example, 40%
(SS=6) related to cyber dependant criminality. The remaining 60% (SS=9)
referenced fraud offences with a digital component. The reason for the answers
detailing frauds may be a misinterpretation of the phrase “digital crime”. It was
defined in the participants information briefing as referring to Computer Misuse Act
1990 offences. This definition was provided at an early stage and was succinctly
outlined to prevent any confusion. Given this it is not clear why the misinterpretation
occurred. Removing the data relating to frauds significantly changes the initial
application data. As per the definition of DC provided to participants, ML had been
applied by 21% of the full sample (N=6). This increases the number not applying
ML to 79% (N=22). This re-evaluation of the data draws more support to the
negative interpretation in respect of usage of the legislation.
Table 1 below illustrates the data obtained from the question on convictions
achieved for ML:

How many convictions for money laundering in a digital
investigation have you obtained?
0.0% 3.6%
N=0 N=1
0

28.6%
N=8

1-5
67.9%
N=19

5 - 10
10+

The results appear to show 32% (N=9) of participants have secured at least one
conviction. Nearly one third achieving a conviction could be considered quite high
given the potentially limited application (21%) identified. Unfortunately, the
misinterpretation of DC affected this analysis with only 3 participants relating their
experience of a ML conviction to a CMA offence. As such a more accurate
representation in respect of the question asked would be 10% (N=3) of participants
had obtained a conviction utilising the legislation. The exact number of convictions
is not known as the questionnaire did not ask for this information. This is a limitation
24

of the research design, greater accuracy in regards to the precise figure would have
allowed a more definite demonstration of value added to the literature in respect of
CRQ1. The best possible interpretation from the data collected in this research is a
lower and upper range in terms of number of convictions. All three participants
indicated that they had between 1 and 5 convictions. The range of potential offences
is therefore between 3 and 15.
The findings outlined above allow for a strong argument outlining that ML legislation
and thus financial strategies are utilised infrequently in DC. In particular the data
suggests a significant attrition rate between application and conviction. DC does
not appear unique in this context. Literature identifies that ML offences are not
prosecuted effectively in the UK across all crime types even in fraud instances
where ML is intrinsically linked (Blakeborough and Correia, 2017:4; Button,
Shepherd and Blackbourn, 2016:8; Murray, 2016). This allows the contention that
high attrition rates between application and conviction are common to all crime
types relating to ML.
If ML legislation is utilised infrequently and not prosecuted effectively, calls for
further legislation to combat DC are open to scrutiny. Without correctly identifying
what options existing legislation provides, the logic in calling for more powers may
be flawed. There is no guarantee that new legislation will be implemented any more
effectively than that which already exists. Issues with the implementation of
legislation are detailed in chapter two with numerous authors criticising the
ineffective application of POCA (Sittlington and Harvey, 2018:1; House of
Commons, 2016:31; Murray, 2016: 447; Chave, 2017: 437). Consideration needs
to be given to analysing the application of existing powers. Such analysis should
investigate whether the terms of existing legislation inhibit DC investigation, or if
there has been a failure by LE to effectively utilise it. Further data collection beyond
the scope of this research would be needed to provide this insight.
Analysis of qualitative data obtained from the scenario questions, allowed for
examination of participants perceptions in regards to CRQ1. The analysis firstly
focused on whether participants felt ML offences could be considered in the DC
circumstances outlined. The second focus was if they believed ML offences should
actually be utilised as opposed to just considered.
In scenario question one 57% (N=16) of participants, the lowest of the three
scenarios, outlined they would consider ML offences. Potential reasons for why it
was the lowest will be discussed when considering CRQ2. One quick insight into
this may be the theme of financial gain. Many of the answers provided by the
sample highlighted a focus on obvious instruments of financial gain, cash being one
example. The first scenario did not mention any obvious financial gain as it sought
to obtain participants perception of criminal property. This design decision may
account for the low figure considering ML offences. This logic could also apply to
the scenario having the lowest number of participants utilising ML offences. Only
39% (N=11) deemed such offences appropriate with the remaining 61% (N=16) not
employing the legislation.
For the remaining scenario questions the same number of participants (N=23)
indicated that they would consider ML offences. Although a higher number
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considered the offences, on both occasions a significant drop was seen in those
committing to utilise the legislation. In scenario question 2 50% (N=14) detailed they
would utilise it and in scenario question 3 the figure was 46% (N=13). The financial
gain theme may also have played a part in these findings. None of the scenarios
directly referenced money or other financial mechanisms being obtained. It is
apparent in the sample data that many participants perceived an obvious financial
gain as an important factor when considering utilising ML. This links in with the
literature gap identified in chapter two regarding criminal property. Investigators
perceptions could be interpreted as reflecting the financial focus provided in the
literature (Harrison and Ryder, 2016:9). As a consequence, investigators may be
inhibiting use of the legislation by not utilising the broad definition of criminal
property (POCA, 2002: c.29, pt7, Sec 340) discussed in chapter two.
Across three scenarios the mean number (MN) considering the legislation was 74%
(MN=20), for going on to utilise it the number was 45% (MN=12). These results
bring to bear the issue highlighted with mixed methods in chapter three, the
qualitative and quantitative data do not appear to agree (Cresswell, 2006:66). More
than double the number (MN=12) utilised the legislation in the scenarios than
applied it in real life DC investigations (N=6). There are possible reasons for this
discrepancy. One could be the questionnaires focus on ML may have tuned
participants in to considering the application of the legislation more carefully. As
such the scenario data cannot be seen as a completely accurate representation of
how ML is utilised. There is also a consideration that the discrepancy is not as great
as first thought. Both figures represented less than half of the sample and allow for
the interpretation that ML is not applied to DC frequently.
4.4 Perceptions on whether the legislation should feature in DC investigations
(CRQ2)
Analysis in respect of CRQ2 focused on the qualitative data provided in the scenario
questions. Data from the questions on barriers to usage and words associated with
ML was also utilised. The scenarios were designed to reflect DC situations and
sought to explore the broad definition of criminal property (POCA, 2002) outlined in
chapter two. The idea of data being property was prominent in the scenario
questions. Explanation for this exploration of data as criminal property is outlined in
chapter two. The consequences of this decision are evident in the themes identified
in the sample data.
A prominent theme throughout was an inconsistent perception of what constitutes
criminal property. It was possible to interpret this as a result of the research design.
The scenario questions were broken down into three parts. Firstly, participants
identified if ML legislation could be considered. After this they quantified what was
criminal property and finally, they highlighted if they would utilise the legislation.
Qualitative data was sought for each of these questions, as a result an in-depth
insight into the participants rationale was captured. This revealed that across a
scenario the sample often answered the three questions in a contradictory fashion.
In scenario one, 42% (N=12) did not believe money laundering could be considered.
The main reason provided for this was a lack of overt financial benefit being
identified by participants. This rationale could be interpreted as participants
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equating criminal property with overt financial benefit articles such as cash. If this
interpretation was accurate it would be logical to expect the same 42% (N=12) of
the sample to have not identified any criminal property. The data does not however
corroborate this interpretation. When asked in the second part of scenario one to
identify what represented criminal property, the overwhelming majority, 82%
(N=23), identified data. This was not where the inconsistencies ended, in spite of
the majority identifying a ML offence by detailing data as criminal property, only
39% (N=11) stated they would utilise ML offences.
It is not possible to fully clarify why these inconsistencies occur. Further data
collection would have been needed on participants definition of criminal property.
Not seeking this is a limitation of the research design and would be something to
explore in future research. Despite this limitation insight into these results can be
potentially found in chapter two. The literature identifies that an environment of
confusion exists in respect of ML offences (Murray, 2016:447). Further to this the
general approach of LE to POCA is highlighted as inconsistent with varying
applications of the law (Sittlington and Harvey, 2018:1; House of Commons,
2016:31). The inability of LE to effectively utilise the legislation is seen to be caused
by a limited knowledge base in respect of ML (Murray, 2016:447).
Evidence that the inconsistencies outlined by the sample are not confined to DC
can be seen in further analysis of the data. Several participants identified as having
FI backgrounds, being accredited FIs, Financial Intelligence Officers or deployed
on a fraud investigation unit. Given this background in POCA legislation, it is
possible to argue that the responses provided by this group would be fairly
consistent. This argument was found to be flawed when the data from these
participants was scrutinised. Though some agreed on criminal property being
present and the use of ML offences, others did not. Several did not consider ML
offences applicable for any of the scenarios. If inconsistencies are present in
responses from those with FI training, the data provides some support for literature
identified in chapter two. Research by Chave (2017: 437) outlined that LE training
in POCA is limited and inadequate. This has implications for CRQ3. Any perceived
advantages identified by DC investigators may be flawed if the training is
inadequate. Exploration of how adequate FI training currently is was beyond the
scope of this research. It does however appear that it could be a worthwhile subject
for future research.
Sample participants experience in FI and the barriers they perceived to utilising ML
legislation, highlighted several significant findings. One quarter of participants
detailed a limited experience in FI and subsequent lack of knowledge. This was also
a theme in the barriers to utilising the legislation. Over half the sample, 57% (N=16),
felt a lack of knowledge inhibited their application of ML offences. The lack of
knowledge was perceived as not just indicative of DC investigators, but the criminal
justice system as a whole. Several references are made to CPS lacking the
requisite knowledge and not wanting to charge ML offences. This provides some
corroboration for the argument made in chapter two that the actions of CPS could
be negatively affecting utilisation of ML offences. Both the literature (Fitzpatrick
2017: 449, Gale and Kelly, 2018:31) and the sample data highlight concerns over
the ability of CPS to support charges for ML offences.
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Limited access to FIs as a barrier to utilising ML offences, is a prominent theme
within the sample data. This provides some corroboration for the consideration in
chapter two that separate FI and DC units could be detrimental to ML application.
For example, one response outlined “the ability to freely use ML offences in the
NCA was limited” to do so “required the sign off from a separate FI department”
(G24). This could be seen as restricting DC investigators ability to effectively
challenge criminality. Literature identified in chapter two highlighted that rigid
organisational structures could negatively impact problem solving (Brown and
Sutton, 1997:22). Limited access to FIs may provide corroboration for this finding.
No explanation was provided in the data collected for why access to FIs was limited.
It was not known that this would arise as a theme so therefore was not factored into
the research methodology. The literature identified in chapter two offers some
possible insights. One limitation to how LE approach POCA is detailed as a failure
to recognise the changing face of criminality (Chave 2017: 437). This may be why
LE have not recognised the potential benefits of applying the legislation to DC. The
data gathered in this study offers some evidence to support this. Responses from
the sample identified a failure by senior officers to recognise POCA opportunities
(DS13) and a lack “of awareness of POCA legislation for digital investigators”
(DCon10).
The perceptions of some participants appear to have been affected by negative
experiences of utilising FI. One participant stated that in their experience ML
investigations grew in size quickly and “become disproportionate to the original
offence leading to cases being closed.” (DS5). These negative perceptions appear
deep rooted in some participants. It was outlined that proactive financial
investigations were virtually unheard of “due to a lack of interest in the development
of financial intelligence pictures” (PC22). Investigations which did take place were
slow and cumbersome (PC22). ML was “difficult to investigate, overwhelming to law
enforcement” (IO15) and “Prevelant, Boring, Protracted” (DCon17). These negative
perceptions appear to go beyond DC investigators, one study details that FIs
themselves feel financial investigation is used ineffectively (Gale and Kelly,
2014:30). One potential reason for these negative feelings is that FI does not
appear to be core to LE investigative practice (Wood, 2017). This could lead to a
misunderstanding of its possibilities (Gale and Kelly, 2014:30).
The themes identified thus far in this section suggest DC investigators have a
negative perception in respect of utilising ML. There is though a prominent theme
in the data which strongly suggests DC investigators perceive ML should feature.
This theme focuses on virtual currencies (VC) perceived link to both financial and
digital investigation (for a full explanation of VC please see European Parliament
document (2018)). Across the questionnaire there were 24 references to VC.
Broken down this was made up of 9 participants associating it with ML, 6
referencing it in application examples, 1 in both knowledge of financial and digital
investigation, 5 in barriers to utilising ML and 2 in why FI training would be
beneficial. With no single concentration of answers its possible to interpret the
theme as being a broad and consistent concern for DC investigators. Referencing
it in the context of ML also allows for the argument that DC investigators link the
subject to FI. The potential conclusion being that DC investigators do perceive ML
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should feature in their investigations. Whilst this could be the case there are some
points which need further examination.
The threat of criminality utilising VC is believed by the researcher to be an important
consideration. Interpreting the qualitative data as outlined above allows for the
assertion that the threat is perceived to be substantial. If accurate then a possible
argument is that the perception is based on participants regular exposure to VC in
investigations. In this study participants were not asked to identify how regular the
experience had been, to gain some insight inferences had to be drawn from other
questions. The sample data on utilising ML legislation was one source which was
used to corroborate if VC were being dealt with on a regular basis. This identified
14% (N=4) of the whole sample had utilised ML legislation in a DC investigation
where VC had been a factor. The examples in respect of convictions were analysed,
none of these referenced VC. The sample is too small to be fully representative of
DC investigators as a whole, however the limited usage and no conviction examples
suggest that VC may not be as significant a risk as perceived. If accurate then it is
possible to argue that concentrating ML considerations on the low risk posed by VC
is flawed. It may even be inhibiting innovative thinking around applying ML
legislation to DC investigations, for example the concept of data as criminal property
detailed in chapter two.
Studies into the criminal threat posed by VC provide some corroboration for the risk
being low. The UK national risk assessment (NCA, 2017:38) on ML concluded there
was little evidence of VC being used as a tool for ML. As a result, the risk from VC
was categorised as low. Specific to DC estimates suggest only around 4% of money
laundered is in Bitcoin or other cryptocurrency (Maguire, 2018: 19). Between 2013
– 2016 separate research identified only 1% of Bitcoin transactions as being
criminal in nature (Fanuasie and Robinson, 2018). Focusing on Bitcoin is
appropriate as it is the dominant VC and is seen as “the gold standard” (Recorded
Futures, 2018) in DC accepted by the greatest number of services (Foley et al.,
2018:6).
Reviewing the number of overall transactions on the Bitcoin blockchain and utilising
the 4% figure allows a very rough estimate of how many transactions are linked to
DC. Over a 24-hour period from the 13th to the 14th September 2018 there were
225,537 transactions globally (Blockchain, 2018). This means that during the 24hour period referenced, there were an estimated 9,021 DC related transactions
globally. Narrowing this down to the UK is very difficult as the available evidence
on the subject is limited, there is one report which details that 11% of overall bitcoin
transactions are UK based (Totalcrypto, 2018). Employing this figure of 11%
against the DC related transaction gives 992 UK based DC related transactions.
To put this into perspective we can use physical cash as a comparison. This is seen
as high risk in the UK national risk assessment due to its inherent anonymity (NCA,
2017:65). In 2017 13.1billion transactions in the UK were carried out in cash
(Koellwe, 2017). No evidence of how many transactions related to DC were
identified. It is important to note that research findings identify cash as an important
part of DC (Van Wegberg et al, 2018: 420). Therefore, the comparison can be
argued to be relevant. The 4% principle highlighted above will be applied for this
comparison. It is acknowledged that this is not based on direct evidence, but given
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the lack of literature it seems appropriate to consider that a mechanism deemed
“high risk” (NCA, 2017) and an “important part” of DC, would be used at least as
often as Bitcoin. The result shows that an estimated 1.4 million transactions a day
in the UK are potentially associated with DC. Analysing this comparison, it is
possible to argue that cash poses the greater threat in DC.
There is a need to consider how VC affects criminality as some literature argues
that the overall number of criminal bitcoin transactions is substantial (Van Wegberg
et al, 2018: 420; Foley et al., 2018:1). From a DC point of view though, the evidence
identified does not corroborate the samples strong focus on VC being the link
between DC and ML. The reason for this strong focus was not explored in the
questionnaire. Negative press on VC may have affected perceptions, for example
its use on dark net markets (Foley et al., 2018:1). To really gain insight though
further research would be worthwhile.
4.5 Perceptions on FI Training (CRQ3)
Utilising mixed methods greatly aided insight into this CRQ. This was a result of the
qualitative and quantitative data agreeing with each other (Creswell, 2006:7). As a
result, a greater depth of data was available to provide insight into CRQ3. The
qualitative data provided a strong argument to state that DC investigators perceived
FI training would benefit their role. Table 2 below identifies that three quarters
(N=21) of the sample identified the training would be beneficial.

Do you feel financial investigation training
would benefit your role?
3.6% N=2
21.4%
N=6

Yes
75.0%
N=21

No
Uncertain

Several prominent contextual themes emerge from the qualitative responses to
support the descriptive statistics. Approximately a third (N=9) identify that DC is
predominantly financially motivated agreeing with literature identified in chapter two.
In a response very similar to that identified in the literature (Bryant, 2008:87) one
participant outlines “the motivation of cyber criminals is increasingly, and now
overwhelmingly focused on profit. The days of mischief hacking are gone”
(DCon01). It is possible to interpret another third (N=9) of responses find a direct
connection between financial and digital investigation, for example DCon04 stated
FI was “directly linked to a number of our investigations.” and DCon08 detailed FI
was a “complimentary skillset”. Those stating it would not benefit them largely
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identified that their knowledge was sufficient (PC07, DS12). These perceptions may
not be representative of the sample. As referenced earlier in this section lack of
knowledge on FI is a prominent theme throughout the data. It is important to note
that some participants saw FI as distinct from DC investigation. As a result, they did
not believe FI training was beneficial. In a slight contradiction such perceptions
highlighted that they just needed “an understanding of the issues and legislation”
(DI27). By outlining this need it is possible to argue that FI training would be
beneficial despite the perception to the contrary.
Another theme arising from the data was a perception that FI training would improve
efficiency in DC investigations. It was detailed that currently there was a reliance
on FIs to “access specific investigative routes and databases” (IO15). Other
responses corroborated this highlighting that every time FI skills were needed the
work had to be handed on (DCon18). The findings suggest that LE see the world in
fragments corresponding to organisational siloes. In this instance financial
investigation skillsets have not been provided to DC investigators as that
responsibility lies in another organisational silo. Thus, one possible interpretation of
the data is DC has not been viewed objectively by LE undermining its ability to apply
appropriate skillsets in response.
Research does suggest there are alternatives to providing FI training to DC
investigators. Locating FIs with the investigative teams they assist raises
awareness and understanding of financial investigation. It also prevents FIs from
being isolated from the organisations within which they worked (Gale and Kelly,
2018:29). This could go some way towards positively affecting perceptions on FI.
The sample were not however asked about how this approach would affect their
perception in respect of CRQ3. The researchers bias in this matter may have
impacted this decision. In believing FI training to be beneficial other approaches
were not considered. As a result, further research on this would be beneficial for
further insight into CRQ 3.
The current usage of FIs was thought to be a good insight into whether DC
investigators would use the training if available. The results are detailed below in
Table 3:

How often have you worked with financial
investigators in the last 12 months?
14.3%
N=4

7.1% N=2
0

10.7%
N=3

1-5
67.9%
N=19
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A design flaw outlined earlier in this chapter also affected this question. The exact
number of interactions was not asked for. As a result, analysis is restricted to an
estimate based on the minimum number of interactions. The minimum figure is 74
with only two participants detailing no interactions. As outlined in the methodology
although small the sample could be seen as logically representative of the target
population (Lavrakas, 2008: 645). Considering the sample as being logically
representative, and that LE provide a year-round response, a rough estimation
outlines that FIs are used at least once a week (365/74=4.93) in DC investigations.
The findings outlined earlier in this chapter on limited access to FIs, make it possible
to argue that usage would be higher if the skillset was more accessible. Taking
these two points into consideration the data could be interpreted as FIs play a
significant role in DC investigations. As a result, the data may corroborate that DC
investigators would utilise FI training on a consistent basis.
4.6 Conclusion
The evidence in respect of CRQ1 indicates that ML legislation is utilised by DC
investigators. Predominantly this usage appears to relate to cyber enabled crime
with limited application identified in respect of cyber dependant offences. The data
did highlight a potential misinterpretation of the definition of DC. The findings are
still accurate though as the qualitative data analysis allowed for the identification of
misinterpretations. Reasons were considered for the misinterpretation but none are
obvious as the research design factored in a clear definition of DC. The findings
highlighting DC investigators limited utilisation of ML legislation, are the first
contribution to the subject matter the researcher could find. As such they help to fill
the gap in the literature identified in chapter two.
In CRQ2 the data indicates that DC investigators may be encountering significant
barriers to utilising ML legislation. In spite of this the themes emerging identify a
wish by investigators to overcome the barriers. For example, building a better
knowledge base to make the legislation more accessible. Greater access to
financial investigators is also prominent in the data. Significant evidence is present
to argue that DC investigators perceive ML legislation should feature in
investigations involving VC. No literature was found in chapter two directly
referencing DC investigators perceptions of ML. The findings outlined therefore
adds to the literature on the subject by helping to fill this gap. They also provide
supporting evidence for some of the literature identified in chapter two. In particular
the conclusion outlining that across the board LE training in POCA is limited and
inadequate Chave (2017: 437).
The data collected on CRQ3 validated the research design decision in respect of
mixed methods. As a result, it was possible to make a strong argument that DC
investigators did feel they should be trained as financial investigators. This finding
provides potential confirmation for the literature in chapter two stating that financial
and digital skillsets should be combined (McGuire, 2018: 121). Participants
perceptions of the drawbacks of not having the combined skillset offered further
support for this finding. Utilising a mix of closed, open and scenario-based
questions, as outlined in chapter three, is believed to have allowed for a depth of
data which minimised researcher bias potentially distorting findings and analysis
(Henn et al., 2013). The depth of data achieved can be seen in participants
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providing full and appropriate answers to questions. It is believed that the research
decision not to ask any questions likely to be perceived as sensitive or embarrassing
was a contributing factor in this.
This is the first study, as far as the researcher is aware, that has attempted to fill
the gaps in the literature identified. The findings, though on a small-scale, do offer
new and novel insight into the perceptions of DC investigators in regards to ML
legislation. The use of questionnaires has provided data of value in this research.
In spite of this it is acknowledged that the need to minimise the number of questions
asked (Denscombe, 2014: 172) can inhibit analysis and insight. As such future
researchers may wish to consider further exploration of the subject through
interviews.
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Chapter Five:
Conclusion
The main focus of this study was to critically analyse the perceptions of DC
investigators in regards to ML legislation. Mixed methods were utilised to explore
and address the CRQs:
1. Do digital investigators utilise POCA legislation relating to money
laundering? (CRQ 1)
2. Do digital investigators perceive the legislation should feature in DC
investigations? (CRQ 2)
3. Do digital investigators feel they should be trained in financial investigation?
(CRQ 3)
As far as the researcher is aware this is the only study that has produced empirical
data concerning DC investigators perceptions of ML legislation. As a result, this
study adds new and novel data to the existing literature. It is however important to
note though this study is not without limitations.
Reflecting on the research design several participant questions did not yield data
directly specific to CRQs. As identified in chapter four there were a number of
occasions where further questions on a subject would have provided more precise
analysis. Those questions not directly contributing to the CRQs should have been
eliminated and more pertinent questions inserted. The definition of DC also caused
some misinterpretation of certain questions. The research design ensured a clear
definition was provided, as such it is not felt it was possible to have foreseen this
issue. Misconceptions were mitigated by the analysis of follow up questions so it is
not believed they distorted the findings.
The main focal points for analysis were the CRQs outlined above. The findings in
respect of CRQ1 identified that utilisation of ML is arguably minimal when going by
a strict DC definition.
One potential reason for this and the response
inconsistencies identified in chapter four, is many participants self-identified lack of
knowledge on ML. This provides some confirmation for literature arguing that
inconsistent approaches to POCA are negatively impacting its utilisation (Sittlington
and Harvey, 2018:1; House of Commons, 2016:31). The findings could be seen to
add to the secondary data identifying a failure within the criminal justice system, to
provide an effective response to the proceeds of crime (Fitzpatrick, 2017: 449;
Chave, 2017: 437). Further confirmation of this literature is provided by the studies
finding that CPS were perceived to be a barrier to utilising ML legislation.
Greater insight into CRQ1 could have been gained through follow up interviews.
These would have been beneficial in clearing up any misconceptions and asking
the questions highlighted in chapter four. In respect of CRQ1, the use of mixed
methods was undermined by the misinterpretation of DC. Despite this the analysis
carried out is believed to have assisted in at least partly answering CRQ1.
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The findings for CRQ2 brought out a number of important themes. Perceptions
appear to have been impacted by negative experiences with FI. It was highlighted
in some responses to be overwhelming and difficult to investigate. This potentially
confirms the literature identifying that LE need to upgrade investigation skills if they
are to utilise ML offences effectively (Chave, 2017: 437; Murray, 2016: 447). There
was however evidence in the data that ML legislation should feature in DC
investigations. Only 18% (N=5) of the sample did not consider ML in any of the
scenarios. Close to half of the sample for each scenario also outlined ML offences
as being applicable.
As outlined in chapter four particular emphasis was placed on VC and their
connection to DC. This was a strong theme identifying that the sample perceived
ML legislation did apply to DC. Research into this perception casts doubt on VC
being the main driver for applying ML legislation to DC (NCA, 2017:38). Focusing
on VC could be inhibiting thought processes around how to implement ML in DC.
As an example, in chapter two data was identified as a major driver for criminal
profits in respect of DC. This evidence could be seen as identifying that data, not
VC, should currently be considered as the prominent link between DC and ML
legislation.
As outlined above the sample did perceive that ML legislation applied to DC. What
was however clear in the data was a confusion on how it applied. This is most
apparent in participants often contradictory identification of criminal property. The
emergence of this issue around the concept of criminal property was not expected
and not catered for in the research design. Follow up interviews to clarify answers
would have assisted in providing more data to give greater analysis on the theme.
No other research could be identified on the perceptions of ML in DC, as such the
findings for CRQ2 provide new and novel data on the subject.
The inclusion of mixed methods in the research design was validated in the findings
for CRQ3. The correlation of quantitative and qualitative data highlighted strong
evidence to suggest DC investigators see value in FI training. Three quarters
confirmed they would benefit from such training and provided details of the
investigative inefficiencies arising from not being FI trained. Such strong evidence
confirms the literature outlining that a holistic approach, such as joint financial and
digital skillsets, is required to fully understand the challenge of DC (McGuire, 2018:
121; McDowell et al, 2015:4). The limited literature identified on this subject utilised
secondary data, as such it is believed that this is the first study to gather primary
data which means the findings offer new and novel insights on the subject.
The research design decision to utilise scenario questions (Brush and Saye,
2008:7) is believed by the researcher to have greatly aided insight into the CRQs.
By giving participants a situation in which they could choose if ML legislation was
appropriate, more data was generated on the nuances of participants perceptions.
For example, in scenario one the overwhelming majority (N=23) considered data
could fit the criminal property definition. This corroborated the literature highlighting
the value of data (Feijóo et al., 2017: 248) and challenged that which only focused
on overt financial mechanisms in ML offences (Ramage (2012: 279).

35

This subject area would benefit from further research in the future. This project was
only on small scale, though unsuccessful efforts were made to attract a larger
sample. Given this the results need CDM by projects with a larger sample to be
considered generalizable to all DC investigators across England and Wales.
5.1 Recommendations

The recommendations below are grounded in the data produced by this research.
This is in line with the research design which identified that elements of grounded
theory would be utilised.
Numerous sources in the literature identify that the motivation for DC is financial
and thus financial strategies are required to tackle this (McGuire, 2018; Goldman
and McCoy, 2016:595; Bryant 2008:87). The research findings highlighted
numerous barriers to DC investigators utilising financial strategies. Two significant
themes were rigid organisational structures restricting access to accredited FIs, and
a lack of knowledge on POCA legislation by DC investigators.
To overcome these barriers the first move could be to accept within LE the findings
that DC is financially motivated. It could be argued that this is not currently the case
as the DC training roadmap focuses only on digital elements (NPCC, 2015:30). By
accepting the findings, the focus could be changed to consider how best to tackle
both the digital and financial elements of DC. This could potentially lead to a
commitment to increase DC investigators knowledge of POCA legislation. By doing
this the utilisation of ML by DC investigators might increase. If this led to a more
effective response to DC, LE could be seen as a more capable guardian in this
area. Going by the RAT principles (Cohen and Felson, 1979) outlined in chapter
two, this could reduce the number of motivated offenders and thus result in fewer
instances of DC.
There are several further points which would need to be considered in respect of
the above. Firstly, the lack of knowledge around POCA is not restricted to DC
investigators. As outlined in the project findings and literature CPS are also
struggling with the concept. Any improvement in LE capabilities would be
undermined if CPS are not part of any increase in knowledge on the subject.
Restricting DC investigators access to accredited FIs also needs to be resolved.
Several participants identified that they could not complete enquiries which could
only be done by accredited FIs. The decision to be made in respect of this appears
to be one of two choices. Firstly, improve the accessibility DC investigators have to
those suitably qualified. Alternatively provide DC units with their own capability
through accredited FI training. Whether this requires every DC investigator to be an
accredited FI was beyond the scope of the research. It would however be an
interesting topic for future research.
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Appendix A
1. Please create a unique identifier below of two digits, two letters and a special
character. This will be used to identify the data you generate if you wish to withdraw
from the study at a later point in time. Please remember the ID you create.
2. Describe your experience and knowledge of digital investigation
3. What impact does social interaction with colleagues have on your role?
4. Describe your experience and knowledge of financial investigation
5. What level of law enforcement agency do you work for?
 Local
 Regional
 National
6. What rank do you hold?
7. What words do you associated with money laundering?
8. Have you ever applied money laundering to a digital investigation?
 Yes
 No
9. If so, what were the brief circumstances? (If you have not please move to the next
question)
10. How many convictions for money laundering in a digital investigation have you
obtained?
 0
 1-5
 5 - 10
 10+
11. What barriers do you perceive to utilising money laundering offences in digital
investigations?
12. Do you feel financial investigation training would benefit your role?
 Yes
 No
 Uncertain
13. Why do you feel this way?
14. How often have you worked with financial investigators in the last 12 months?
 0
 1-5
 5 -10
 10+
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15. Scenario 1
An offender gains unauthorised access to a corporate database containing customer
data. They take a screenshot of the customer data held within and log off.
Can money laundering offences be considered?
 Yes
 No
16. Why?
17. What is criminal property within the scenario?
18. What offence/s would you deem appropriate in the scenario?
19. Scenario 2
An offender uses a credit card purchased on a darknet market to fund access to a
botnet.
Can money laundering offences be considered?
 Yes
 No
20. Why?
21. What is criminal property within the scenario?
22. What offence/s would you deem appropriate in the scenario?
23. Scenario 3
An offender in Germany distributes malware which includes installing a backdoor. A
number of victim computers (including those belonging to UK nationals) are infected
and herded into a botnet. This is then made available for rental in a darknet
marketplace. The offender visits the UK a short time after this and is arrested.
Can money laundering offences be considered?
 Yes
 No
24. Why?
25. What is criminal property within the scenario?
26. What offence/s would you deem appropriate in the scenario?
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Appendix B
The following information was provided to participants in order to make them aware
of the privacy policy of Smart Survey. Tactics to prevent this policy from
undermining their anonymity were then detailed.
“To uphold the participant's confidentiality, it is necessary to make it clear that
certain data which could identify the participant may be collected online. Smart
Survey have a privacy policy which lists the data they collect.
The main items of concern for privacy are summed up in the policy:
“We may also collect data from the device and application that you use to access
our services, including your IP address (from which we may infer your geographic
location), login information and browser type. If you arrive at our website from an
external source (such as a link on another website or in an email) we record
information about that source.” (Smartsurvey.co.uk, 2017).

If this causes any concern the following tactics could be employed to prevent
identifying data being collected:


Don’t use a LE computer to access the survey



Consider clearing the browser cache before visiting the survey web page.



Employ a Virtual Private Network, Proxy or TOR prior to accessing the
survey to mask the IP.



Mask the user agent string



Clear the browser cookie cache once the survey is complete”
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