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1. Introduction

1.1. Overview

1.1.1.  Itis essential for the police service to adopt new technology in a way that
prevents and detects crime, keeps the public safe and safeguards national
security, while maintaining legitimacy and respecting individual rights. At a
time of profound technological change, the police must adapt and innovate
to continue operating effectively in a rapidly-evolving landscape. Data
science capabilities such as artificial intelligence (Al), biometrics and big
data analytics are valuable tools in supporting 21* century policing needs.
However, these technologies also introduce new legal, ethical and
operational risks, which must be carefully managed to ensure their
legitimate use.

1.1.2.  The absence of primary legislation explicitly governing police use of data
analytics is not necessarily a barrier to the use of new data technologies, and
the current legal framework does allow the police to adopt new tools and
techniques as they become available. However, to be accessible and
foreseeable, additional policy and guidance is required to ensure that the
police’s use of specific new data analytics technologies remains lawful and
legitimate.* This guidance aims to fill this gap, and provide a standardised
national approach for all police forces to follow in the development and
deployment of new data analytics tools.

1.2. Background and aim

1.2.1.  The purpose of this guidance is to enable police forces across England and
Wales to use new data analytics tools in a trustworthy way that minimises
ethical harms and provides assurances that individual rights are respected.
By establishing a standardised process for police data analytics projects, it
should enable controlled innovation within a clearly defined ethical
framework.

1.2.2.  The guidance is designed to enable innovation by setting out good practice
(Section 1) and practical guidance (Section 2) to assist police forces in
identifying and addressing ethical considerations in their use of data
analytics. It covers a wide range of data analytics use cases, and
complements existing authorised professional practice (APP) and other

* See R (Bridges) v Chief Constable of South Wales Police [2020] EWHC Civ 1058, para 61. In Bridges, the Court of Appeal

ruled that - in the absence of primary legislation specifically governing the use of live facial recognition - local policies are
needed to satisfy the requirement of “in accordance with the law”, and these policies do not necessarily need to be at the
national level.




1.2.3.

1.2.4.

policing guidance. The guidance is intended to be used in conjunction with
additional technology-specific guidance that may be relevant for specific
contexts and use cases.

The guidance draws on research, collaborations with police forces and direct
experience of providing ethical review and oversight of police data analytics
projects. It should contribute to a standardised and coordinated national
approach to data analytics, and support information sharing, access to
expertise, transparency and decision-making accountability.

The guidance is not a substitute for legal advice from force lawyers on the
specifics of any proposal, and it is expected that forces will have satisfied
the necessary internal compliance and legal requirements before using the
guidance and throughout the project lifecycle.

1.3. Scope

1.3.1.

1.3.2.

‘Data analytics' is used in the guidance as a deliberately broad term to
encapsulate the following: information processing; technologies which are
either dependent or based on the availability of data, or which generate new
data; the use of statistical modelling and other data science techniques
including those incorporating machine learning (often referred to as
artificial intelligence, or ‘Al).

The guidance should be used to identify and address the ethical
considerations that may arise through the use of data analytics across the
full spectrum of policing use cases, including (but not limited to) biometrics,
cyber and digital forensics, predictive analytics, and surveillance and
investigatory powers. Whilst these capabilities are associated with different
governance and legal frameworks, similar ethical considerations can arise in
how these technologies are designed, developed and deployed.

1.4. Context

1.4.1.

The guidance has been developed, and should be used, in conjunction with
wider policing principles, legal frameworks, codes, opinions and guidance
from those with regulatory responsibilities and does not replace any of
these. Instead, it provides more tailored support on how to address the new
challenges and risks that arise from the use of advanced data analytics. The
guidance should be read in conjunction with the following:
a) The Peelian Principles which set out the approach of policing by

consent and the importance of legitimacy in the eyes of the public.

The values at the core of the Peelian Principles, including integrity,

transparency and accountability run through this guidance as key




principles police forces should abide by when developing analytical
capabilities.

b) The College of Policing’s National Decision Model* and Code of
Ethics3 which continue to be the key reference points for ethical
decision-making in policing. The National Decision Model provides a
framework in which complex policing decisions can be examined
and challenged and the Code of Ethics sets out the standards of
behaviour for everyone who works in policing.

c) The College of Policing’s Authorised Professional Practice on Risk*
which sets out ten key principles related to the police’s taking and
reviewing of risk. It highlights that all members of the police service
are professional risk-takers and have to make decisions in uncertain
situations. It also embraces a policing culture that learns from its
successes as well as its failures. This is particularly important to
consider in the context of technological innovation.

d) ALGO-CARE (Annex 1), which is a research-based guide for
considering the use of machine learning algorithms in policing
contexts. Whilst this guidance is broader in technology scope, it is
recommended that when a force is considering developing a
machine learning algorithm specifically, it pays specific attention to
the key principles and questions set out in ALGO-CARE, alongside
this guidance.>

e) The Information Commissioner’s Office (ICO) Toolkit for
organisations considering using data analytics processing®, which
includes specific guidance for law enforcement processing. The
Toolkit is designed to help organisations identify the steps they
need to take to make their data analytics system compliant with
data protection law.

1.4.2.  The guidance should also be read in conjunction with future Authorised
Professional Practice and official guidance which may be developed for
specific data technologies.

1.4.3.  Police forces are expected to pay due regard to other relevant guidance
regarding the collection, storage and sharing of police data, such as ICO
guidance and the Management of Police Information (MoPI) guidelines.”

? https://www.app.college.police.uk/app-content/national-decision-model/
3 https://www.college.police.uk/What-we-do/Ethics/Ethics-home/Pages/Code-of-Ethics.aspx
“ https://www.app.college.police.uk/app-content/risk-2/risk/

5 ALGO-CARE aims to translate key public law and human rights principles into practical considerations that can be
addressed by the police in the development and use of a machine learning algorithm. The principles of ALGO-CARE are
that the use of a machine learning algorithm should be Advisory, Lawful, Granular, Responsible, Explainable and Accurate,
and that there should be clarity over its Ownership and how it can be Challenged.
® https://ico.org.uk/for-organisations/toolkit-for-organisations-considering-using-data-analytics/
7 https://www.app.college.police.uk/app-content/information-management/management-of-police-information/
s (23
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However, this guidance is intended to cover a range of additional ethical
considerations that arise when applying advanced analytics to police data,
which are not covered within these existing guidelines.

1.4.4.  The guidance aligns with relevant legal frameworks, the common law and
relevant primary legislation as well as public and administrative law,
including the Data Protection Act 2018, Human Rights Act 1998 and the
European Convention on Human Rights, the Equality Act 2010 including the
Public Sector Equality Duty, relevant policing legislation and Administrative
Law principles governing fair public sector decision-making.? It is expected
that police forces will have satisfied the necessary internal compliance and
legal requirements, including assessing the need for a Data Protection
Impact Assessment and working closely with their Data Protection Officer,
before using this guidance. However, the guidance will also support police
forces in ensuring the lawful use of data analytics technologies, for example
through creating a clear audit trail for decision-making and risk mitigation.

1.4.5.  Additional compliance requirements arise when considering the use of
surveillance capabilities that fall within the scope of the Regulation of
Investigatory Powers Act 2000 or Investigatory Powers Act 2016. When
considering the analysis of data obtained by covert means, the force should
assess whether it is necessary to consult with the Investigatory Powers
Commissioner’s Office, Office for Communications Data Authorisations, or
senior officers with internal authorisation responsibilities. There is also an
important balance to be struck between ensuring transparency to the
public, and protecting sensitive or covert capabilities. While this guidance
encourages forces to strive for maximum transparency in their use of data
technologies, this will not be possible for all contexts or use cases.

1.5. Definitions and Terms

1.5.1.  Artificial intelligence: Technologies with the ability to perform tasks that
would otherwise require human intelligence, such as visual perception,
speech recognition, and language translation.®

1.5.2.  Algorithm: A set of instructions designed to perform a specific task.*

8 Data protection, specifically Part 3 of the Data Protection Act 2018; and where acting outside of a law enforcement
purpose —the General Data Protection Regulation (GDPR) 2016/679; Prohibited discrimination under the Equality Act 2010
and the public sector equality duty; Obligations pursuant to the ECHR and the Human Rights Act 1998; Statutory
responsibilities regarding coercive and investigatory powers; Requirements pursuant to the Criminal Procedure and
Investigations Act 1996 relating to investigation, prosecution and disclosure of evidence; The duties of the police within
the common law; administrative law principles applicable to lawful public sector decision-making.

9 House of Lords Select Committee on Artificial Intelligence (2018)

® CDEI 'Review into bias in algorithmic decision-making’ - https://www.gov.uk/government/publications/cdei-publishes-
review-into-bias-in-algorithmic-decision-making (2021)
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1.5.3.  Machine learning: One particular form of Al, which gives computers the
ability to learn from and improve with experience, without being explicitly
programmed.*

1.5.4.  Machine learning model: The product derived from combining an
algorithm with training data.

1.6. Avudience

1.6.1.  The guidance is intended for police officers and staff responsible for
developing, procuring, evaluating or using data analytics tools, and those
responsible for overseeing and advising on their use. The guidance should
also aid senior decision-makers to ask pertinent questions of project teams
and ensure appropriate internal challenge and understanding of benefits
and risks. As the guidance is intended to cover a wide range of data
analytics use cases, it is likely to be of interest to stakeholders across the
policing landscape.

1.6.2.  In particular, the guidance should be a useful reference document for Police
and Crime Commissioners, the National Police Chiefs’ Council (NPCC), the
Association of Police and Crime Commissioners, College of Policing, Police
Digital Service, Information Commissioner’s Office, Investigatory Powers
Commissioner’s Office, Her Majesty’s Inspectorate of Constabulary and Fire
and Rescue Services, Independent Office for Police Conduct, technology
suppliers to police forces, and the Home Office.

1.6.3.  Theguidance is also intended to provide the public with clear assurances of
the safeguards in place for the responsible use of police data analytics, to
ensure that police decision-making remains accessible and foreseeable.

** House of Lords Select Committee on Artificial Intelligence




2. Suggestions for Good Practice in the Use of Data
Analytics in Policing

2.1. Governance

2.1.1.  Good governance is needed to ensure the trustworthy use of data analytics
in policing. Clear, robust mechanisms for governance should be established
before a police force makes significant steps to invest in new data analytics
technologies. These governance structures should closely align with
existing force-level data management processes, rather than creating
additional layers of unnecessary bureaucracy.

2.1.2.  When developing a responsible approach to police use of data analytics,
good governance should include the following:

a) Robust mechanisms for internal input and challenge, and external
advice, on decision-making which are well supported by police officers
and staff. This should include ensuring that risks and harms are properly
understood, weighed up and the rationale for significant decisions,
recorded.

b) Clear responsibility and accountability for new uses of data analytics.
This should include identifying the key decision-makers and their
responsibilities in connection with the decision points along the
project’s lifecycle.

¢) Repeatable processes to identify, address and test ethical
considerations and ensure consistency of approach and auditability.
The guidance suggests this is done by following the lifecycle set out in
Diagram 1.

d) Standardised processes to evaluate and capture the learning from each
data analytics project, and disseminate lessons learned with the wider
policing community to ensure consistency and promote continuous
improvement. This approach should align with forces’ existing Data
Management processes, including a force-level Data Strategy where
applicable, and be co-developed in consultation with other relevant
individuals within the force, such as the Information Governance team,
Data Protection Officer, legal advisors and others.

2.1.3.  Police forces should draw on existing internal and external governance
structures to ensure the appropriate governance of data analytics. It is
recognised that different forces have different governance structures, and a




2.1.4.

small number of forces have established bespoke ‘data ethics committees’.
While this guidance does not advocate for one specific governance model
over another, it recognises that most projects are unlikely to require this
level of external scrutiny. It is anticipated that most projects will be
overseen by a combination of internal force-level governance structures,
and —where external scrutiny is judged necessary —a combination of
existing ‘generic’ police ethics committees and bespoke, specialist working
groups where appropriate. The degree of oversight and scrutiny should be
proportionate to the potential risks and impact of the project being
proposed, as discussed later in this document.

When developing novel or complex data analytics projects it may be helpful
to establish a specialised internal data analytics working group. The
following factors should be considered when establishing an internal
specialised data analytics group within a police force:

a) Function: An advisory group involved throughout the lifecycle of force
data analytics projects. It should provide input, advice and challenge on
proposed data analytics projects, including reviewing and signing off on
initial business justification documents and project proposals.

b) Members: The group should comprise users of analytics tools and those
using the outputs, in-house data, data protection and legal expertise,
including the designated data protection officer (DPO) and senior
information risk owner/ officer (SIRO). The group should also be able to
draw on expertise in equalities law, community input, covert
governance and media/ communications. The group should also provide
a forum for discussing the legal, data protection, community impact
and equality considerations of new data analytics tools.

c) External expertise: The group should seek to bring in external
expertise on an ad-hoc or more formal basis, with secure data sharing
agreements, to ensure it is drawing on the latest academic research and
best technical expertise available. For example, it could invite data
scientists and academics with expertise in police technology to provide
independent ‘peer review’ of specific project proposals or business
justifications. Formal partnerships to design and test new methods
could be explored, along with arrangements which allow for the
independent evaluation of data analytics tools.

d) Transparency: To ensure maximum transparency, the group should be
responsible for maintaining and updating an internal list of data
analytics projects that the force is developing or deploying. For
particularly high risk projects, details of the project should be made
public, including its rationale and business justification, the intended




benefits (and how these will be monitored over time) and any potential
risks and how these have been mitigated.*?

e) Communications: The group should support the police force in issuing
proactive communications regarding new technologies, their results
and next steps. Where the insights generated by the data analytics are
of wider value for research and analysis purposes, the force should seek
to share these insights with the wider policing community, typically
through relevant NPCC channels or via public communications.

2.1.5.  External advice and challenge is essential to ensure trustworthy use of
data analytics in policing. For particularly high risk or novel projects, it is
advised that forces engage external expertise, which could be achieved by a
bespoke Data Ethics Committee, by inviting subject matter experts to join
existing force Ethics Committees, or by consulting with NPCC to seek
access to independent specialist advice at the national level. While forces
will each have their own approach to independent challenge and scrutiny,
the following key elements should be considered by forces.

2.1.6.  Any external body (such as an independent Data Ethics Committee) should
consider the following with regards to its function and ways of working:

a) Bean advisory, not a decision-making body. However, the external
advice should be sought proactively by the police force before decisions
are made.

b) Have a well-defined function and way of working, as set outin a clear
Terms of Reference. It will need to operate independently from the
police force and with the right structures in place to support and enable
it to be challenging and effective.

c) Have aclear purpose and way of providing advice i.e. to advise police
leadership on whether, and with what amendments, data analytics
projects should proceed, before significant decisions are made.

d) Be seen by the force as an essential part of delivering a successful
project rather than a burden or an unnecessary constraint, and include
attendance of the relevant police officer or operational lead for the
project being discussed.

*2 It is recognised that the most sensitive high-risk projects will not be disclosed publicly where there is a risk of
compromising operational capabilities. Where the decision is made not to publicly disclose a particular project, the details
of the project and requirement for confidentiality should be discussed first with relevant oversight bodies, such as the ICO,
IPCO or HMICFRS.

10




2.1.7.

2.1.8.

2.1.9.

e) Have the necessary security clearances and rights to information
related to the projects discussed, in order to be able to give informed
advice and maintain confidentiality of the projects discussed.

f)  Publish minutes of discussions, with details of projects redacted only
when absolutely necessary. These should follow best practice
accessibility requirements.

Careful thought should also be given to membership of any external
advisory group and what is expected of them. This must be understood and
agreed by members in order to facilitate constructive discussions and
enable it to fulfil its role. Suggestions for how to ensure the right
membership and expectations include:

a) When recruiting the members the police force should be guided by the
group’s stated purpose and function.

b) Ensuring the expertise of members combines criminal justice,
academic, legal, data science and ethics expertise so that it can provide
the necessary advice and challenge. Ensuring members have the
expertise to interrogate the scientific robustness and effectiveness of
the project being proposed.

c) Taking care to follow best practice in diversity and inclusion when
recruiting members, and ensuring representation from individuals with
strong links to the local communities the force is serving. Diversity in
membership is important for broader representation and establishing
public trust.

d) Ensuring time commitments from members are clear from the outset.

e) Encouraging mechanisms to engage more widely and seek additional
expertise and views if necessary i.e. hearing from individuals with
relevant lived experiences.

When considering data analytics projects, forces should also seek views
from groups considering relevant ethical issues elsewhere in policing, for
example through the UK Policing Ethics Guidance Group, as these
discussions are likely to cover similar operational and policy considerations.

This approach to good governance should also drive other benefits and help
police forces to raise the bar in the following ways:

11




a) Clearly articulate the purpose and value of the use of data analytics and
ensure these are measured and met. This should include identifying the
trade-offs and considering what is publicly acceptable.

b) Identify and mitigate potential harms that may arise from novel uses of
data.

¢) Create an environment for responsible innovation, whereby new
approaches can be explored within frameworks of rigorous oversight,
evaluation and transparency.

2.2. Transparency and engagement

2.2.1.

2.2.2.

2.2.3.

2.2.4.

Maximum transparency and engagement is encouraged and should be
foundational to how police forces use data analytics, both internally and
externally.

Given the nature of policing, transparency will need to be balanced with the
need to avoid compromising capabilities, putting the vulnerable at risk or
revealing policing vulnerabilities for criminals to exploit. It will not always be
possible to provide details to the public regarding new uses of data
analytics. However, in such circumstances it should be possible to ensure a
degree of external scrutiny from independent experts, with the necessary
clearances and rights of access to the information being discussed.

Whilst transparency in practice will necessarily look different across
different use cases and contexts, in principle it should involve clear,
comprehensive and accessible communications, tailored to the needs of
different audiences. Where possible, transparency should be a proactive
rather than a reactive process.

Components of good transparency practice can include:

a) Updated publicly available list/ register of data analytics tools being
used by a police force.

b) Pilot, test and failure rate transparency, enabling members of the public
to ask questions before a pilot, and see proposed next steps afterwards.

c) Data transparency where a project generates new data or new data
insights. Transparency should mean not only publishing data and
insights where possible, but also ensuring accessibility of that data to
the right range of people.

12




d) Inviting security cleared, independent experts to observe internal
project meetings on a confidential basis, in circumstances where it is
not possible to discuss projects externally.

e) Publishing summaries of discussions where possible, as well as any
agreed actions or next steps.

2.2.5.  Police forces should engage to seek challenge and understand concerns and
citizen expectations on uses of data analytics. Components of good
engagement practice for the use of data analytics in policing include:

a) Internal engagement with different police force departments/
functions, inviting input and building the foundations for a shared
strategy. These should include Data Protection, Equalities, Legal,
Communications and any existing Public Engagement function. High
risk and/ or public-facing projects should also be considered for
discussion at external forums.

b) External engagement to consult with specialist or expert external
stakeholders. This will not be necessary for all projects, however it
should always be considered for high risk and / or public-facing projects.
Where external engagement does take place, it should aim to:

i.  Develop informed, two-way conversations to identify common
ground and contentious areas.

i.  Collect diverse views on the risks, opportunities, benefits,
challenges and limitations of the project.

iii.  ldentify where particular groups may be differently or adversely
affected by the project.

iv.  Consider where the parameters of the project should lie - for
example, which data should or should not be collected, how long
data should be held for, which areas or populations the project
should take place in, pilots or testing procedures.

v.  Consider whether resources could be better allocated - that is,
whether a more ethical route might be not continuing with the
project, and re-allocating budget and resource elsewhere.

c) Public engagement, such as surveys, questionnaires and focus groups.
This is likely to be necessary particularly where a project is novel, high
risk, public-facing or likely to affect certain communities more than
others. However, public engagement can introduce particular

13




2.3.

Expertise

2.3.1.

2.3.2.

challenges around interpretability and accessibility, such as lack of
technical knowledge, lack of operational knowledge, and wider public
narratives or perceptions around sensitive or controversial
technologies. As such, public engagement on data-related projects
should prioritise technical and operational understanding, pitched at a
level appropriate for the audience.

d) Post-engagement strategies should ensure that all stakeholders, both
internal and external, who are consulted as part of a data-driven project
understand why they have been consulted and what happens next. This
applies whether the engagement is advisory, instructive, or part of an
information-gathering exercise.

Access to specialist and multi-disciplinary expertise is essential to ensure
the use of data analytics is robust, evidence-based and effective. The
expertise required to develop, critically assess, use and evaluate data
analytics tools requires a broad range of skills and knowledge areas
including: data science, legal (legal basis, data protection, equalities, human
rights), civic participation, ethics, social sciences, criminology / crime
science and operational policing. Where possible, police forces should build
multi-disciplinary teams, where individuals have a combination of these
skills or experiences. For example, a police officer with data science
expertise will be well placed to explain the technical workings of a tool to a
police audience.

Police forces should consider how they can access this broad range of
expertise through their recruitment and upskilling of existing police officers
and staff. Investing in in-house expertise is critical for police officers who are
using analytical capabilities to understand and trust these systems. Police
forces should also formalise relationships with external organisations,
including universities, research institutes and the private sector, to ensure
they are incorporating best practice, the latest research and development
and identifying opportunities for independent testing and evaluation of
their data analytics tools.

14




3. Practical guidance for addressing ethical
considerations

3.12. Overview

3.1.1.  This section of the guidance aims to guide police forces through the
lifecycle of a data analytics project, enabling them to identify and address
the key ethical considerations that may arise.

3.1.2. It consists of a step-by-step project lifecycle for such projects, setting out
the questions that should be asked at each stage to identify and address the
ethical considerations that may arise. The project lifecycle sets out who the
key decision-makers are at each stage, the checkpoints and decisions to
proceed, and features examples of the type of advice that should be sought
from internal and external experts.

3.1.3.  This process provides a consistent approach to structure any police data
analytics project. However, it should remain flexible and be refined as it
gets tested on real-world use cases. The lifecycle should also allow for
controlled experimentation and testing, in a responsible way, prior to
deployment. This step-by-step guidance will ensure police forces ask the
necessary questions about how a specific data-driven technology is
designed, developed, tested and evaluated.

3.1.4.  Officersand/ or police staff will also need to complete other legal and
public sector equality duty (PSED) documents as part of a data analytics
project, such as a Data Protection Impact Assessment (DPIA), Equality
Impact Assessment or other equivalent document (EIA) and assessment of
any intrusion and mitigation of such instruction regarding human rights.
This guidance does not replace any of these existing documents or
processes. The project lifecycle references these documents at the
appropriate stage in the process - for example, advising that a DPIA should
be completed at Stage 2 (Design). Further information on these impact
assessments is provided in the Annex.

3.2. Keythemes

3.2.1.  The questions in the project lifecycle are structured by key themes related
to the responsible development and use of data analytics tools, which
should be returned to at each stage. The key themes* include:

3 This builds on CDEI's Trust Matrix developed for its report on public sector data sharing, with some additional
considerations for data-driven technologies in the policing context - https://cdei.blog.gov.uk/2020/07/19/addressing-trust-
in-public-sector-data-use/

15




3.2.2.

3.2.3.

a) Value and impact: The use of data and data-driven technology should
provide value and benefit to individuals or society, which is measured
and evidenced.

b) Effectiveness and accuracy: Data-driven technology in policing should
be reliable and improve the effectiveness of existing approaches -
where ‘effectiveness’ may refer to a combination of accuracy, speed or
other factors. This should be monitored, audited, and where possible
for particularly high-risk projects, independently evaluated. Good
quality data is required to ensure the data-driven technology is reliable
and effective for the specific task at hand.

c) Necessity and proportionality: Any potential intrusion arising from
police use of data analytics must be necessary to achieve legitimate
policing aims and proportionate in relation to the anticipated benefits.

d) Transparency and explainability: The project’s purpose, details of the
data it uses, and notice of its deployment should be made public and
open to scrutiny wherever possible. Data-driven technology should be
understood at an appropriate level by relevant individuals using and
affected by it. Tensions between explainability and effectiveness should
be carefully considered - for example, an outcome which is known to be
accurate and effective, but is less explainable, may be a more
appropriate option than a technology which is more explainable, but
known to be less accurate and effective.

e) Reliability and security: Data-driven technology in policing should be
reliable. Measures should be in place to ensure data is used securely and
appropriately protects individual privacy.

Certain stages also include specific questions pertaining to the data
involved in the project, helping the police force to ensure that this data is as
comprehensive, clean and representative as possible.

Along with these key themes, governance and accountability need to be
considered carefully throughout the project lifecycle, in line with the
governance suggestions in Section 1. Police forces will need to be clear who
is making decisions about the inevitable trade-offs that will arise in
addressing the themes above, i.e. acceptable levels of efficacy and
accuracy; the benefits versus risks; risks of privacy intrusion or bias; and
levels of transparency and user control. These decisions and their rationale
will need to be documented and made available to oversight bodies.

16




3-3

Decision-making flowchart

3.3.1.

The decision-making flowchart below (Diagram 1) sets out the stage-by-
stage project lifecycle. The flowchart is based on the Agile project delivery
cycle, as defined in the UK government'’s service manual.* Police forces are
advised to follow this standardised process for any new use of data
analytics. The lifecycle is intended to be of practical use to project teams in
police forces and to give senior decision-makers a sense of where a
particular project is along this journey. It also provides a natural opportunity
for input, review and oversight when moving from one stage to the next.
Developing a data-driven project is often not a linear process and may
require moving back or between two stages before moving forward. The
lifecycle should be used flexibly, recognising that data-driven tools will
require different approaches and will be developed in different contexts.

* UK Government, ‘Agile Delivery’, <https://www.gov.uk/service-manual/agile-delivery>, accessed

28 January 2020.



Diagram 1: Decision-making flowchart
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4. Projectlifecycle

4.1. Stage 1: Problem Identification

Summary
> Obijective: To identify the problem to be addressed through the use of data analytics.
> Decision-makers: Senior Responsible Owner (SRO) within the relevant police force, with
input from experts including: Data Protection Officer (DPO); Data Controller; force lawyers;
equalities advisors, frontline officers.
> Question to proceed to the next stage: Is there clear business benefit which would
enable pursuit of a legitimate policing aim, a plan to mitigate risks and sufficient good-quality
data on the problem? Has a clear legal basis been established for this particular project? Is the use
of data analytics necessary and proportionate to achieve legitimate policing aims?
> Advice can be sought from: Relevant internal panels/ committees/ groups.

> Supporting documents to be completed: Business justification.

4.1.1 Overview

Police forces regularly encounter a range of problems which could be addressed through the use of
data analytics. At this stage, police forces need to identify the problem to be addressed through
such use. Examples of these problems could be: How can we best estimate staff resourcing
requirements and suggest appropriate shift patterns? Or, how can we work out what affects
incident volumes and produce a forecast that accounts for these effects? A range of individuals
should be consulted on the problem, to ensure the right problem is identified, prioritised and there
is no bias in the problem selection.

4.1.2 Key questions
To establish whether the problem is well suited to a data-driven approach and identify the key
ethical considerations, the SRO should answer the following questions:

a) Value and impact
i.  Whatis the business benefit and associated policing aim of the data-driven project,
how will it add value and how will that value be defined?

ii. Isthere clear evidence to suggest that a data-driven approach is likely to offer
tangible improvements when compared to a non-technological alternative? (e.g.
cost savings, improvements in accuracy of decision-making, a new capability etc.)

iii.  Whatare the possible risks?

iv.  What might the intervention(s) resulting from the data-driven technology be, and
would they be lawful and proportionate?

v.  What type of data-driven tool or method could be used to address this problem? For
example, is it an explanatory or predictive model? Does the tool already exist or
would it need to be developed internally or procured?

Vi. Is ring-fenced resource for experimentation, innovation or process improvement
available, which could be applied to this project?
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b) Thedata
i.  What data would be needed to tackle this problem?

i.  Doesthe police force already have access to such data, held on a basis which allows
lawful, necessary and proportionate use for the proposed purpose?

iii.  Ifnot, orif the existing data is insufficient, does the police force need to collect
further data itself, or are there other bodies holding such data which could share it?
In such cases, what are the implications of accessing those datasets or sharing data
with the third party in question?

iv.  What sort of quality issues might there be with this datai.e. gaps, over-
representation of certain groups, labelling inconsistencies?

v.  Isthe police force maximising the value of the data it already holds on this problem,
or are there opportunities to go further, i.e. might it be unethical to not implement
more effective data analytics?

c) Transparency and explainability
i.  How have individuals or groups from across the police force assisted in identifying

and refining the problem? This might include engagement with specialist ethics
panels or committees, depending on the structure of the force in question.

i.  How will the public or affected groups be engaged throughout the project, and how
will this engagement be balanced with operational policing and FOI needs?

iii.  Willthe problem and its solution require an external communications programme,
for example because it is particularly sensitive or public-facing? What should this
look like?

d) Effectiveness and accuracy

i.  What expertise will be needed to design and develop this technology?

i.  How will effectiveness and accuracy of the data-driven project be understood and
measured? If effectiveness and accuracy vary across different demographics, what
are the impacts of this on policing operations?

iii.  How will the tool be tested and evaluated before it is deployed?

e) Necessity and proportionality
i. Isthe use of a data-driven approach necessary and proportionate to achieve
legitimate policing aims?

f) Reliability and security
i.  What are the potential consequences if the system malfunctions or fails to operate
reliably?
ii.  Whatsafeguards and access controls will be needed to prevent improper use of the
system?
iii.  How will the data be stored and what are the processes required to ensure security
of the data and the system?
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4.1.3 Advice

Depending on the type of problem or proposed data analytics, police forces may wish to seek
internal or external ethics advice. If the type of data-driven technology being discussed may employ
algorithms or Al, police forces may wish to seek input and challenge from groups specialising in this
area. Forces should also seek to build collaborative research partnerships with universities and other
research institutions to function as an external source of expertise for data analytics projects.

If the project is likely to engage other relevant legal frameworks, such as investigatory powers
legislation or regulations governing the retention and use of biometrics data, the force may wish to
seek specialist advise from the relevant oversight body or regulator.

4.1.4 Question to proceed

Is there clear business benefit which would enable pursuit of a legitimate policing aim, a plan to
mitigate risks and sufficient good-quality data on the problem? Has a clear legal basis been
established for this particular project? Is the use of data analytics necessary and proportionate to
achieve legitimate policing aims?
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4.2. Stage 2: Design

Summary
> Objective: To identify the most suitable analytics method(s) to deliver the project,
understand different types of approach, determine what data should be used, identify potential
constraints.

> Decision-maker: SRO, with input from Data Protection Officer (DPO) and Senior
Information Risk Officer (SIRO).
> Question to proceed to the next stage: Do the benefits outweigh the risks regarding

moving to the next stage and is there a clear plan to mitigate any risks and potential harms?

> Advice can be sought from: Relevant internal and external panels/ committees/ groups,
in particular Data Protection Officer (DPO), force lawyers and equalities advisors.

> Documents to be completed: Project Design report; Integrated Impact Assessment
(comprising Data Protection, Community, Equality and Human Rights Impact Assessments (see
Annex 3)).

4.2.1 Overview

At the Design stage, the police force needs to get a better sense of the problem it is trying to
address, understand the different types of approaches and solutions available, determine what data
should and should not be used to build the tool, and identify constraints and trade-offs. This is
about designing the approach and methodology for developing a tool, rather than the design of the
tool itself, which is part of the next stage. If the police force is considering commissioning a private
sector provider or partner to develop the data analytics solution, it is critical that there is sufficient
understanding of the underlying methodology and its limitations to ensure that it is integrated into
operational processes in an appropriate way. It is also critical that appropriate levels of challenge
are built into the plans for developing the tool. A range of strategies such as red-teaming (adopting
a deliberately adversarial approach) should be considered in order to develop sufficiently robust
review processes.

4.2.2 Key questions
To identify the key ethical considerations at this stage, the SRO should answer the following
questions:

a) Value and impact
i. Isitintended that the data analytics tool is used for automated decision-making, or

will the outputs inform decisions made by police officers and staff?

ii. Ifthe project will lead to new interventions or affect existing police operations, what
would be the required resource to deliver these?

iii.  What, if any, are the trade-offs between benefits and risks, and how will those
trade-offs be communicated to relevant parties? How will such communications
consider and mitigate the risk of criminal exploitation of the project?
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iv.

How have the proposed purpose, benefits and risks of the project changed since
Stage 1, or been clarified as a result of completing the various relevant impact
assessments? How will risks be monitored and addressed?

b) The data:

Vi.

Vii.

viii.

Xi.

What data subjects will the project involve? Roughly how many are there and how
will they be categorised?

Will the tool process personal data or special category personal data? Will data be
anonymised or pseudonymised prior to analysis?

Have data standards been established to ensure any data collected is reusable and
interoperable?

Have existing/ acquired datasets been assessed for quality in terms of incomplete
data, duplicate data, inconsistent formatting, issues with data quality or bias? How
are such problems to be mitigated?

Has due consideration been paid to ensuring that the tool collects the minimum
amount of data?

Will the proposed activity require any consultation with data subjects? Does the
proposed activity involve engaging with service users or members of the public?
Have effective safeguards been put in place to protect individuals’ privacy and
confidentiality?

What is the proposed retention schedule for the data?

Is data processed by the algorithm lawfully obtained, processed and retained,
according to a genuine necessity with a rational connection to a policing aim?

Is data categorised to avoid ‘broad-brush’ grouping and results, and therefore issues
of potential bias? Is the provenance and quality of the data sufficiently sound?

Has the DPIA identified any additional data protection risks that need to be
mitigated, and if so, what mitigation measures are in place?

c) Effectiveness and accuracy

Vi.
Vil.

What expertise is required to build the data-driven technology and ensure
appropriate legal and ethical review? What different approaches to product
development should be tested in the development stage? How will their relative
merits be assessed?

What are the evaluation criteria for the project, and what minimum standards will
the product need to meet for operational deployment?

What level of red-teaming or external challenge should be put in place to robustly
test different approaches during the development phase?

How will the effectiveness of the analytics tool be assessed during the testing
phase?

How will the effectiveness of the technology be measured? For higher risk projects,
how will independent auditing, monitoring and evaluation of the technology work?
How will failure rates be measured, and what failure rates are acceptable?

What additional training may be required for the users of the tool, to ensure they
can use it responsibly in conjunction with their own professional judgement?

d) Necessity and proportionality
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Why is this use of data analytics suitable, necessary and proportionate for
addressing the problem?

Is the potential interference with the privacy of individuals necessary and
proportionate for legitimate policing purposes?

e) Transparency and explainability

Vi.

Vil.

viii.

Does a Privacy Notice exist for this processing, explaining to data subjects how their
data will be processed?

If not exempt from FOIA requests, has information regarding the proposed project
been made publicly available on the force website? If not, why not?

Would disclosing the existence of this technology compromise operational
capabilities, put the vulnerable at risk or reveal policing vulnerabilities? If so, has
legal counsel advised that information relating to this project would be exempt
from FOIA requests?

Will the project involve complex statistical modelling (e.g. machine learning)? If so,
what level of explainability will the algorithm be able to provide? Will there be
tensions between explainability of the relative impact of input variables on the
resulting output, and explainability of the output itself? Will any uncertainty or
margins of error in the resulting output be clearly reported and understood by
users?

If procuring a commercial/ off the shelf system, what transparency and
explainability requirements need to be stipulated in the contract with the provider?
What additional information will users of the system need in order to operate it
responsibly?

Do you know if other UK police forces have tried to address a similar problem and, if
so, have you spoken to them to share lessons?

Have you considered any additional groups who you do not regularly engage with
who might be affected by the technology? To what extent do you have existing
relationships or a way to reach these groups?

Is the tool likely to form part of a decision-making process that may need to be
evidenced in court? If so, are there minimum evidential standards that must be met
in the design of the system, e.g. those set by the Forensic Science Regulator?

f) Reliability and security

Vi.

What measures are in place to ensure data is used securely and appropriately
protects individual privacy?

What are the potential consequences if the system malfunctions or fails to operate
reliably?

What safeguards will be needed to prevent improper use of the system?
What access controls are required to restrict who has access to the system?
What would be the consequences if this tool fell into the wrong hands? Are
additional restrictions required to prevent this from happening (e.g. security
classification, compartmentalised systems etc.?)

If it is decided that the tool must prioritise preserving privacy, is there an
understanding of how this could undermine the tool’s effectiveness?
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4.2.3 Advice

At this stage, police forces may seek internal input, advice and challenge from the relevant bodies
within their organisation. Some or all of these bodies may have already discussed the project at the
Problem Identification stage.

Where external challenge and scrutiny is needed, given the sensitivity, complexity or novelty of the
tool being proposed, the project should be taken to the relevant external body. This is the stage at
which a robust testing of public attitudes (through research or engagement) could be undertaken to
prevent any further spending on something where public acceptability was found to be too low.
Police forces should also seek advice from other forces in the UK which have attempted similar
projects and externally, from academics and researchers.

4.2.4 Decision to proceed

The decision to proceed should be made by the Project SRO, with input from the DPO, SIRO and
other relevant teams, which may include experts in legal compliance, equalities and frontline
officers. The overall decision to proceed to the next stage should be based on whether a) the likely
benefits outweigh the potential risks at this stage (not yet for operational deployment); b) there is a
clear plan to mitigate any risks and potential harms; c) the lawful basis for proceeding with the
project has been established and clearly documented. The likely risks at this stage could be:

e The datais not good enough/ sufficiently good quality data cannot be accessed.
There is not sufficient expertise (or clear access to it externally) for product development.

e The data cannot be managed in a secure environment that would allow the right work to be
done toit.

e Use of such a tool would not be a lawful or legitimate use of police powers.
The integrated impact assessment has identified unacceptable risks that cannot be
managed appropriately within the parameters of the project.

e The expected benefits of the tool are not significant enough to justify the resource
investment required to continue with the project.

If the police force does not feel it has a clear plan to mitigate these risks, the SRO can return to the
Problem Identification stage to redefine the problem, or bring the project to a close.
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4.3. Stage 3: Development

Summary

> Objective: Conduct the initial prototyping of the tool, including data collection and
analysis. Think about how the technology will be used by police officers and staff, and the
levels of transparency and explainability required given the context.

> Decision-maker: SRO.

> Question to proceed to the next stage: Is there sufficient evidence that the tool is
effective and reliable, in order for it to move to alpha and beta testing?

> Advice can be sought from: Relevant internal and external panels/ committees/ groups.

> Documents to be completed: Product specification or model card, documenting the
technical specifications of how the product has been built.

4.3.1 Overview

At the Development stage, the data will be collected and analysed, and the tool or technology in
question will be prototyped. It isimportant that relevant Impact Assessments are in place before
commencing development. If the tool is a statistical model, greater independent oversight and
scrutiny is likely to be required from the relevant bodies or committees to interrogate the accuracy
and effectiveness of the technology. Moreover, external expertise from data scientists, analysts,
lawyers and ethicists may need to be sought. Difficult decisions will have to be made about
acceptable levels of efficacy and safety and the trade-offs between benefits and risks, including
risks of privacy intrusion or bias; levels of transparency and user control. These discussions and
decisions will need to be documented and, where possible, put into the public domain.

Conversely, the Development stage may reveal that the system is not working as expected and is
unlikely to - and therefore will never deliver value. In such cases the most appropriate course of
action will be to stop development, rather than moving on to the Test stage.

4.3.2 Key questions

In order to identify the key ethical considerations at this stage, the SRO should answer the following
questions:

a) Value and impact
i. Isthe proposed/ prototyped solution functioning as expected, and still necessary
and proportionate to achieve the goals of the project?

ii. What understanding is there about the population(s) which will be affected (or
whose data is being used) by the data-driven technology? How could the police
force best engage with them before deployment?

iii.  Could using this data protect other people i.e. what is the likely community benefit?

iv.  If developing an algorithm, what statement has been developed to define fairness
in the context of its use?

v. Do the expected benefits of using the technology outweigh the resources required
to develop and maintain it?
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b) Effectiveness and accuracy

Vi.

Vil.

viii.

What is an acceptable accuracy rate for the technology? What will be the effects of
it making “wrong” recommendations?

What would a false positive or false negative mean in the context of the
technology? Should the tool be calibrated to favour false positives over false
negatives, or vice-versa? What thresholds are appropriate and acceptable for this
particular technology?

Have you tested your approach to tool development with external experts? Are you
testing multiple potential approaches? Have you created red teams to challenge the
proposed approach and attempt to identify weaknesses or improvements?

Has the development process identified any potential biases in the data or the
modelling? If so, what additional measures can be introduced to minimise risk of
bias?

Has there been an assessment of internal capacity and capability needed to develop
and deploy the technology?

If developing an algorithm, could any variables in the tool serve as proxy measures
for protected characteristics? If so, has the data been analysed to demonstrate the
extent of any correlation between the potential proxy and the protected
characteristic?

If using a machine learning algorithm, what processes are in place to ensure
retraining and re-validation of the model over time?

In what way will the tool improve the current system and is this demonstrable?

c) Transparency and explainability

To what extent is the evidence of efficacy and privacy open to independent scrutiny
through open source code and scientific evaluation (for internally developed tools)
or information on third-party suppliers (for Commercial Off-The-Shelf (COTS)
tools)? Are there routes for this, in particular for those affected by the decisions?
What would a pre-test notice look like? What would the plan be to publish this or
notify those who may be directly affected?

What engagement has there been with frontline police officers and users? How will
the tool be tested with them to ensure it is intuitive and supports them?

If using an algorithm, does it make suggestions at a sufficient level of
detail/granularity, given the purpose of the algorithm and the nature of the data
processed?

Is appropriate and intelligible information available about the decision-making
rule(s) and the impact that each factor has on the final score or outcome?

d) Reliability and security

Has the initial prototyping identified any robustness or reliability issues that need to
be addressed before the project can continue?

Has there been an opportunity for all parties involved to voice their concerns around
the potential data sharing risks?
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4.3.3 Advice

At this stage internal advice and challenge can be sought from the relevant internal bodies and
committees.

4.3.4 Decision to proceed
Given the next stage will involve the testing of the data-driven technology, the SRO should:

e Assign a senior point of accountability to sign-off the test.
Be satisfied with the evidence provided to date that the data-driven technology is effective
and reliable enough to proceed to the testing stage.

e Understand the mitigations in place to address risks and potential harms and the impact
these will have on the potential benefits and effectiveness of the data-driven technology.

Depending on the results of those tests, the project may need to return to this Development stage
for further refining and adjustments.



4.4. Stage 4: Testing (alpha and beta)

Summary
> Obijective: Test the data-driven technology, ideally first in a lab-based environment, then
in a real-world environment, to find out whether it is scientifically valid, robust, functional and an
improvement on existing approaches.
> Decision-maker: SRO.
> Question to proceed to the next stage: Have both phases of tests (alpha and beta) been
completed, with the data-driven technology returned to the Development stage for adjustments,
and then retested, if necessary?
> Advice can be sought from: Relevant internal and external panels/ committees/ groups,
academic or industry partners.

> Documents to be completed: Test report, Updated Impact Assessments.

4.4.1 Overview

Controlled testing is essential before moving ahead with large-scale deployment. Testing should
provide clear evidence that the data-driven technology is robust, accurate and effective for its
intended purpose, and works better than existing approaches and/or delivers a new policing
capability — if it does not, the project may need to return to the Development stage for redesigning,
or it may not be able to proceed at all.

The Test stage should ideally be separated into alpha testing (“lab-based” tests against historic
data, to ensure that the tool is technically functional), and beta testing (operational tests in a real-
world environment). Where this is unviable, for example because data has only very recently been
gathered, a ring-fenced area or sandbox should nevertheless be established to ensure that testing
takes place separately, in a way that does not yet impact on members of the public.

The exact approach to beta testing will depend on the technology being developed, and may
include:

e Running new systems in parallel to existing ones on a common population (if possible) to
assess differences in outputs and outcomes.

e Testing a data-driven intervention in a limited geographic area.
Passing data-driven insights to police officers and staff over a limited time period, and
assessing the extent to which use of the data-driven insights is improving the quality of
police decision-making.

Beta testing should always involve consulting with users to gather their views on whether the data-
driven technology is useful and effective.

4.4.2 Key questions

In order to identify the key ethical considerations at this stage, the SRO should answer the following
questions:
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a) Value and impact

What lessons can be learnt from tests conducted by other police forces with similar
data-driven technologies?

At which points will the internal or external oversight bodies be able to review test
progress? What are the key decision points throughout the test?

Are the initial test findings bringing up any ethical issues with the purpose or design
of the data-driven tool which need to be discussed? Should the tool be returned to
the Development stage for adjustment, refinement or wholescale redevelopment?
Who owns the tool and the data analysed? Does the force need rights to access,
use and amend the source code and data analysed? How will the tool be
maintained and updated? Are there any contractual or other restrictions which
might limit accountability or evaluation?

b) Effectiveness and accuracy

Vi.

Vil.

viii.

Pre-test: How have success criteria for the alpha and beta tests been defined?
Pre-test: How will it be assessed if the intervention causes harms or unintended
consequences?

Pre-test: How will it be proved that the intervention offers substantial
improvements over processes, for example by giving greater accuracy or efficiency?
If effectiveness and accuracy may vary across different demographics, what are the
impacts of this on policing operations?

How does the environment the data-driven technology is being tested in differ to
the real-world? What will need to be addressed or monitored to ensure the
performance of the data-driven technology adapts well to the deployment context?
What plan is there to train users on how the data-driven technology works? Is there
sufficient funding for this training and has it been factored into the timings prior to
deployment?

How will data be collected for in-test monitoring and assurance purposes, including
to manage the risk of purpose shift, i.e. the tool being used for purposes that were
not initially anticipated at the ‘problem identification’ stage?

Are any improvements in effectiveness or efficiency proportionate when balanced
with the resources required, and the level of intrusion arising from the use of the
tool?

Has the force satisfied itself that everything reasonable has been done in order to
make sure the tool does not have unacceptable bias on the grounds of protected
characteristics, including taking reasonable steps to inform itself of such bias?

c) Transparency and explainability

a)
b)

How can the test be best set up to ensure progress can be monitored transparently?
Has information about the test been circulated internally? Are there clear
mechanisms in place for individuals to get in touch with those running the test to
ask questions?

Has a communications package been developed for the launch of the test? Does
this include mechanisms for interested parties to ask questions or raise concerns?
Does it include consideration to communications if the test fails, or raises new risks
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d)

f)

or challenges?

Is any proactive engagement planned to be carried out during the testing stage?
(e.g. with affected communities, civil society organisations or the media)?

Would an individual who has not been involved up until now be able to access
information about the test and process so far and understand how the tool has been
designed?

Will the results of the testing and evaluation process be published openly on the
force website?

d) Reliability and security

4.4.3 Advice

Pre-test: Have any real-world impacts on individuals that might result from the test
been considered? Have individuals concerned been made aware of this and given
the opportunity not to participate?

Should real police data be used for the test? What are the alternatives? For
example, could synthetic data that is generated for the purposes of the test be
used?

What has the test demonstrated about the quality of data being used? Is new or
additional data required?

How are you ensuring the ongoing integrity and security of the tool and the data it
uses (and handling it in accordance with MoPI guidelines)?

Advice should continue to be sought from the relevant internal bodies and committees. An

independent evaluator may also need to be brought in to assess the test results.



4.5. Stage 4.5: Test evaluation

Summary
> Objective: Review the results of both alpha and beta tests, to assure that the data-driven
technology is robust, accurate, effective and ready to proceed to live deployment.
> Decision-maker: SRO, DPO, SIRO.
> Question to proceed to the next stage: Have the tests met their success criteria and has
the data-driven technology been deemed effective to deploy in an operational context?

> Advice can be sought from: Relevant internal and external panels/ committees/ groups.

> Documents to be completed: Test and evaluation report, Updated Impact Assessments.

4.5.1 Overview

Once alpha and beta tests have been completed, and the police force is confident that further
redevelopment is inappropriate, unnecessary or impracticable at this stage, a comprehensive
evaluation of the test results should take place. This is the final checkpoint before live deployment.

Evaluation in this context can be understood as comprising three elements: technical evaluation;
process evaluation; and outcome evaluation. Technical evaluation is focused exclusively on the
operation of the data-driven tool itself, and will typically require assessing quantitative statistics
such as precision and recall rates. Process evaluation focuses on identifying the strengths and
weaknesses of the processes of a project, and making recommendations for adjusting the structure
and/or implementation of the project. Outcome evaluation aims to provide an overall assessment of
the outcomes of the project in terms of its benefits, merits and worth. Outcome evaluation may be
a longitudinal process taking place over several months or even years.

It is critical for a test to have the possibility of yielding a negative result. There should be clear
success criteria for the evaluation and, if it fails to meet these, the intervention should not be rolled
out more widely without further development and retrial.

4.5.2 Key questions

i.  Havingrun alpha and beta tests, does the benefits statement need to be amended?
Have new risks or challenges emerged? Have the benefit/ risk trade-offs altered?
ii.  Havingrun alpha and beta tests, is the type of data-driven technology or technique
proposed likely to do what is intended and deliver on the value proposition?
iii.  Hasthe tool met its pre-defined evaluation criteria? If not, what measures can be
taken to bring it up to the required standard?

4.5.3 Decision to proceed
In order to move to live deployment, the police force should be satisfied that:

e The alpha and beta tests have met their success criteria (and any issues that have emerged
have been addressed);
e The tool or technology is effective, reliable and robust enough to deploy operationally;
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e |t hasthe approval of the Chief Officer, or senior leadership, depending on the nature and
scale of the technology being deployed;

e The prototype has been tested against criteria for bias (where relevant), accuracy and
reliability and has passed the necessary thresholds to proceed;

e The users of the product have been adequately trained on how to operate it responsibly in
conjunction with existing organisational processes.

4.6. Stage 5: Deployment and ongoing monitoring

Summary
> Objective: Deployment of the data analytics tool in an operational environment, with
clear oversight in place and ongoing review of its performance.
> Decision-maker: SRO.
> Question to continue deployment: Is the tool yielding results as intended without
unintended ethical consequences?
> Advice can be sought from: Relevant internal and external panels/ committees/ groups.
> Documents to be completed: Updated Impact Assessments published; notice of
deployment published.

4.6.1 Overview

Prior to deployment, the decision to deploy, along with details of the data analytics tool, should be
formally recorded and made public.*s Where it is not possible to publicly disclose details of a
sensitive project, these details should be securely shared with relevant oversight bodies or
regulators (which could include, for instance, IPCO, the ICO, Biometrics and Surveillance Camera
Commissioner, or Forensic Science Regulator).

With the tool or technology in deployment there will need to continue to be a senior point of
accountability to oversee how it operates in the real world. This may continue to be the same SRO
from earlier in the lifecycle, or may sit with someone else in the organisation more directly
responsible for the relevant operational area. This individual must have sufficient decision-making
power and seniority to draw attention to any serious issues and, if needed, halt deployment.

There should continue to be clear oversight of the data analytics tool which reviews how it is
working in its operational context, and ensures it is continuing to operate within the various
assessments of risk, safeguarding, necessity and proportionality which have been carried out to
date. Learnings from ongoing monitoring, both positive and negative, should be fed into processes
of ongoing experimentation, innovation and improvement.

4.6.2 Key questions
In order to identify the key ethical considerations at this stage, the police force should answer the
following questions:

5 Unless the project is exempt from FOIA requests because public disclosure would risk compromising operational
capabilities.
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a) Value and impact

Is the technology being used in the way intended? How is this being monitored?
How often will the impact the tool is having be measured and communicated
internally and externally?

What impact is the technology having on how users act? Has it changed their
behaviour or decision-making and are there ways of monitoring and evaluating
this?

On an ongoing basis, are the improvements in effectiveness and efficiency
proportionate to the resources required and the level of intrusion arising from the
use of the tool?

In the case of an algorithmic tool, is the assessment made by the algorithm used in
an advisory capacity? Does a human officer retain decision-making discretion?
What other decision-making by human officers will add objectivity to the decisions
informed by the algorithm?

b) Effectiveness and accuracy

Is the technology performing in the way intended?

How is data being collected for monitoring purposes?

For particularly controversial or sensitive technologies, what is the plan for
independent evaluation of its performance and outcomes? This should address how
ongoing monitoring and evaluation will take place, along with a more formal
independent evaluation process.

What approaches are there in place to continue to validate the technology? For
example, statistical tests being run to ensure accuracy and mitigate against bias.
What is the risk of the technology becoming inaccurate? Can the stated accuracy of
the algorithm be validated reasonably periodically? Can the percentage of false
positives/negatives continue to be justified?

c) Transparency and explainability

Vi.

Is the data analytics tool sufficiently understood by all users so that they know the
data it is developed on, how it works, how it performs and when and where it is
appropriate to use it?

Where possible has training material, for example an on-demand training video,
been made available through the police intranet?

Are police officers reporting any challenges with using the data analytics tool? Is
there reluctance from any police personnel to use it?

Are there mechanisms in place to allow for reporting of any issues, with options for
anonymous reporting if necessary?

Is information on current usage of the data analytics tool up to date and is it easy for
external observers to distinguish between approaches which are being tested and
those which are fully deployed?

Are there open channels with journalists and civil society organisations and are they
accurately representing the technology in media articles and reports?
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vii.  Are there protected channels in place to allow members of the public to report any
concerns they have and are there agreed response times to these?

viii.  What are the post-implementation oversight and audit mechanisms? For example,
where an algorithmic tool informs criminal justice disposals, how are individuals
notified of its use (as appropriate in the context of the tool’s operation and
purpose)?

d) Reliability and security
i.  What checks are being made on the quality of any new data being generated by the
data analytics tool? Are there mechanisms in place to ensure this is not providing an
incomplete or biased picture of the problem the tool is trying to address?
ii.  How are new insights and data being incorporated into the data analytics tool?
iii.  What measures are in place to ensure data is consistently being used securely and
protects individual privacy?

4.6.3 Advice

Advice should continue to be sought through the relevant bodies and committees. Updates on
progress and reports explaining the impact the data analytics tool is having on police services
should be shared with the relevant external bodies, if applicable.

Using the Policing Evaluation Toolkit

The College of Policing’s What Works Centre has developed a helpful toolkit for thinking through
an evaluation. This brings together evaluation design and implementation strategies that can be
used by practitioners to design evaluations.

Developing a plan for how to evaluate a project from the outset will enable officers and staff to
answer the questions 'Did it work?', 'To what extent did it work?', 'Why and how did it work?' It
should also provide a framework for knowing whether an intervention was effective or not and
assessing the strength of the impact. Moreover, it should allow police forces around the country
to better share and use evidence of what has worked elsewhere and test out new initiatives with a
robust evaluative framework in place. It can also help save time, resources and money, as it allows
knowledge of effective practice to be built up to inform future action and decision-making for
maximum public benefit.

The College of Policing considers evaluation a key component of an Evidence-Based Policing
approach in which police officers and staff create, review and use the best available evidence to
inform and challenge policies, practices and decisions.

4.6.4 Decision to continue deployment

In order to continue deploying the tool, the police force should regularly be sure that:
a) The data analytics tool is yielding results as intended.
b) There are no unintended ethical consequences.
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c) The use of the tool or technology continues to be necessary and proportionate to
achieve legitimate policing aims.
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Annexes

Annex 1: ALGO-CARE

ALGO-CARE is a research-based guide for considering the use of machine-learning algorithms in
policing contexts*®

Advisory

Is the assessment made by the algorithm used in an advisory capacity? Does a human officer retain
decision-making discretion? What other decision-making by human officers will add objectivity to
the decisions (partly) based on the algorithm?

Care should be taken to ensure that an algorithm is not inappropriately fettering an officer’s discretion,
as natural justice and procedural fairness claims may well arise. Consider if supposedly advisory
algorithmic assessments might in practice have an undue influence. If it is proposed that an algorithmic
decision is automated and determinative then data protection rights in regard to automated decisions
will apply.

Lawful

On a case-by-case basis, what is the policing purpose justifying the use of the algorithm: both its
means and ends? Is the potential interference with the privacy of individuals necessary and
proportionate for legitimate policing purposes? In what way will the tool improve the current system
and is this demonstrable? Is data processed by the algorithm lawfully obtained, processed and
retained, according to a genuine necessity with a rational connection to a policing aim? Is the
operation of the tool compliant with national guidance [that applies]?

The algorithm’s proposed functions, application, individual effect and use of datasets (police-held data
and third party data) should be considered against necessity, proportionality and data minimisation
principles, in order to inform a decision to implement the tool. In relation to tools that may inform
criminal justice disposals, regard should be given to the duty to give reasons. Logging these
considerations can form the start of the requisite data protection/human rights (and public sector
equality duty) impact assessment(s); but these should be completed too.

Granularity

Does the algorithm make suggestions at a sufficient level of detail/granularity, given the purpose of
the algorithm and the nature of the data processed? Is data categorised to avoid ‘broad-brush’
grouping and results, and therefore issues of potential bias? Do the potential benefits outweigh any
data quality uncertainties or gaps? Is the provenance and quality of the data sufficiently

sound? Consider how often the data should be refreshed. If the tool takes a precautionary approach
in setting 'trade-offs', consider the justifications for this.

Consideration should be given to common problems in data analysis, such as those relating to the
meaning of data, compatibility of data from disparate sources, missing data and inferencing. Consider
how much averaging or blurring has already been applied to inputs (e.g. postcode area averages).

Ownership

Who owns the algorithm and the data analysed? Does the force need rights to access, use and
amend the source code and data analysed? How will the tool be maintained and updated? Are there
any contractual or other restrictions which might limit accountability or evaluation? How is the
operation of the algorithm kept secure?

6 https://www.tandfonline.com/doi/full/10.1080/13600834.2018.1458455
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Consider intellectual property ownership, maintenance of the tool and whether open source algorithms
should be the default. When drafting procurement contracts with third party software suppliers
(commercial or academic), require disclosure of the algorithmic workings in a way that would facilitate
investigation by a third party in an adversarial context if necessary. Ensure the force has appropriate
rights to use, amend and disclose the tool and any third party data. Require the supplier to provide an
‘expert’ witness/evidence of the tool’s operation if required by the force.

Challenge What are the post-implementation oversight and audit mechanisms e.g. to identify any bias? Where
an algorithmic tool informs criminal justice disposals, how are individuals notified of its use (as
appropriate in the context of the tool’s operation and purpose)?

The results of any algorithmic analysis should be applied in the context of appropriate professional codes
and regulations. Consider whether the application of the algorithm requires information to be given to
the individual and/or legal advisor. Reqular validation and recalibration of the system should be based
on publicly observable (unless non-disclosable for policing/national security reasons) scoring rules.

Accuracy Does the specification of the algorithmic tool match the policing aim and decision policy? Can the
stated accuracy of the algorithm be validated reasonably periodically? Can the percentage of false
positives/negatives be justified? How was this method chosen as opposed to other available
methods? What are the consequences of inaccurate forecasts? Does this represent an acceptable
risk (in terms of both likelihood and impact)? Is the algorithmic tool deployed by those with
appropriate expertise? How are results checked for accuracy, and how is historic accuracy fed back
into the algorithm for the future? Can forces understand how inaccurate or out-of-date input data
affects the result?

Responsible | Would the operation of the algorithm be considered fair? Is the use of the algorithm transparent
(taking account of the context of its use), accountable and placed under review alongside other IT
developments in policing?

Would it be considered to be used in the public interest and to be ethical?

It is recommended that ethical considerations, such as consideration of the public good and moral
principles (so spanning wider concerns than legal compliance) are factored into the deployment decision-
making process. Administrative arrangements such as an ethical review committee incorporating
independent members could be established for such a purpose. PCCs should be briefed on the
adoption/oversight of tools.

Explainable | Isappropriate and intelligible information available about the decision-making rule(s) and the impact
that each factor has on the final score or outcome? Is the force able to access and deploy a data
science expert to explain and justify the algorithmic tool? The latest methods of interpretable and
accountable machine learning systems should be considered and incorporated into the specification
as appropriate. This is particularly important if considering deployment of ‘black box’ algorithms,
where inputs and outputs are viewable but their internal workings are opaque.
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Annex 2: Overview of Impact Assessments
Data Protection Impact Assessment

A Data Protection Impact Assessment (DPIA) is a process to help you identify and minimise the data
protection risks of a project. The ICO provides guidance and a template on its website for
completing a DPIA. In this context as the development and use of the tool will involve the
processing of data for law-enforcement purposes, this guidance should be read alongside the Guide
to Law Enforcement Processing, which is part of the ICO’s Guide to Data Protection.

A DPIA should be completed for processing that is likely to result in a high risk to individuals. The
ICO provides awareness, screening and process checklists to help you decide when to do a DPIA and
to support you through the process. It is also good practice to do a DPIA for any other major project
which requires the processing of personal data, and it is essential to consult the ICO if your DPIA
identifies a high risk and you cannot take measures to reduce that risk.

All police forces should have a data protection officer who should be consulted throughout the
process and in some forces responsible for owning the DPIA. However, senior decision-makers in
police forces, along with ethics oversight bodies should ensure DPIAs are conducted.

A DPIA should cover: what the project aims to achieve and the type of data processing it involves;
the nature, scope and context of the data processing; consultation with relevant stakeholders,
necessity and proportionality; and an assessment and mitigation of risks. As such, it will overlap
with some of the questions and considerations in the guidance, and working through the Guidance
should help make the process of completing the DPIA smooth and straightforward.

Questions which may emerge during progress through the guidance which have particular
relevance to a Data Protection Impact Assessment include:

ix.  What data sources will be accessed to develop the tool?

X.  Willthe tool process personal data or special category personal data? Will data be
anonymised or pseudonymised prior to analysis?

xi.  What is the legal basis for processing personal data? (e.g. consent, public interest,
legal obligation etc.) Does the force have a statutory duty to provide this service
and process the personal data?

xii. ~ Whois the data controller? Will the proposed activity involve any additional data
processors? (e.g. third-party technology providers)?
xiii. ~ What are the categories of data subjects (e.g. suspected offenders, victims, police

officers)? Roughly how many data subjects will the analysis involve?

xiv.  Are there any additional handling restrictions for the data that will be processed
(e.g. sensitive data derived from intelligence systems)?

xv.  Where will data be transferred and stored?

xvi.  How will data quality issues be addressed? Is there data missing or are there issues
with how the data is formatted? Would the quality of the data benefit from being
assessed independently?

xvii.  What assessment is being made about existing bias in the data? For example, could
particular social or demographic groups be over- or under-represented in the data?
xviii. ~ Has all the data required been collected, sorted and ingested?
iv.  Would new data need to be collected? Will consent be needed for new data and
how will this be sought?
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v.  Isdatarequired from other public sector bodies in order to make the tool more
accurate? Are there mechanisms in place to share that data safely?

vi.  Isthere appropriate use of data minimisation, de-identification and privacy
enhancing technology? Is the extent of data used justified by the benefits

statement?

vii.  Where will the data be stored and who will have access to it?

viii.  Isthe purpose of why the data should and can be used clearly agreed and
documented?

Human Rights Impact Assessment

Although human rights impact assessments are not an explicit requirement of human rights law
they are a good way to understand and help mitigate any potential human rights harm that may
come from the deployment of a data analytics tool.

A Human Rights Impact Assessment is designed to help those developing a project consider the
context within which it will operate from the outset and engage directly with those people
identified whose rights may be at risk. It is designed to complement other impact and due diligence
assessments and is framed by international human rights principles and conventions. Conducting a
Human Rights Impact Assessment is an integrated part of the UN Guiding Principles on Business
and Human Rights (UNGPs).

Questions which may emerge during progress through the guidance which have particular
relevance to a Human Rights Impact Assessment include:

e Does the use of the technology have the potential to interfere with individuals’ human
rights? If so, which rights are engaged? What processes are in place to ensure any
interference is necessary and proportionate to achieve legitimate policing aims?

e Does the use of the technology have the potential to disproportionately affect particular
minority groups? If so, what processes are in place to ensure individuals do not receive less
favourable treatment on the basis of protected characteristics?

e What is the potential differential impact for particular communities of using this
technology? Have efforts been made to engage with affected communities as part of the
design stage of the project?

Equality Impact Assessment
Equality Impact Assessments are designed to ensure that a policy, project or scheme does not
unlawfully discriminate against any protected characteristic.

Community Impact Assessment
As per the College of Policing’, ‘the purpose of a community impact assessment (CIA) is to identify
issues that may affect a community’s confidence in the ability of the police to respond effectively to
their needs, thereby enhancing the police response. It helps to inform forces about long-term plans
to rebuild community confidence and learn lessons for the future. CIAs should be carried out
efficiently and should accurately record the effect the incident has had on the community. When
asking for a CIA, the following should be considered:

e whatinformation is required and what it will be used for

e who can provide the information required and who will oversee the work

e how long it will take to complete.
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An effective CIA may also:
e provide enhanced investigative assessment and an understanding of all aspects of the
incident being dealt with
identify vulnerable individuals and groups
e provide an assessment of community confidence in police response
develop community intelligence.’
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