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INTRODUCTION

This document, which supports the NPCC’s Joint Controllership Agreement (JCA), sets
out the elements that must be put in place for every National Dataset to ensure all have
the appropriate data governance that will satisfactorily mitigate compliance, operational,
and reputational risks, and ensure those datasets can be exploited for maximum public
benefit.

The elements consolidate identified best practice, considering Data Protection,
Information Assurance, Records Management, Data Sharing and Data Quality
requirements.

The elements have been deliberately kept at a high level to allow a certain degree of
flexibility for those who act as leads for each National Dataset in how they deliver the
requirements of each element. They are free to add additional elements.

The NPCC JCA sets out measures that are fundamental to ensure Chief Officers meet
their Data Protection obligations, with particular emphasis on Personal Data processed
by them in National Datasets. The JCA confirms that Chief Officers accept that:

o they have or will enter into JCAs for the Personal Data processed in each
respective National Dataset

e under such JCAs, leads have been or will be identified to ensure that compliance
activities occur equivalent to those set out in the NPCC JCA, and that the leads are
authorised to undertake activities equivalent to those set out in the NPCC JCA

e they acknowledge that some National Datasets will have Personal Data subject of
Joint Controllers beyond the NPCC Joint Controllers (e.g. Police Scotland, PSNI,
NCA)

NATIONAL DATASETS

In May 2023, the National Policing Data Board (NPDB) agreed the following definition of
a National Dataset. The definition was subsequently adopted by the NPCC Digital, Data,
& Technology Co-ordination Committee (DDaTCC) in July 2023:

A ‘Dataset’ is an organised collection of data held digitally.

A ‘National Dataset’ is a dataset containing Personal Data that is readily accessible
by more than one NPCC police force and is either:

¢ Processed in IT infrastructure implemented by the Home Office Police and
Public Protection Technology (PPPT) portfolio or the Police Digital Service (PDS)
(or their predecessors/successors), or

* Designated as such by the dataset’s police force Joint Controllers, or

* Designated as such by the National Policing Data Board

The DDaTCC also declared the datasets contained within the following
applications/systems as an initial list of National Datasets:

e Child Abuse Image Database (CAID)
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o IDENTZ1 (Fingerprints)

e |aw Enforcement Database Service (LEDS)

o National ANPR Service (NAS)

o National DNA Database (NDNAD)

e Police National Computer (PNC)

e Police National Database (PND)

e ViSOR (Dangerous Persons Management System)

The DDaTCC agreed a process for declaring a dataset as a National Dataset and a
means of creating and maintaining a central register of National Datasets.

THE FRAMEWORK ELEMENTS
The elements that form the Data Governance Framework for “

National Datasets may be organised into four groups, the
details of which are set out below. Policy Artifacts

It is recognised that not all elements will be required for all

National Datasets, and that leads may wish to develop and
implement additional elements not included in this document,

OVERSIGHT
The oversight elements comprise of three hierarchical
elements. The highest is the National Policing Data
Board, the sponsor of this framework, which has an B e

interest in ensuring that all National Datasets have appropriate governance in place.

Next comes a Dataset Management Board, which will usually be delivered as part of a
wider board with oversight of the National Dataset and the technology in which it rests,
This board will typically be chaired by a lead nominated as such to discharge activities
including those required by the NPCC JCA and any set out in the JCA for the National
Dataset. It should operate at a strategic level. Where there are multiple associated
National Datasets, it may be practical to provide oversight of them from a single board.

The Dataset Management Board may be supported by one or more user groups, which
operate at a tactical level. Their membership will have practical knowledge of the use of
the National Dataset.

ROLES Lead Controller Working Group Members
There are a number of roles Data Lead
whose activities will support Information Asset Owners “
and enhance the governance
of a National Dataset. Information Security Officer Auditors & Monitors

They include the leads who Data Subject Matter Experts Data Protection Officer
must be identified to take Management Board Members Records Manager
responsibility for the National

Dataset, subject matter Data Analyst Data Scientist

experts to support them in their role, and users of the National Dataset.
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POLICY ARTIFACTS

Policy artifacts set out the
governance arrangements, the
controls, and the processes
that must be followed in
relation to the National
Dataset.

The policy artifacts may be
consolidated into a single
governance document for ease
of reference.

Data Access & Sharing Policy
Data Ethics Policy
Data Quality Policy
FOI, EIR, Subject Rights Policy
User Skills/Learning Policy
Data Research Policy
Information Assurance Policy

DP by Design & Default Policy

Info Risk Management Policy
Review, Retention, Disposal Policy
Audit & Monitoring Policy
Data Breach Policy
Security Incident Policy
Data Analytics Policy

Data Interoperability Policy

A consolidated policy document could serve as a Code of Connection which any non-
police organisations granted access to the dataset would be required to follow.

RECORD ARTIFACTS

The various policies set out in
above will lead to activity that
will generate records of that
activity.

Many of those records will need
to be retained for business
purposes and to help
demonstrate any Personal Data
within the National Dataset is
managed in accordance with
Data Protection requirements.

IMPLEMENTATION

Joint Controllership Agreements

Data Processing Contracts
Data Sharing Agreements
Data Access Records (3" Parties)
Records of Processing Activities

Information Assurance Records

§$62 DPA Logs

DEI Assessments

Data Ethics Assessments

Boards Records

Working Groups Records
Audit & Monitoring Records
Data Breach Records
Security Incident Records
Data Analytical Products
Risk Management Records
User Training Records

FOI, EIR, Subject Rights Records

Data Quality Standards

The NPDB will support the leads for each National Dataset to implement this

Framework.

Enquiries regarding this document may be sent to dpo@npcc.police.uk
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