

Two step process to acquire digital evidence
Step 1: acquiring the device using informed agreement
Step 2: extracting the material for law enforcement purposes under the DPA 2018

S

Use informed agreement to acquire
the device from victims, witnesses and
suspects where no other legal power
is in place.
For suspects, it is likely that you will
be using other powers, such as those
conferred by the Police and Criminal
Evidence Act (PACE) 1984.

can: What do I need?

Reasonable lines of enquiry


What are the lines of enquiry both towards and
away from the suspect?



What material do you need to seek to satisfy them?

A

ssess: R
 eview the evidence and repeat
the process if necessary



Ensure that you have all the material you need.



What powers do I have?



Delete irrelevant material if possible.





Return the device without undue delay.

Are there less intrusive ways I could obtain the same
material (CCTV, screen shots)?



Does the user have capacity to make an informed decision?



Will I compromise the users safety by taking the device?

If further lines of enquiry develop and further material
is required, repeat the process.

Lawful basis
You can acquire a device with the agreement of
the device user under common law. This does not
give you consent, under the Data Protection Act
(DPA) 2018, to extract the material.

R

espond: E
 xplain and seek
agreement

Provide information to the user regarding:

Under the DPA 2018, you can extract material
from the device for law enforcement purposes if:





A

nalyse: H
 ow best to acquire the
device and material

you have a reasonable belief that there is
material on the device relevant to a line
of enquiry

Why you need the material



How you will extract it



Legal basis



Right to refuse and complain

Ask the user for their agreement to take the device. If they decline:

1

you have considered other less intrusive
means to obtain that material
it is strictly necessary and proportionate to
do so

For full details see extraction of material from digital devices APP.
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Reassure them, offering explanations



Explain the possible risks – effect on investigation, witness summons may
be issued



If agreement is given seek an Inspectors authority to extract material.

The NPCC-approved digital processing notice (DPN) provides this information.
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