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case notes

Everyone knows someone who can ‘do you a
favour’ and for many people that person was

Abdul Musa, a back street garage mechanic who
earned £24,000 during a four year scam by
charging his customers £300 a time to take the
blame for their speeding fines.

Using an assortment of fake driving licences and
aliases, Musa, 48, dealt with almost 120 speeding
tickets on behalf of others before a Lancashire
Police operation stopped him in his
tracks.

The dodgy Blackburn-based mechanic
made a large sum of money as word
of mouth meant those who had come
to him for repairs – many with
previously clean driving licences –
sought help with their fines.

“The investigation started when a member of
police staff, preparing court files, became
suspicious of the driver address nominated on the

notice of intended prosecution,” said PC Mark
Pilkington, who led the investigation.

“Musa’s home address had been seen by the
member of police staff on a number of occasions,
but with differing names. When she investigated
further we found that there were over a hundred
offences pertaining to the one address.”

The investigation soon revealed that Musa, a casual
mechanic, was using his business as a
front for carrying out the scam.

He charged ‘customers’ up to £300
per offence and told them that he
would provide details to the police,
which would result in them evading
prosecution for speeding offences.

The scam
Musa told those requiring his service that their
cover story would be that he was
servicing/repairing the vehicle and it was on a test

The ghost licence
speeding fine scam

Peter Stelfox the head of Investigative Practice at
the NPIA talks to Carol Jenkins about the progress

made over the past decade in crime investigation.

feature art icles
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best practice

One district in the Police Service of Northern
Ireland (PSNI) re-emphasised Offences Taken

in Consideration or TICs and saw their clearance
rate increase. Carol Jenkins talks to DI Mark
Dennison from the force and DI Matt Bonner from
Hertfordshire Constabulary about the reasons
behind the success.

When DI Matt Bonner from Hertfordshire
Constabulary gave a media interview about the
benefits his force had gleaned by implementing
TICs – his words resonated with DI Mark Dennison
a detective working within the H district of PSNI.

On reading about the success Hertfordshire was
having in its clearance rates and also on victim
satisfaction levels, Mark quickly realised that
implementing TICs could have the opportunity to
make a positive impact on performance.

Last year the total TICs detected in the force was
125 – which contributed less than 0.01 per cent of
the clearance rate – a figure that starkly illustrated
just how little emphasis was being put on TICs.
Mark contacted Matt at Hertfordshire who then
visited the force in May last and gave a
presentation on his work.

The reaction I got was mixed and in some cases
sceptical. Some of the audience members said they
didn’t think it would work in Northern Ireland
because of the supposed ‘not guilty’ culture in
Northern Ireland and the attitude of the courts,”
said Matt.

“This wasn’t really a surprise because these were
comments officers here were making years ago.
The reason is that there are too many bad
headlines around TICs and so you can understand
why they might be negative.”

Matt was quick to stress to his PSNI colleagues that
the rationale of implementing TICs was not to
‘fiddle the figures’ or clear up more crime but to
provide greater victim satisfaction.

“The reason we are detecting these crimes isn’t
simply so the number go up but so there are less
victims and that people have more confidence in
the service we are delivering,” said Matt.

“If you put officers under pressure to do TICs
because of the detection rate then they can switch
off. This has to be looked at in wider context.”

Soon after, Mark began working with detectives in
H district to create a culture of TICs. This came at a
time when the overall clearance rate for the force
was around 20 per cent with the burglary clearance
rate languishing at ten per cent.

One of the towns in H district Ballymena had a
large heroin-taking community who were fuelling
their habits by committing crime.

When H district officers began working with such
offenders they found they were engaging with
them in a different way and that a new level of co-
operation emerged.

DDeetteeccttiinngg 
SSuucccceessss

BTP is to become one of the first forces to trial self-
administered interviews to help investigators deal

more effectively with victims and witnesses.
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cover story

The professionalisation of crime investigation
has developed considerably over the past

decade. Carol Jenkins talks to Peter Stelfox, Head
of Investigative Practice at the NPIA about the
factors that have influenced its developments.

It might seem surprising that investigation practice
is still a relatively new concept in UK policing and
that it is only in the past decade that it has
developed into a discipline in its own right.

The progress that has been made in ensuring
criminal investigation is now an important sub-
discipline has been charted in a new book written
by Peter Stelfox, The NPIA’s Head of Investigative
Practice.

Entitled Criminal Investigation – an introduction to
principles and practice – the book is aimed at
practitioners and looks at the purpose and role of
an investigation, the legal, policy and
organisational context in which criminal
investigations take place as well as the evidence
and information that criminal investigators seek.

It also provides an analysis of the process and
methods of criminal investigation; the knowledge,
techniques and decision making abilities that
practitioners require to carry out criminal
investigations; how and why it is that some crimes
are solved and some are not; the supervision of
criminal investigation as well as a review of some of
the key contemporary issues that have a bearing on
criminal investigations.

Although the Macpherson inquiry into the failed
investigation into the death of Stephen Lawrence
is widely attributed as a key milestone in the
history of criminal investigation, Mr Stelfox
believes its origins lie much earlier.

“While Lawrence was an important milestone, it
wasn’t the origin of the development,” he
explained.

“One of the most significant factors was the
setting up of the homicide working group and the
realisation that there were too many questions
being asked about the competence of
investigations,” he continued.

Lawrence was one example of this but there were
other examples of where courts were identifying
miscarriages of justice – cases where you would
have expected to get a detection but weren’t
getting one.”

While there have always been examples of good
practice within the police service, it has, in the past,
been patchy.

The idea of investigative practice grew up within
the homicide working group as a way of promoting
this best practice within the police service as a
whole.

“Lawrence was actually a good example in that
not every criminal investigation was poor at the
time. Some of them were really good. It’s too
much of a sweeping statement to say they were all

Brought to Book

How one district in the PSNI made greater use of
TICs and saw crime reduce and a better deal for

victims and witnesses. Carol Jenkins reports.
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best practice

British Transport Police will be piloting self
administered interviews that will help

witnesses preserve their memory of a crime. Carol
Jenkins talks to the force interview champion Ian
Trantum about the latest development.

The interviewing of large numbers of witnesses to
the same crime have traditionally proved
challenging for investigators.

This is largely due to concern both over the
reliability of a witness account and the very real risk
of contamination of evidence.

A group of 80 Tier 3 Advanced Interviewers from
the British Transport Police met in Birmingham last
week to discuss plans for the force to pilot a
system of self administered interview designed to
address such concerns.

Force interview champion Ian Trantum described
the new scheme as a “tool for investigators to use
where there are multiple eye witnesses to an
offence.”

Speaking exclusively to the Investigator, Ian
explained: “The key thing is that we are
maintaining and capturing early accounts of
incidents and we are preserving people’s memories
so that they give an uncontaminated account.”
Ian said that at the moment, the current system
whereby forces give witnesses questionnaires and

ask them questions about an incident, runs the risk
of influencing their replies.

Influencing memory
“If you ask someone a question such as ‘have you
seen the white escort?’ When actually they might
think its a blue escort then if you suggest to them it
was a white escort then you have the potential to
influence their answer.”

Under the pilot, multiple witnesses to serious and
major crime will be given a booklet to complete
that will be handed to officers. This will enable
officers to collate an uncontaminated account and
also inform which witnesses are a priority.

“It will also enable us to record some basis
information about what details the witness recalls
from the incident at an early stage to prevent any
risk of their memory failing,” said Ian.

“Once we receive the individual witness accounts
then we will be able to prioritise them and decide
who should be video-interviewed.”
The BTP Advanced Interviewers were given a
presentation of the pilot scheme, by Dr Lorraine
Hope and Dr Fiona Gabbert, who devised the Self
Administered Interview (S.A.I.). It is particularly
relevant to the force because many of the incidents
that occur in and around the transport system are
seen by multiple witnesses.

IInntteerrvviieewwiinngg
iinnnnoovvaattiioonn 

Lancashire detectives secured a conviction against a
mechanic who used fake driving licences to deal

with 120 speeding tickets on behalf of others. Daniel
Dexter reports.
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This week’s interview with Peter Stelfox puts in context the
reasons why investigative practice has developed as an
important discipline over the past decade.

Mr Stelfox charts the key developments that have occurred
since the introduction of PACE.

He singles out investigative interviewing as being the area that
has been subject to most change and progress during this time.

Our feature on the BTP pilot into self-administered
interviews is a good example of this as the service continues to
work to make the most out of witness evidence by conducting
effective interviews. This is turn helps ensure the needs of
victims and witnesses are paramount to the whole process.

This theme is also echoed in our feature on how one district in
PSNI has made greater use of TICs as way of not just
improving performance but also providing a better service for
victims and witnesses.

All of our main features highlight the fact that the need to
professionalise the process of criminal investigation all stems
back to this issue of public confidence and of the need to
maintain what can often be a complex and often fragile
balancing act.

Carol Jenkins

From the 
editor
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The masterclass will take place over two days and
immediately follows the iIIRG Annual Conference.
The first session starts at 2pm and will involve an
afternoon workshop analysing interview
transcripts and witness statements.

Participants will examine question types and
functions, applying discourse analysis and
conversation analysis techniques and producing
effective witness statements by taking account of
narrative theory.

The first day will close with a general lecture on the
contribution of forensic linguistics to policing. This
will be a review of techniques and cases, delivered
during and after dinner at the Thistle Hotel,
Middlesbrough, on the evening of the first day.

The second day of the masterclass will run from
9am to 5pm and will focus on interviewing with an
interpreter. This will sensitise interviewers to the
issues involved in public service interpreting and
will offer advice on how to manage interpreter-
mediated interaction.

The workshop will raise awareness of the role of
interpreters and the nature of their work, enabling
the participants to define their expectations for
situations where non-English-speaking parties are
involved. It will also provide relevant practical
training, making use of role playing activities and
real life case studies.

Masterclass fees

The cost for the masterclass is £295 per person. The
price includes all tuition, dinner and hotel
accommodation in the five star Thistle Hotel,
Middlesbrough, and all refreshments on both days
at the University.

Gavin Oxburgh
Tel: +44 (0) 1642 342 342

Email: g.oxburgh@tees.ac.uk 

Contact information

www.tees.ac.uk 

The second International Investigative
Interviewing Research Group Annual
Conference takes place from 14-16 April,
2009, at the University of Teeside, Middlesbrough.

A number of highly-respected academics have
been invited to speak at the conference, which is
titled Putting Theory into Practice: The Dilemmas
of Law and Psychology.

Keynote speakers
Professor Michael E Lamb
Keynote address - Conducting
Developmentally Appropriate
Interviews of Young Witnesses

Professor Aldert Vrij
Keynote address - Detecting
Deception: Pitfalls and
Opportunities

Professor Malcolm Coulthard
Keynote address - The Problems of
Legal/Lay Communication in Forensic
Settings

Professor Peter van Koppen
Keynote address - Sweet
Interrogations: The Role of
Interrogations in Complicated Police
Investigations
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SIO Regional
seminar held

The ACPO Homicide
Working Group, in
conjunction with the NPIA,
held the first of three
regional seminars last week.

Led by SIO Registrar Steve
Maher, the event was held
at Bramshill and the aim was
to provide an update on
current SIO policy, and
disseminate good practice
identified during
standardisation team visits
to forces. 

Key features of the seminar
including an update on the
SIO Development
Programme (SIODP);
registration process and
continuing professional
development framework;
new evidential requirements
for PIP Level 3 relating to
homicide investigation and
standardisation strategy.

Delegates who attended
included heads of crime,
force HR, PIP Champions,
PIP Level 3 Assessors; PIP
Level 3 Internal Verifiers;
Force Assessment 
Co-ordinators and SIODP
training managers and
deliverers.

National Firearms conference date announced
The National Police Firearms Conference will take place next month to
enable professionals from across the firearms spectrum are able to
get together to share experiences, knowledge and best practice. 

The conference will be held on May 8 to May 10 at NPIA Ryton.
The programme will include: workshops, keynote speakers, latest
specialised products from a wide range of exhibitors, such as weapons
manufacturers as well as an opportunity to ask questions of
representatives of ACPO, NPIA and IPCC on a range of topics of
interest. 

Topics covered will include: Police Use of Firearms Manual of Guidance
(The Management, Command and Deployment of Armed Officers), the
Olympics, Command, Firearms licensing and the NPFTC, Counter-
terrorist units, SOCA and lesson learned and shared from operational
experiences.

UK’s first Supreme Court to open in October 
Justice Minister Jack Straw has confirmed that the UK’s first Supreme
Court is to open in October.

He announced that the renovation of
Middlesex Guildhall has now been
completed on time and within budget.
The building has been handed to the
Ministry of Justice to carry out the final
phase of works. 

“This is a major milestone in the development of a Supreme Court for
the United Kingdom.” said Mr Straw.  “This renovation has breathed
new life into a previously tired building, which sits in one of the most
historic and recognisable public spaces in the world. The renovation
works have been completed to the highest standard, as appropriate for
its setting and required for a Grade II listed building.”

The Ministry of Justice will now take forward the final phase of works .

As announced in July 2008, work will soon begin to ensure the security
provision at Middlesex Guildhall is in line with other high profile central
government and court buildings. 
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cover story

The professionalisation of crime investigation
has developed considerably over the past

decade. Carol Jenkins talks to Peter Stelfox, Head
of Investigative Practice at the NPIA about the
factors that have influenced its developments.

It might seem surprising that investigation practice
is still a relatively new concept in UK policing and
that it is only in the past decade that it has
developed into a discipline in its own right.

The progress that has been made in ensuring
criminal investigation is now an important sub-
discipline has been charted in a new book written
by Peter Stelfox, The NPIA’s Head of Investigative
Practice.

Entitled Criminal Investigation – an introduction to
principles and practice – the book is aimed at
practitioners and looks at the purpose and role of
an investigation, the legal, policy and
organisational context in which criminal
investigations take place as well as the evidence
and information that criminal investigators seek.

It also provides an analysis of the process and
methods of criminal investigation; the knowledge,
techniques and decision making abilities that
practitioners require to carry out criminal
investigations; how and why it is that some crimes
are solved and some are not; the supervision of
criminal investigation as well as a review of some of
the key contemporary issues that have a bearing on
criminal investigations.

Although the Macpherson inquiry into the failed
investigation into the death of Stephen Lawrence
is widely attributed as a key milestone in the
history of criminal investigation, Mr Stelfox
believes its origins lie much earlier.

“While Lawrence was an important milestone, it
wasn’t the origin of the development,” he
explained.

“One of the most significant factors was the
setting up of the homicide working group and the
realisation that there were too many questions
being asked about the competence of
investigations,” he continued.

Lawrence was one example of this but there were
other examples of where courts were identifying
miscarriages of justice – cases where you would
have expected to get a detection but weren’t
getting one.”

While there have always been examples of good
practice within the police service, it has, in the past,
been patchy. 

The idea of investigative practice grew up within
the homicide working group as a way of promoting
this best practice within the police service as a
whole.

“Lawrence was actually a good example in that
not every criminal investigation was poor at the
time. Some of them were really good. It’s too
much of a sweeping statement to say they were all

Brought to Book
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cover story
implemented and interpreted differently in
different forces.

“Even allowing for that. It has been successful in
giving the service a way of adopting common
standards for the training and accreditation of
investigators,” he explained.

“I think that PIP will undoubtedly develop into new
areas. There is a wide range of people currently
involved in criminal investigation who are not
currently covered by PIP who is years to come with
have their training and accreditation included
within the PIP regime,” he said.

At present, there is a heavy emphasis towards
homicide and major incidents but Mr Stelfox
predicts that PIP will need to adapt to be able to
take in a range of investigators involved in fraud,

organised crime and child abuse
at senior level.

“PIP needs to acknowledge that
and find a way of including
them.”

Another key driver of change has
been the introduction of

legislation that has helped shape investigative
practice. This includes PACE, Criminal Procedure
and Investigation Act 1996, the Prosecution of
Offences Act 1985 and the Regulation of
Investigatory Powers Act 2000.

Mr Stelfox describes the legislation as being
“massively influential in defining the role of the
investigator.”

He hopes that his book will provide a valuable
reference resource for  frontline officers in one
single place about how the different components
of investigative practice have developed.

“There was no book that brought all that together
and by writing the book I hope that I have brought
together all those strands to give practitioners an
idea of the principles underlying that practice and
how they are connected to the various disciplines
involved.”

flawed. The task was to make sure they became
standardised.”

The key to this standardisation and
professionalisation of this area of policing has not
principally been through review or business
processes but with the realisation that the most
important aspect is professionalising the skills and
practice of individual investigators.

The strong leadership of the Homicide Working
Group under Tony Rogers and now Jon Stoddart is
an important factor in the development says Mr
Stelfox. 

“You’ve got the ideal mix – you’ve got good chief
officers leading it who provide the motivation and
drive. They are supported by high ranking
practitioners who are doing this as their day job.”

While his book looks at the
progress that has been made with
technology and forensics, Mr
Stelfox believes the biggest
improvement has been in the area
of investigative interviewing.

“You can have a DNA hit but unless
someone has the competence to go in and speak to
that suspect and the witness and put the DNA hit in
context then the case will not get to court.”

He attributes the success of improved standards of
investigative interviewing to the National Strategic
Investigative Interview Group and the leadership of
National Interview Advisor Gary Shaw.

Despite the progress already been made, there is
still much to do and Mr Stelfox charts a possible
way forward as greater collaboration between
universities and the police service. This has been a
particular success in Australia with universities such
as Charles Sturt working closely with police to
conduct research.

The introduction of PIP as not just a
professionalisation of standards but as a new
business process has been another factor.
However, Mr Stelfox recognises this has been



www.the-investigator.co.uk 11

cover story
Looking to the future challenges for investigative
practice, Mr Stelfox believes that one key factor
will be adapting it to cope with the changes
brought about by the use of the internet and
electronic media as well as the increasing
international element of investigations and the
challenges they bring.

“We increasingly have to carry out investigations
into possible offences that have occurred online or
have partially happened in other jurisdictions.

“The challenge for the police service now and in
the coming years is to make investigative practice
more relevant to a globalised world where most
transactions are based on electronic date rather
than paper. These are where the new
developments are coming from and are something
that we now need to be alive to.”

Criminal Investigation - An introduction to principles and practice
Peter Stelfox (Head of Investigative Practice, National Policing Improvement Agency [NPIA])

About the book
Criminal investigation has a high profile in the media, and has attracted widespread interest. Within the police
it has been a rapidly developing field, important scientific and technological developments have had a
considerable impact on practice, and important steps have been taken in the direction of professionalizing the
whole process of investigation. Within police studies criminal investigation has now emerged as an important
sub-discipline.

This book provides an authoritative and highly readable introduction to the subject from somebody ideally
placed to write about it, focusing on how police practitioners carry out investigations. It looks systematically at
the purpose and role of criminal investigation; the legal, policy and organisational context in which criminal
investigation takes place; the evidence and information that criminal investigators seek; the process and
methods of criminal investigation; the knowledge, techniques and decision making abilities that practitioners
require to carry out criminal investigations; how and why it is that some crimes are solved and some are not;
the supervision of criminal investigation; and a review of some of the key contemporary issues that have a
bearing on criminal investigation.

Criminal Investigation will be essential reading for both policing practitioners (student police officers as well as
officers taking higher levels of CPD within the police service) and students taking courses in criminal
investigation, forensic sciences and investigation, police studies and police science, and other courses where a
knowledge of criminal investigation is required.

Competition

To win a copy of Criminal Investigation by Peter
Selfox, simply answer the question at the
bottom of this page and email your answer to:
editor@the-investigator.co.uk

6 copies
to be
won in
this issue

Competition details
Question: Which city in England is Inspector Morse associated with?

The competition closes on 30th April 2009. The winners will be notified by email and will have 
their names published in the next edition of The Investigator. The editor’s decision is final.

In association with Willan Publishing, Culmcott House, Mill Street, Uffculme, Devon, EX15 3AT.  Tel: 01884 849085

www.willanpublishing.co.uk
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best practice

British Transport Police will be piloting self
administered interviews that will help

witnesses preserve their memory of a crime. Carol
Jenkins talks to the force interview champion Ian
Trantum about the latest development.

The interviewing of large numbers of witnesses to
the same crime have traditionally proved
challenging for investigators.

This is largely due to concern both over the
reliability of a witness account and the very real risk
of contamination of evidence.

A group of 80 Tier 3 Advanced Interviewers from
the British Transport Police met in Birmingham last
week to discuss plans for the force to pilot a
system of self administered interview designed to
address such concerns.

Force interview champion Ian Trantum described
the new scheme as a “tool for investigators to use
where there are multiple eye witnesses to an
offence.”

Speaking exclusively to the Investigator, Ian
explained: “The key thing is that we are
maintaining and capturing early accounts of
incidents and we are preserving people’s memories
so that they give an uncontaminated account.”
Ian said that at the moment, the current system
whereby forces give witnesses questionnaires and

ask them questions about an incident, runs the risk
of influencing their replies.

Influencing memory
“If you ask someone a question such as ‘have you
seen the white escort?’ When actually they might
think its a blue escort then if you suggest to them it
was a white escort then you have the potential to
influence their answer.”

Under the pilot, multiple witnesses to serious and
major crime will be given a booklet to complete
that will be handed to officers. This will enable
officers to collate an uncontaminated account and
also inform which witnesses are a priority.

“It will also enable us to record some basis
information about what details the witness recalls
from the incident at an early stage to prevent any
risk of their memory failing,” said Ian.

“Once we receive the individual witness accounts
then we will be able to prioritise them and decide
who should be video-interviewed.”
The BTP Advanced Interviewers were given a
presentation of the pilot scheme, by Dr Lorraine
Hope and Dr Fiona Gabbert, who devised the Self
Administered Interview (S.A.I.). It is particularly
relevant to the force because many of the incidents
that occur in and around the transport system are
seen by multiple witnesses.

IInntteerrvviieewwiinngg
iinnnnoovvaattiioonn  
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ACPO has approved field trials for the new system
and a number of forces including GMP have
expressed an interest in taking part. BTP officers
have received training in the new system and the
terms of reference are being set by the force.

Ian explained that the contamination of witnesses
was a “massive issue that a lot of forces haven’t
woken up to yet.”

“In my opinion, the next miscarriage of justice will
arise from witness contamination,” he said.
“Although we are initially using self administered
interviews for serious major crime, I can see a time
when it will be used more widely once it becomes
embedded into the service.”

Sentence guidelines
BTP officers also use sentence guidelines in suspect
interviews. These were introduced into the force a
couple of years ago.  Prior to an interview, the
interviewing officer would prepare a disclosure
document for a pre-interview briefing with a
solicitor, including “Sentence Guidelines”, Once the

interview commences, they will form part of the
introduction by the interviewing team.

“If someone is willing to accept responsibility for
an offence at the earliest opportunity, they maybe
entitled to a reduction in sentence.” said Ian.

Witness Strategies
Dr Kevin Smith from the NPIA also gave officers a
presentation about witness strategies concerning
vulnerable witnesses – again another issue of
concern to investigative interviewers. 

He gave details of current legislation and best
practice. BTP is unique in that is has over seventy
Tier 3 Advanced Interviewers and also one hundred
and fifteen officers trained in the skills of
interviewing children.

For more information on the 
BTP pilot contact Ian at: 
ian.trantum@btp.pnn.police.uk

Serving Police Forces throughout the UK

OmniPerception Ltd, 15 Frederick Sanger Rd, Guildford, Surrey
Tel: 01483 688 350 info@omniperception.com www.omniperception.com

Custody Imaging & Identity Solutions

Reduce custody process costs
with facial biometrics

Rapid identif ication

Faster throughput

Save time, save money

Unique biometric software
by OmniPerception Ltd

Digital Image Register
Manufactured by DW Group Ltd
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One district in the Police Service of Northern
Ireland (PSNI) re-emphasised Offences Taken

in Consideration or TICs and saw their clearance
rate increase. Carol Jenkins talks to DI Mark
Dennison from the force and DI Matt Bonner from
Hertfordshire Constabulary about the reasons
behind the success.

When DI Matt Bonner from Hertfordshire
Constabulary gave a media interview about the
benefits his force had gleaned by implementing
TICs – his words resonated with DI Mark Dennison
a detective working within the H district of PSNI.

On reading about the success Hertfordshire was
having in its clearance rates and also on victim
satisfaction levels, Mark quickly realised that
implementing TICs could have the opportunity to
make a positive impact on performance.

Last year the total TICs detected in the force was
125 – which contributed less than 0.01 per cent of
the clearance rate – a figure that starkly illustrated
just how little emphasis was being put on TICs.
Mark contacted Matt at Hertfordshire who then
visited the force in May last and gave a
presentation on his work.

“The reaction I got was mixed and in some cases
sceptical. Some of the audience members said they
didn’t think it would work in Northern Ireland
because of the supposed ‘not guilty’ culture in
Northern Ireland and the attitude of the courts,”
said Matt.

“This wasn’t really a surprise because these were
comments officers here were making years ago.
The reason is that there are too many bad
headlines around TICs and so you can understand
why they might be negative.”

Matt was quick to stress to his PSNI colleagues that
the rationale of implementing TICs was not to
‘fiddle the figures’ or clear up more crime but to
provide greater victim satisfaction.

“The reason we are detecting these crimes isn’t
simply so the number go up but so there are less
victims and that people have more confidence in
the service we are delivering,” said Matt.

“If you put officers under pressure to do TICs
because of the detection rate then they can switch
off. This has to be looked at in wider context.”

Soon after, Mark began working with detectives in
H district to create a culture of TICs. This came at a
time when the overall clearance rate for the force
was around 20 per cent with the burglary clearance
rate languishing at ten per cent. 

One of the towns in H district Ballymena had a
large heroin-taking community who were fuelling
their habits by committing crime. 

When H district officers began working with such
offenders they found they were engaging with
them in a different way and that a new level of co-
operation emerged.

DDeetteeccttiinngg  
SSuucccceessss



where Mark has liaised with Matt to ensure that
they are taking the correct approach.

One issue occurred with shoplifting offences that in
the past might not have been reported and
incorporated into stock loss. Now that officers are
implementing TICs they were finding they were
getting admissions to crimes that hadn’t been
recorded.

Matt advised them recording standards would not
allow individual shoplifting offences to be crimed

but to crime each shop as one
offence and if they had any
crimes that had previously been
reported then detect those.

Another issue was around how
to respond if an admission
doesn’t fit an investigation. Matt

said that it is not likely because officers are trying
to detect more than they should but maybe
because there was more than one offence being
reported at the scene and they have go the wrong
one.

Results are now beginning to be seen in the crime
figures where the burglary clearance rate is 29 per
cent and the clearance rate is 41.7 per cent.

The Public Prosecution Service (PPS) and also
victims have also been supportive of the work.
The PSNI/Hertfordshire collaboration continues
and officers from PSNI recently came over the
Hertfordshire to shadow detectives and observe
how they were using TICs.

Mark summed up just what an impact this work
was having. “One DS has been in CID for ten years
and he says this is the most rewarding work he has
ever done and this is something I would echo. 

“TICs have helped up do what we joined up to do
to prevent and detect crime and make people feel
safer.”
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best practice
“We recently worked with an individual who was a
level two criminal who we wouldn’t have pitched
TICs to a year ago – but now we have him on
board.”

Other benefits include the fact officers now have
more accurate intelligence about the crime-
committing patterns of prolific offenders.

In one case, a prolific offender provided police with
details of a number of burglaries he was involved in
but it turned out that he wasn’t as actively involved
in crime as they had first thought.
The perception was that every
trailer or plant hire theft linked
back to him, but closer working
with the individual caused police to
discover this wasn’t the case.

Another offender was serving
three-and-a-half years in prison for
aggravated burglary and officers
visited him in prison and he agreed
to help them within ten minutes of their visit – with
the full support of his solicitor. As a result, officers
took 90 TICS – the majority of which were
burglaries.

In another case, officers worked with a heroin
addict who was stealing purses from behind shop
counters to fund his £175 a day drug habit He
helped them clear up 40 job and with the support
of police and other agencies is working on
becoming drug free and turning his life around.

The positive impact that TICs were having on H
District has not been lost on the force as a whole
and the ACPO officers are now backing the
inclusion of TIC training within investigator courses. 

Mark has also conducted briefings with other
districts to highlight the benefits. H District is now
looking to develop its work further by allocated 1
DS, 4 DCs and an analyst full time to the work.

Challenges
Introducing a TIC culture hasn’t been without its
challenging and there have been several examples

DI Mark Mark Dennison
and DI Ma� Bonner (right) 
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The Psychology of Police Investigations is a module
designed to provide students with a critical
understanding of the psychological and legal issues
regarding the psychology of police investigations.

The module will analyse the ways in which
psychological theories can be applied to the police
investigative process (including the gathering of
evidence) and will consider the investigatory
process of victims, witnesses and suspects of
crime.

The Legal Principles of Evidence focuses on the law
of evidence in both civil and criminal spheres.  The
module will start with a brief overview of the
English Legal System before introducing the
fundamental principles governing the law of
evidence, including the burden and standard of
proof in criminal and civil trials and the competence
and compellability of witnesses to testify.

It then goes on to examine key aspects of the
admissibility of evidence at trial, such as hearsay,
bad character evidence, privileged evidence, Public
Interest Immunity and opinion evidence.  It
challenges students to explore the practical and
theoretical implications of the rules from an
academic viewpoint, particularly in the light of the
European Convention on Human Rights and the
Human Rights Act 1998.

Introduction to Concepts of Terrorism and Counter
Terrorism Strategy introduces a range of concepts
relating to terrorism and will explore a number of
key issues including definitions of terrorism;

training promotion

The BSc Policing and Investigation has been
designed especially as a  ‘top up’ programme

of study for police students who have successfully
completed the Foundation Degree in Police
Studies or in Professional Policing or a comparable
Foundation Degree in Policing. 

In line with DfES requirements for foundation
degrees, student officers who successfully
complete each stage of these programmes will be
eligible to use their full credit towards completion
of an undergraduate degree programme. The team
has consulted with colleagues within Cleveland
Police and West Mercia Constabulary.  

E-Learning expertise has been provided by Dr. John
Dent and Michael Teague from the University of
Teesside as well as inter-school expertise from
within the School of Social Sciences and Law.
Lecturers on the programme include Gavin
Oxburgh (Psychology), Dr. Georgios Antonopoulos
(Criminology), Emma Martin (Law, Policing and
Investigation),Barrie Sheldon (West Mercia based -
Law, Policing and Investigation) and Rachel
Strzelecki (West Mercia based - Law, Policing and
Investigation).  

With this subject expertise we are confident that
police officers will find the course useful for work
and for their professional development. Students
will study all core modules and would choose 1
option module using their own computers at home
which will allow officers to fit in their study around
their busy shift patterns.

UUUU nnnn iiii vvvv eeee rrrr ssss iiii tttt yyyy     oooo ffff     
TTTTeeee eeee ssss iiii dddd eeee     llll aaaa uuuu nnnn cccc hhhh eeee ssss     nnnn eeee wwww     
cccc oooo uuuu rrrr ssss eeee     iiii nnnn     pppp oooo llll iiii cccc iiii nnnn gggg     aaaa nnnn dddd     iiii nnnn vvvv eeee ssss tttt iiii gggg aaaa tttt iiii oooo nnnn
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training promotion
ideologies; typology; group structures; tactics;
methods of operation; target selection; state
response; use of technologies; funding; and media
impact.

The module will also explore the concept of and
delivery of counter terrorism initiatives with a focus
on the measures being adopted within the United
Kingdom.  It will examine the role of the police
during pre-emptive operations and major terrorist
incidents allowing the student to analyse the
effectiveness of the approaches being adopted.

A number of influential terrorist groups will also be
studied which will provide the student with the
opportunity of applying theory to practice.  These
groups will include Islamic; political; and domestic
extremist terrorist organisations.

The Application of Intelligence to Crime,
Criminology and Criminal Justice will provide
students with a comprehensive understanding of
the role, uses and application of intelligence within
contemporary law enforcement and partner
agencies.

The students will also develop an understanding of
how intelligence can be collected, collated,
evaluated, managed and analysed, and will include
the impact of the National Intelligence Model
within the criminal justice arena.

Throughout the module students will explore the
synthesis between intelligence and the
complexities of related criminological theories and
how combined they impact on the discipline. 

Policing and Investigation Dissertation/ Work-Based
Project  begins with five weeks of e-lectures to
cover study and research skills then students will
complete an on-line workbook relating to their
own research and study skills. 

Two further lectures will consider issues relating to
how to conduct a dissertation or work –based
project for BSc Policing and Investigation.  Issues
such as time-tabling and reflective diary as well as
undertaking the research process, supervision,
structure and guidelines will be covered in order to

provide the personal development plan element of
this module.  

Following from this, students are provided with
supervisors to assist in terms of support and
guidance on the dissertation process.  In this way
students move towards more autonomy within the
dissertation.  

Race, Crime and Social Exclusion is an exploration
of the ways in which the categories ‘race’,
‘ethnicity’ and ‘social class’ are constructed and
represented by the various forms and institutions
that constitute the criminal justice system and
wider systems of social control.

The module also aims to examine the ideological,
historical, economic and socio-political context of
how ‘race’ and class came to be associated with
crime and criminal justice.

This association of ‘race’, ethnicity, and class with
crime has been generated in part through early
criminological discourse and through
contemporary academic assessment of evidence
and explanations about whether and to what
extent minority ethnic criminality and victimisation
is constructed by forms of racism.

Various case studies of criminality and
victimisation, policing, stop and search, the courts,
penality, genocide, racial violence etc. are utilised.
Students are asked to acquaint themselves with
relevant theoretical and policy perspectives and
debates about minority ethnic groups in relation to
the criminal justice system, and to ask themselves
whether theories of racisms can enhance a
criminological understanding of ‘race’, crime and
social exclusion.

For further details contact:
Administrator
Admissions & Marketing: Katrina Savage
Tel: 01642 342306   Email: k.savage@tees.ac.uk

Policing Administrator: Sue Hyman
Tel: 01642 384498  Email S.Hyman@tees.ac.uk
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case notes

Everyone knows someone who can ‘do you a
favour’ and for many people that person was

Abdul Musa, a back street garage mechanic who
earned £24,000 during a four year scam by
charging his customers £300 a time to take the
blame for their speeding fines.

Using an assortment of fake driving licences and
aliases, Musa, 48, dealt with almost 120 speeding
tickets on behalf of others before a Lancashire
Police operation stopped him in his
tracks.

The dodgy Blackburn-based mechanic
made a large sum of money as word
of mouth meant those who had come
to him for repairs – many with
previously clean driving licences –
sought help with their fines.

“The investigation started when a member of
police staff, preparing court files, became
suspicious of the driver address nominated on the

notice of intended prosecution,” said PC Mark
Pilkington, who led the investigation.

“Musa’s home address had been seen by the
member of police staff on a number of occasions,
but with differing names. When she investigated
further we found that there were over a hundred
offences pertaining to the one address.”

The investigation soon revealed that Musa, a casual
mechanic, was using his business as a
front for carrying out the scam.

He charged ‘customers’ up to £300
per offence and told them that he
would provide details to the police,
which would result in them evading
prosecution for speeding offences. 

The scam
Musa told those requiring his service that their
cover story would be that he was
servicing/repairing the vehicle and it was on a test

The ghost licence 
speeding fine scam
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The investigation consulted DVLA’s records in more
detail and further comparison showed that all the
NIPs bore the signatures of the vehicles’ owners. 
However the nomination details on every NIP were
from the same author. “This showed that every
single document had been completed by the same
author and then signed by the owner,” said PC
Pilkington.

It became evident at
this point that the
investigation had
uncovered a ‘fixer’; an
individual you could
pay to help you avoid
prosecution.

Game over
Musa was arrested in
June last year in a
series of raids in
which 15 initial
suspects were held.
When officers

searched his home, they found five £60 fixed
penalty notices, seven NIPs and one notice of court
proceedings. Many of the speeding offences were
less than 10 miles per hour over the limit and would
have led only to a £60 fine and three penalty
points. Musa initially blamed an employee before
pleading guilty to 13 offences of perverting the
course of justice. 

PC Pilkington said the evidence against Musa was
“extremely strong and quite clearly showed that
there was a conspiracy to pervert the course of
justice” from the outset. This was more than a
simple perjury/false statement offence due to the
obvious collusion of the parties involved.”

He added: “Whilst we were able to gather enough
evidence to put 13 of Musa’s customers before the
court, Musa admitted that he took the blame for
other people's speed camera offences on up to 120
occasions.”

The key challenges, said PC Pilkington, were in
carrying out the arrests of the fixer and his
customers simultaneously. “There was always a
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drive at the time the offence was committed. 

“He used a string of false names at his address, and
due to the fact that police could not identify the
persons named, no proceedings were ever brought
against any driver,” explained PC Pilkington.

“In the few cases that proceedings were brought
for failing to identify the
driver of the vehicle, the
DVLA would create a ‘ghost
licence’ to carry the penalty
points awarded.”

As the investigation
progressed it was identified
that there were up to 20
mobile camera offences
where there was a clear
image of the driver.

“These images were
compared to the DVLA-held
driver photographs and
found to be the owner of the
vehicle and not the driver named on the notice of
intended prosecution (NIP),” said PC Pilkington.

case notes

Points to consider
Although not used in the Musa case, PC
Pilkington said a number of experts could be
called upon to net similar scammers.

“In this case the services of a forensic
imaging expert were considered. However
due to the clarity of the images that we had,
and the early guilty pleas, it was not
necessary to do this. However, the expert has
been used in other cases with great success.

“Although it was not used in this case the
force’s intelligence analysts are able to
produce offence timelines and spider charts
to show links between offenders. This would
have been invaluable at an early stage had it
been used. It is currently being used in other
similar complex investigations and is of great
use to the investigator.”

Abdul Musa
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case notes

Top tips
PC Pilkington has some advice for investigators who may experience a similar case:

1. Utilise forensic experts where required in order to provide clear identification evidence.

2. Consider intelligence analysts to provide timelines and spider charts. This is extremely helpful in
showing links that may not be apparent when information is initially recorded.

3. Make use of search facilities available within the central ticket offices offence recording systems to
identify offence patterns. This will help to identify multiple driver nominations abroad, multiple
addresses and repeat offender names.

4. Refer to details of vehicle keepers held by DVLA in order to confirm identity/handwriting/signature
of the person completing any documentation.

Ghost licence
In this investigation the details that Musa
provided to police were of individuals who
did not exist. He used variations of his own
name, along with false dates of birth. When
prosecutions for failing to identify the driver
were brought against the people named who
had obviously not responded because they
did not exist, it was found by the courts and
the DVLA that there was no licence available
to endorse.  

A DVLA spokesperson has explained that

When there is no driving licence for a person
convicted of an offence that attracts penalty
points, the DVLA creates what is known as a
‘non-licence holder record’ (referred to as a
Ghost licence). This is essentially a licence
created for a non-licence holder, and it is
created purely to record convictions where
there is no licence holder.

At the time these ghost licences are created
it is not possible to confirm the actual
existence of those named. The non licence is
created in the event of a previous non-
licence holder subsequently applying for a
licence to drive, and in which case the points
would be transferred to the new record.

fear that if the operation was not carried out in
this way, but over a period of time, vital evidence
could be lost.

“Also, due to this being a relatively new type of
offence to be investigated by the force, the
respective host policing division for the arrests
had to be convinced that it was an important
investigation for them to become involved in.”

PC Pilkington said a number of lessons were
learned during the investigation.

“This type of offence has only been investigated in
Lancashire since 2006. Although there have been
other smaller prosecutions/convictions, this was
the first large and complex enquiry carried out by
the force. Without any pre existing framework
being in place, a structure had to be identified in
order to show the evidence in a clear manner.”

PC Pilkington said the defendants - Musa and his
customers - all entered guilty pleas. The
defendants were all of Asian heritage which
necessitated the use of interpreters and different
defence barristers. “It also demonstrates how
word of mouth within a particular community was
behind Musa’s illegal enterprise.

Musa was jailed for 16 months while his customers
received a range of suspended prison terms and
ordered to carry out community work.
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in this week

ADutch lorry driver has been sentenced to 14
years in prison for his part in the deaths of 58

Chinese illegal immigrants.

They were found suffocated in the back of Perry
Wacker's lorry when it was searched at the ferry
port in Dover last June after arriving from Belgium.
Wacker, from Rotterdam, had closed the only air
vent on the side of the container to avoid detection
by immigration officials.

At Maidstone Crown Court he was found guilty of
58 charges of manslaughter, as well as four counts
of conspiracy to smuggle immigrants into the UK.

Wacker's co-accused, interpreter Ying Guo, was
jailed for six years for conspiring to smuggle illegal
immigrants into Britain. The jury of nine women
and three men convicted them unanimously after
nearly 13 hours of deliberations following a six-
week trial.

Human 'cargo'
The judge, Mr Justice Alan Moses, said that Wacker
had treated the victims as 'cargo'.

"People like you create a risk of greater prejudice
against those people who quite legitimately come
to this country seeking refuge as asylum seekers or
whatever," he said.

Only two of the 60 immigrants hidden in the back
of the lorry survived the five-hour sea journey.
Wacker claimed he thought he was bringing over
tomatoes but fingerprint and DNA evidence linked

2001
Driver jailed for
immigrant deaths

him to the warehouse where the Chinese
immigrants were held before they were locked into
the container.

After the conviction, the Crown Prosecution
Service (CPS) said it had ended in justice for the
victims. CPS prosecutor Karen Wiseman said: "The
smuggling of humans has become as profitable as
drugs.

"This trade hinges on the promise that at the end
of the journey the illegal immigrants are heading
for a better life. "Tragically for these 58 victims,
commercial gain took precedence over human
life." 

5 April 

In Context

In May 2001 the leader of the international ring
behind smuggling the Chinese into Britain was
given a nine-year sentence by a Dutch court.

Gursel Ozcan, a Turk, was cleared of
manslaughter but found guilty of negligence. The
same month, six members of a UK-based
"Snakehead" - or Chinese mafia - gang were jailed
for a total of almost 50 years for smuggling
illegal immigrants into the UK and holding them
for ransom.

Police believe 10 "Snakehead" gangs control the
trade in Britain.Many of the migrants, like the 58
dead Chinese at Dover, come from Fujian
province in east China and are charged up to
$30,000 for the journey.
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on this day

Eric Rudolph agrees to plead guilty to a series of
bombings, including the fatal bombing at the

1996 Olympics in Atlanta, in order to avoid the
death penalty. 

He later cited his anti-abortion and anti-
homosexual views as motivation for the bombings.
Eric Robert Rudolph was born September 19, 1966,
in Merritt Island, Florida. He served a brief stint in
the U.S. Army and later supported himself by
working as a carpenter.

On July 27, 1996, a 40-pound pipe bomb exploded
in Atlanta’s Centennial Olympic Park, killing one
woman and injuring over 100 people. A security
guard named Richard Jewell was initially
considered the prime suspect in the case. 

Then, on January 16, 1997, two bombs went off at
an Atlanta-area medical clinic that performed
abortions, injuring seven people. In February of
that same year, a bomb detonated at a lesbian
nightclub in Atlanta, injuring four people. On
January 29, 1998, a bomb exploded at a
Birmingham, Alabama, women’s health clinic,
killing a security guard and critically injuring a
nurse.

Rudolph became a suspect in the Birmingham
bombing after witnesses reported spotting his
pickup truck near the clinic before the bomb went
off. Authorities then launched a massive manhunt
in North Carolina, where he was spotted stocking
up on supplies.

In February 1998, Rudolph was officially charged as
a suspect in the Birmingham bombing. 

In March 1998, Rudolph’s brother Daniel cut off his
hand to protest what he saw as the mistreatment
of Eric by the F.B.I and the media. 

In May of that same year, Eric Rudolph was named
to the FBI’s Ten Most Wanted Fugitives list and a $1
million reward was offered for his capture. 

In July, a North Carolina health food store owner
reported that Rudolph had taken six months’ of
food and supplies from him, leaving $500 in
exchange. 

In October 1998, Rudolph was officially charged in
the three Atlanta bombings. He continued to elude
authorities, who believed he was hiding in the
Appalachian wilderness and possibly getting
assistance from supporters in the region. 

Then, on May 31, 2003, after over five years as a
fugitive, Rudolph was arrested by a rookie police
officer who found him digging through a grocery
store Dumpster in Murphy, North Carolina.

On April 8, 2005, just weeks before his trial was
scheduled to begin, the Department of Justice
announced that Rudolph would plead guilty to the
charges against him in all four bombings. He was
later sentenced to four life terms without parole
and in August 2005 was sent to the supermax
federal prison in Florence, Colorado.

5 April 2005
Olympic Park bomber
agrees to plead guilty
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crime vault

The murder of a young actress aboard a ship off
the coast of Portugese Guinea in 1948 will go

down in history as one of the few murder
convictions to be secured without the presence of a
body. 

Another unusual factor about the case was that
even though the murder of glamorous 21-year-old
actress Eileen ‘gay’ Gibson was committed off the
West African coast – because it was on a British ship
– there is a ruling that states that it is subject to the
jurisdiction of the British courts.

The trial of 31-year-old ship steward James Camb for
her murder must also surely go down as one of the
most bizarre in history. Camb, strangled the young
actress in her cabin after she spurned his advances
and then pushed her body through a porthole and
into the ocean.

He stood trial for her murder on March 18, 1948 but
was unable to be tried in the usual chamber at the
Assize Court of Winchester Castle as planned
because it was discovered that the court walls had
subsidence. As an alternative, a make-shift court
was formed out of plywood partitions and proved to
be an unlikely setting for a murder case.

What made proceedings more bizarre was the
collection of unusual exhibits which the prosecution
insisted on showing the jury to prove Camb had
murdered Miss Gibson. 

The exhibits included a cabin bed, pillow, sheets and
towels, a bell push, a porthole mounted on a

wooden frame and a collection of objects
ranging from cosmetics to a female
contraceptive appliance.

Camb, who was married with one daughter,
pleaded not guilty to the
offence which happened
aboard a ship called the
Durham Castle. The ship was on
her homeward bound voyage
to Southampton when the
murder occurred. Camb was
said to have taken an interest 
in Miss Gibson right from the 
start of the voyage. 

On the night of her death, she was seen talking
to Camb after dinner and he was reported to
have said to her “I have a bone to pick with you
and a big one at that.” He was also spotted
later that night leaving Miss Gibson’s cabin.

The following morning, a stewardess went to
her cabin to wake her and there was no reply.
The stewardess noticed there were stains on
the sheets and pillow case and so she raised the
alarm. It was first thought that Miss Gibson had 
fallen overboard in an accident. 

However, when staff reported they had seen
Camb near her cabin, he was asked to submit a
medical examination. The ship’s doctor found
new scratches on Camb’s shoulders and wrists.
He tried to cover his tracks by claiming he had
felt itchy due to the heat.

TThhee  PPoorrtthhoollee  mmuurrddeerr

Eileen Gibson
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crime vault

The finger of suspicion continued to point at
Camb and unbeknown to him, the police in
Southampton were informed by the ship’s radio
and Camb was held for questioning when the ship
docked in England.

At first he had denied visiting her cabin at all, but
eventually admitted to police that he had gone
into her cabin and that she had
consented to sexual intercourse.
Camb claimed she died half way
through the act of natural causes.
He said he had tried to revive her
without success, after which he
lifted her body through the
porthole and pushed it through
because he felt “terribly
frightened” about being 
accused of her murder.

The prosecution told the court that Miss Gibson
had objected to Camb’s advances and she
pressed the alarm bell in her cabin. She scratched
the prisoner and then he murdered her out of
panic.

The most significant exhibits included the two
sheets from the bed of Miss Gibson’s cabin which
revealed traces of human blood which it was
concluded belonged to Miss Gibson. The
contraceptive appliance was found in a suitcase in
her cabin. It was unused, which threw doubt on
Camb’s story that there had been sexual
intercourse with consent.

Well-known pathologist Dr Donald Teare, testified
for the prosecution and told the court that the
bloodstains on the bedclothes were consistent
with strangulation.

Camb was found guilty of her murder but was
released on licence just 11 years’ later in
September 1959. He changed his name to Clarke
and got a job as a head waiter. However, prison
had done nothing to rehabilitate him and Camb
was convicted of indecently assaulting a 13-year-
old girl. Instead of being sent back to prison, he
was put on probation for two years. 

Following this period of probation, he moved to
Scotland where he was charged with sexual mis-
behaviour with three schoolgirls. As a result, his
licence was revoked and he was returned to jail,
where he arguably belonged, to continue his
original life sentence.

James Camb
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Research and Policy Officer
Police Superintendents’ Association

Based in Pangbourne, Berkshire (good rail links to Reading, London and Oxford)
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varied and interesting covering the range of activities and interests of the Association. 
To find out more about what we do visit our website at www.policesupers.com

An information pack and application form are available by 
e-mailing wendy.conway@policesupers.com 

or by phoning 0118 984 4005. 

The closing date for applications is 14th April 2009.
Interviews will be held on Wed 27th May 2009.
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Win a Life on Mars DVD
This Boxset contains Series 1 & 2 of Life On Mars, the
smash-hit cop show starring John Simm as a detective who
is involved in a car accident and wakes to find himself
transported back to 1973 a world dominated by Ford
Cortina's, sheep-skin jackets and very hard coppers.

ccoommppeettiittiioonn

How to enter

Email the answer to the below question to: editor@the-investigator.co.uk

Q. What is the name of the DCI in the TV programme Life on Mars?

Conditions: Closing date for entries 30 April 09. The editor’s decision is final. 
The winner will be notified by email and their name will be published in the 
next issue of The Investigator. Winners drawn randomly.

+ 5 runners up prizes of The Modern Rules of
Policing 1973 Edition & The Future of Modern
Policing 1981 Edition.

l i fe on mars
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Hi -Tech Crime 
– the low down
Despite the absence of a

national hi-tech crime unit,
the majority of forces have
established their own specialist
unit. The Investigator examines
the different types of crime
that these unit investigation.

The purpose of Hi-tech crime
units (HTCUs) is to be the
centre of excellence within the
force for all matters relating to
hi-tech crime.  The following
activities are as defined in the
ACPO Good Practice Guide for
Hi-Tech Crime Units, namely:
• To secure and retrieve
evidential material from digital
media. 
• To conduct investigations
into network based criminal
activity. 
• To conduct covert based
investigations of Hi-tech crime. 
• To produce sevidence that is
admissible in Court.

To provide technical advice,
support and guidance in the
following areas:
• To officers encountering such
media during investigations
into computer crime or where
digital media has been used in
the commission of such crimes. 
• In the search and seizure of
digital media. 
• In the subsequent interviews
of the offender. 
• With Judicial orders. 
• Advise SIOs. 
• Educate Local business
groups. 
• Liaise Education facilities. 
• Input on

Probationer/development
training.

With the technological
advances that the world has
seen over the past few years, it
is not surprising that High-Tech
Crime is on the up rise. 
But, what is high-tech crime? In
essence, high-tech crime refers
to those crimes that are being
conducted using the internet or
the help of a computer. These
crimes are also referred to as
cyber crimes, computer crimes
and technological crimes,
depending on the area in which
they are being committed. 

With newer and more
intelligent computer systems
come even more sophisticated
opportunities for those less
than honest people to commit

traditional crimes in ways that
are more non-traditional. 

Typically, high-tech crimes fall
into two very distinct
categories. The first high-tech
crime category includes those
traditional crimes that are
being committed by using
computers. This category
includes any crimes that are
computer assisted such as

distributing child pornography,
selling or purchasing illegal
drugs, laundering money,
gambling illegally, distributing
hate propaganda or
publications, committing any
type of internet fraud and using
any technology to store, hide
or communicate with criminal
and/or terrorist activities or
associations.

It goes without saying that
with new technologies also
comes new opportunities for
criminals to create crimes and
abuses. The second high-tech
crime category includes those
crimes that are actually
directed toward a computer or
computer network. 

This is called pure high-tech
crime and includes any offenses

like
unauthorized
use of a
computer
system such as
hacking into
another
computer or
any
unauthorized
use or
distribution of
data. Denial of

service attacks and distributing
computer viruses falls into this
second category as well.

High-tech crime has become a
growing problem in virtually
every country in the world. In
the past, those who were
committing these crimes
typically stuck to crimes against
computers themselves, which
required a specific knowledge
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of information and data
systems. 

Time and patience were also
requirements in the earlier days
of high-tech crimes as it took
time to identify the computers
and/or networks vulnerabilities
in order to transmit viruses or
hack into these systems. 
Computer hacking, internet
fraud, denial of service attacks
and transmissions of viruses
were the traditional methods
of committing high-tech
crimes. These forms of crimes
alone are estimated to cost
more than one trillion dollars to
the worlds economy each year
in damage to computer
equipment and data and loss of
business revenues.

The advances in technology,
including automated hacking
tools, have made these crimes
much easier to commit today.
Hackers now have the ability to
mount remote and anonymous
attacks over the internet.
Criminals and terrorists have
the ability to send emails
through a variety of different
internet services providers
around the world, giving them
a hidden quality and making it
much harder for authorities to
find them.

Authorities around the world
are working to increase their
expertise and to develop tools
that will effectively fight these
high-tech crimes. Many
countries have developed
initiatives to combat the
complexities of these crimes
and to attempt to bring them
to an end.

Coalition set up to fight online child abuse
Major financial, internet and technology corporations have joined
forces with international policing agencies, the European
Commission and specialist child protection NGOs to track and
disrupt child sex offenders through the money they make. 

Led by the Child Exploitation and Online Protection (CEOP) Centre –
the UK’s dedicated policing organisation for protecting children from
sexual exploitation – and funded by the European Commission, the
new European Financial Coalition (EFC) will bring together an
increasing number of organisations from across all key sectors to send
out a stark warning to criminals who seek to make money from the
distribution of child sex abuse images.

MasterCard, Microsoft, PayPal, VISA Europe and the NGO Missing
Children Europe are amongst the founding members of the new
coalition and are joined by international legal practice Allen & Overy
and ICMEC - the International Centre for Missing and Exploited
Children as advisory members to the EFC.

On the law enforcement side of the EFC,
founding members also include Europol, who
are working with the CEOP team to deliver a
European-wide policing response, and the
Italian National Postal and Communication
Police who are close allies of the UK
national centre as both are part of an
international alliance of law enforcement
agencies under the banner of the Virtual Global
Taskforce.

The objective of the EFC is to bring together all stakeholder groups
engaged in the fight against the commercial distribution of child abuse
images in order to facilitate and support pan-European police
operations, with cross-sector solutions targeting, in particular, the
electronic payment systems that are used to purchase child exploitation
and abuse images on the internet.  

Organisations behind the coalition believe that this will ultimately
help to: 
• Identify, locate and safeguard victims
• Identify, locate and arrest perpetrators
• Identify, trace and seize the assets of offenders
• Educate, inform and empower key stakeholders to prevent the spread
and ultimately disrupt and dismantle this crime once and for all.

The government is determined to tackle child sex abuse in all its forms
and cracking down on those that make financial gain from the
distribution of these sickening images is a priority.  

The UK is a world leader in protecting children offline and online with
our internet service providers blocking access to child sex abuse
images on 95 per cent of all consumer broadband lines.  It is are
continuing to work with the private sector to make that coverage 100
per cent.  



Chicago Police Training Academy
and the O'Hare Marriott

Chicago, Illinois, USA
May 26-30, 2009

Mobile Forensics World is the ONLY Conference specifically dedicated 
to Federal, State and Local Law Enforcement Forensic Specialists, 

Corporate and Private Forensic Examiners, the Intelligence Community, 
Military and Homeland  Security Agencies, Industry Leaders and 

Academic Researchers performing Mobile Forensics!

Mobile Device Forensics (Mobile Phones, GPS, etc.)
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The University of Glamorgan has teamed up
with American company AccessData to offer

the first courses in the world to be accredited by
the leading Computer Forensic software
company.

From September 2009 both the University’s
undergraduate and postgraduate degree courses
in Computer Forensics will carry the unique
accreditation from AccessData.

Paula Thomas, Head of Computer Science Division
explained, “We are the first University in the
world to work in partnership with AccessData in
this way. This accreditation will give our students
a head start when it comes to finding employment
in the Computer Forensics industry.”

AccessData delivers court-validated, state-of-the-
art computer forensic, password cracking and
decryption solutions to law enforcement,
government agencies and corporations around
the world. Recognized as an industry leader,
AccessData provides unsurpassed training in the
field of computer forensics, and its ACE
certification is one of the most sought after
designations among industry professionals.

Paula continued, “The AccessData software is the
industry standard, and anyone working in the
sector has to gain proficiency working with this
software. In most cases employers have to send
new staff on the training courses run by
AccessData to get them up to standard.”

AccessData’s professional certification (ACE®) will
now be incorporated into Glamorgan’s courses so
that students will be fully certified on graduation
with no need for costly further training from their
employers. An assessor from AccessData will visit
the University each year to formally provide
students with their certifications.

Keith Lockhart, Vice President of Training at
AccessData commented, “We are proud to be
working with the University of Glamorgan, and

commend them on their real-world approach to
computer forensics education. Their ACE certified
graduates will undoubtedly have a leg up in the
work place, as employers in this space would
prefer to put their new employees to work
straight away with the confidence that they can
handle the technology and utilize it to its fullest
capacity.”
The University of Glamorgan’s Computer
Forensics team is recognised internationally for
the high profile investigative work it does for law
enforcement agencies, government and
commercial organisations.

Simon Steggles Director of Disklabs® and a
potential employer of computer forensics
students said, “Graduates with degrees or
Masters from good universities are essential in the
world of computer forensics. As an employer, a
common problem we encounter is that once a
graduate is employed, we must send them to
attend expensive courses which enable them to
do the ‘hands-on’ work we require.

Having gained ACE status through the University
of Glamorgan, these graduates are now an
obvious choice for available positions and will be
top of the list for most if not all employers.
Disklabs is proud to be working closely with Paula
Thomas, Head of Computer Science at the Faculty
of Advanced Technology at the University and
congratulates them on their progressive approach
to the teaching of computer forensics.”

Mark Larson Forensics Manager at CCL Forensics
agreed, “It is great to hear that a leading
university in the digital forensics field is able to
offer certification in one of the leading forensic
tools. Lack of experience in the use of the
industry’s standard tools can present a major
challenge for a graduate entering the field.
Glamorgan’s ability to offer AccessData
certification will give their graduates a real
advantage when they want to enter the digital
forensics field as practitioners.”

World First for Computer Forensics



addresses of those who posted the information
which would enable them to identify them via their
ISPs’ customer records.

When they informed police they didn’t store IP
logs. The force seized a server and used computer
forensic experts to trace the identity of the
suspect. 

A suspect was under provisions of the Serious
Crime Act that outlaws “intentionally encouraging

or assisting an
offence;
encouraging or
assisting an
offence believing
it will be
committed or
encouraging or
assisting offences
believing one or
more will be
committed.”

The suspect remains on bail and the investigation is
ongoing. 

The case highlights the increasing use of computer
forensic experts in investigations relating to
possible offences committing online. 

With a full understanding of computer law and IT in
a commercial environment, the computer forensics
investigations team can add significant value to a
case. Their expertise involves analysing email

Computer forensic experts are playing an
increasingly important part in investigations

due to the increase in online-related crime.
Jonathan Waldron reports.

Kent Police is one force that is using computer
forensic experts in investigations as illustrated in a
recent on-going case that hit the headlines.

The force is trying to break new ground by using
offences under the Serious Crime Act to prosecute
a suspect for the actions of
other online.

It is currently investigating
the case of a suspect
wanted in connection with
the country’s largest animal
rights extremism case.

Detectives are looking into
the possibility that the
suspect was involved in a
website that allowed
activists to publish the
personal date of a senior high court judge of its
forums.

The judge in question Mr Justice Neil Butterfield
convicted seven members of Stop Huntingdon
Animal Cruelty in January this year. The next day an
animal rights activist posted his personal
information to the comments section of an article
on a site frequented by protestors.

Kent Police contacted the site asking for the IP

Stop Huntingdon Animal Cruelty, the group whose sentencing led to the exposé

focus
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focus
correspondence including deleted emails, internet
activity, stolen electronic data /intellectual
property, password cracking, deleted files and
folders, creation times and dates.

As internet use grows and as a consequence
online-related crime grows., computer forensic
experts are expected to continue to play a major
role in investigations.

Seizing evidence
New guidelines have been produced in relation to
encrypted data which means that criminals are
now required by law to provide investigators with
encryption passwords or face charge for a
separate offence. 

It’s important that officers familiarise themselves
with all the up to date guidelines to maximise
their potential for a successful case.

In cases where the prosecution is trying to prove
that a computer programme has been used for
illegal purposes, the defence will ask for one of
their experts to examine the computer
programme. 

If this is not done early on in the process then it
can lead to unnecessary delays so investigators
are advised to establish a facility at an early stage
for the defence to come and have access to the
computer. This ensures that it can’t be used as a
delaying tactic. 

The reason this activity has to be done in person is
that it is impractical to download all the computer
programmes from a home computer in paper
format. 

The amount of data stored in your average home
computer is so vast that it would fill a large office
from floor to ceiling with paper. 

This means that the defence will request an actual
physical examination for the computer. 

What officers increasingly finding it that the
defence will claim that a computer programme
has been innocently downloaded and not as part

of a crime. In order to counteract this, you will
need to instruct your expert to explain how
difficult it is it accidentally download a
programme.

It is also good practice to encourage your experts
to predict any excuses or claims the defence
might use for innocent use of programme or
cabling so that you are fully prepared from the
outset. Bear in mind that with all this advice you
have to make sure that in providing such
instructions to your experts that you are not
coaching a witness.

Core Skills in Mobile Phone Forensics

Who Should Attend?
This course is designed for staff who need to be
able to retrieve data from mobile phone
handsets and SIM cards in a forensically sound
manner.

Overview
Mobile telephone evidence can play a critical
role in criminal investigations.

The extent to which this evidence can be relied
upon in court depends upon that evidence
having been acquired in a forensically sound
manner by a competent individual. This course
was developed to address that requirement.

Dates and Venue
From: 14 Sep 2009   To: 17 Sep 2009
From: 20 Oct 2009   To: 23 Oct 2009
From: 09 Feb 2010   To: 12 Feb 2010
Venue: Wyboston

Methods of delivery
Trainer led theoretical inputs and practical
scenario based exercises.

Course / Module duration
4 days
For bookings and enquiries, please contact:
Tel: 01480 401986
enquiries_hightechcrime@npia.pnn.police.uk
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record of all calls, and the spot where a mobile
phone was used can be traced to within a short
distance. 

Mr Latham showed them a list of numbers he
considered important and drew particular
attention to the fact Jessica had a phone with her
on Sunday, 4 August 2002, the day the girls
disappeared. 

The jury heard that as Jessica was about to leave
for Holly's house, Rebecca, her "safety conscious"
older sister, checked to make sure she had her pay-
as-you-go mobile with her. 

Electronic signal 
A final signal sent by Jessica's phone as it was
turned off at 1846 BST, just 30 minutes after the
best friends vanished, provided vital information,
the prosecution said. 

Mr Latham said it would have sent out the
electronic signal if it was turned off, or ran out of
battery power, as it "explicitly detached from the
network". 

The signal would have been sent automatically and
was "nothing to do with human beings", he said. 

By "a quirk" its last communication was sent to a
telecoms mast in nearby Burwell, which could only
be accessed from a handful of spots around Soham
- including the area outside Mr Huntley's home, it
was claimed. 

Mr Latham suggested the girls were in the

Investigators used cell sight analysis to prove the
whereabouts of Soham murderer Ian Huntley

and Jessica Chapman one of his victims. Jonathan
Waldron reports on this growing area of
expertise.

The mysterious disappearance of Soham school
girls Holly Wells and Jessica Chapman in August
2002 prompted a wide scale police hunt to
determine their whereabouts.

Central to the piecing together of their final last
moments and the movements of their killer Ian
Huntley was evidence gleaned from mobile phones
and landlines.

Richard Latham QC claimed an electronic
"goodbye" from Jessica Chapman's phone showed
that she and Holly Wells could last be traced to a
spot right outside the home of Ian Huntley.

The jury also heard about a series of alleged phone
calls between Huntley and his ex-girlfriend Maxine
Carr.

Mr Latham argued records from the calls and some
text messages showed that she was in Grimsby
when Mr Huntley allegedly killed the 10-year-olds
and that she deliberately misled police. 

Mr Latham told the jury: "To know where a
telephone was, or was not, can be very
informative. Telephone evidence is very important
in this case.”

He highlighted the fact that operators keep a

case notes
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case notes
"immediate area" of the house, adding that the
final signal from Jessica's phone would become
"highly significant" as the jury heard further
evidence. 

Later on the Sunday night, at 2040 BST, Jessica's
mother, Sharon, tried to call her daughter's phone
after discovering the girls were missing. It was
turned off. 

Girls' visit
Mr Latham also said phone records showed that
Ms Carr was in Grimsby at the time he believes Mr
Huntley killed Holly and Jessica. 

He said Ms Carr made the trip on Saturday 3
August , the day before the girls disappeared, and
only returned on Tuesday 6 August, because of
what was happening. 

The prosecution claims she only admitted being in
Grimsby after her arrest and misled police about
the times of calls between her and Mr Huntley
while she was away and what was said in them. 

In particular, it claims that Ms Carr said Mr Huntley
told her that two girls had asked about her, but
that he had been more interested in what she was
doing that night. 

The prosecution says the call was registered at
1824 BST - before Mr Huntley could have seen
Holly and Jessica. 

Suspect association
Mobile phones can also be an effective way of
proving association between suspects. A wealth
of information relating to contact details of the
main protagonists in a crime can be accessed
through the phone book. 

Text messages can also not only provide vital
clues about association but can often contain key
information that might prove important to the
investigation. What officers need to be aware of is
that text messages are classed as communications
and so it isn’t as simple as just being able to
download the messages and use them as part of
their evidence. 

Depending in the circumstances, officer may need
to apply for a Section 22 RIPA if the texts are in
the process of being communicated or stored.
There are exceptions where a RIPA might not
apply but an ordinary search warrant would be
more appropriate.

If you haven’t got the correct authorisation then
that piece of evidence could be in breach of the
legal requirements and be thrown out in court.
The defence if beginning to focus on this area and
will challenge anything they believe to be illegally
obtained in the manner.

Stored data
Investigators are becoming particularly good at
using the data stored in phone books to its
maximum potential but it is important to tread
carefully in this area and take time establishing
which telephone number relates to which
offender. 

This can take a lot of time and effort to establish
because you officers have to apply to the relevant
service provider to get access to the data, which
can be both time-consuming and costly.

Some officers have arrangements whereby they
are given advanced or short-term information
from the different providers whereas others
haven’t yet put such a process in place.

Obtaining this information can be a laborious
process and it can also hold up inquiries. With this
is mind, it is useful to start having a discussion
with the mobile phone providers from the outset
to enable the process to be as straight forward as
possible. 

One of the key issues is that this whole area has
yet to be regulated and established properly
which can lead to problems. 

Despite this, officers can any legal challenges by
anticipating the pitfalls and setting up as much
activity in advance to avoid any unnecessary
delay.
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Brian Mills a solicitor with the Supreme Court
of New South Wales and a senior lecturer at

Charles Sturt University looks at two recent
computer hacking cases prosecuted by the courts
and examines the impact they might have on
future investigations. 

In recent times, two well publicised ‘hacking’
cases have been decided in our courts triggering
widespread debate in the computer security
industry and amongst law enforcement and
prosecuting authorities.  Issues such as whether
or not the penalties awarded in those cases were
adequate in the circumstances; whether or not
the penalties would have any
deterrent effect on future
would be cybercriminals; and
whether or not the reporting
of these classes of offences
would be affected in the
future, have been some of the
issues fuelling this debate. 

‘Hacking’ occurs when:

‘…..the confidentiality, integrity, or availability of
a computer’s information or services is attacked.
This form of crime targets a computer system
without authorisation or payment (theft of
service), or to alter the integrity of data or
interfere with the availability of the computer or
server. Many of these violations involve gaining
unauthorised access to the target system, i.e.
‘hacking’ into it’ (Lim 2004 p248).
The case of Dendtler

The first of these cases involved Stephen Craig
Dendtler, a former employee of Optus, who
exploited his knowledge of the Optus Network to
remote access a computer connected to the
Network to modify the data held on the
computer. 

On the December 18 2001, an ISP Engineer
became aware of suspicious activity on a
computer called ‘Capricorn’. The administrator
then took the following steps:-

* connected to ‘Capricorn’ from another
workstation and inspected the binary file, which

appeared to be in order.
* checked the SSH login
records for the logging
sessions to ‘Capricorn’.
* ran the SSH program in a
debug environment which
disclosed that the SSH was in
fact a trojan. The Trojan
wrote to a file in the directory

usr/man/man8, which normally only contained the
manpages.

On the basis that this was evidence of a probable
compromise, ‘Capricorn’ was disconnected and
the IP traffic redirected to another machine to
monitor any intrusion. The administrator then
extracted the session data showing connections
between ‘Capricorn’ and other servers. This
identified one program which had been installed
and left running. The program was killed and
saved to another file.
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This was the starting point for a reconstruction of
the network compromise.  It led to inspections of
other machines on the network which were also
identified as having modified SSH shells,
‘Hazlenut’ a customers machine, ‘Westinghouse’,
which was located in another Sydney suburb.

The attacker was observed listing files (ls) on
‘Westinghouse’, in a directory/dev/.b.  This
directory contained the rootkit which was
captured by Optus staff and burned to CD.  The CD
was later handed to the police as evidence of the
crime.

A telnet to ‘Westinghouse’ was conducted and a
file downloaded from that machine.  This file
contained a list of customer passwords.  The
attacker, apparently realising that he had been
observed, deleted the /dev/.b file.  The quick
response by Optus, however, resulted in the
preservation of some of this evidence.

Eventually, the evidence found on these machines
led to the following reconstruction:

* ‘Westinghouse’ was compromised using an SSH
exploit.
* ‘Hazlenut’ was compromised and in turn used to
compromise ‘Capricorn’.
* Administrator’s keys were captured
on ‘Capricorn’ using a keylogger.
* The captured keys were used to
compromise several other mail servers
connected to ‘Capricorn’.

On the December 18 2001, the attacker
was detected on ‘Westinghouse’
connected to ‘Capricorn’, removed his
rootkit from ‘Westinghouse’ and sent it to a
machine in Germany. At the same time the
attacker had connections to machines in the US
and Japan. It was at this time that Optus reported
the matter to the Computer Crime Investigation
Unit of the New South Wales Police.

The network attack was found to be
geographically diverse and involved computers in
Sydney, Japan, Germany and the US, which gave
the attacker multiple points of entry. Under the

provisions of the Mutual Assistance in Criminal
Matters Act (Cth) 1987, the police received
assistance from Law Enforcement authorities in
those jurisdictions and as a result, raw images of
the machines were obtained for analysis.

At this point a number of important pieces of
evidence and information had been collected.
Eventually, images of ‘Capricorn’, ‘Westinghouse’
and computers in Germany and the US would be
used to identify and trace the source of the
intrusion.  The most important pieces of evidence
at this time were traces of the rootkit located on
‘Westinghouse’ and ‘Capricorn’.  Filenames such
as linhijack, exploit and doit gave the police some
indication of what they were used for.

Some of the files contained the letters sen in the
filename (the importance of which would later
become apparent). The rootkit also held a large
file containing passwords of customers of the
service which had been copied and with had
compromised the security of those accounts.  The
files appeared to have been slightly modified by
the attacker at the time of capture.

The Trojan was identified as a program which was
activated by a particular ping packet and was 240

bytes in length.  This caused a backdoor program
to call back to the calling host and open a shell
prompt which then listened on port 23282.  This
port was associated with a DVP protocol and
appears to have been selected as a means of
passing through firewalls.  It became known as
the mingetty backdoor and modified the security
of the compromised machine by being activated
on startup and giving root access. 
A honeypot analysis showed that the password
SeNiF was used to open the back door and an
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examination of the programs revealed that many
of the programs were attributed to an author
using the handle SeN. Another program found in
the rootkit was called Ozidler , which when
executed, joined a cyberchat channel.  It also
contained IP addresses for those servers hosting
the cyberchat channel.
The police now worked with Optus in an
endeavour to identify the hacker by using the
Ozidler program to connect to the cyberchat
channel.  A whois command then produced a list
of users, some of which had the same user names

contained in the Ozidler program. One of the
users was found to use the handle SeN and the
/whois command showed that SeN was connected
with a particular ISP.  The real name of the user
was set to SoCioPaTHS ‘r’ uZ, and the status field
to workin on ze multi-shellcode…bug me at your
own risk.  The police now had a name for the
attacker.

The IP address was then entered in a browser
which displayed a web page with links.  One of
these links contained pictures of a group of young
males and females. Two pieces of information on
one of these links provided information about the
identity of the attacker. Firstly, the word Dendtler

used in a file name. Secondly, there was a picture
of some young persons, one of whom was a
young man using the handle FiNeSt.

Reversing the letters of FiNeSt and removing the
‘t’, reads SeNiF which was the password for the
Trojan. The police then sought to identify the
physical address which connected to the IP
address and found that it related to an address at
Bankstown in Sydney. Background checks of the
occupants revealed that a young man resided at
that address with his parents and that he was

about to graduate with a
degree in Information
technology.  A
photograph of this young
man was then compared
with the photograph
labelled FiNeSt on the
homepages and found to
be identical.

On the 10 July 2002,
police executed a search
warrant at the address, in
the company of a
software engineer, and
seized two computers.
Following examination of
the two computers, they
found that certain data
was located in inodes
which had been deleted.

The first was a partial list
of the usernames and passwords which had been
copied from the Optus server.  The second was a
number of files which were identical to the rootkit
found on Westinghouse and finally a list of IP
addresses with comments beside them, such as,
worm-deceased, wiped, ripped, slow, can spoof
but very unresponsive, no spoof.

Dendtler was charged with two counts of
Unauthorised Modification of Data with Intent to
Cause Impairment under Section 308D of the
Crimes Act (NSW) 1900. 
Section 308D provides that:
A person who: causes any unauthorised
modification of data held in a computer, and
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knows that the modification is unauthorised, and
intends by the modification to impair access to, or
to impair the reliability, security or operation of,
any data held in a computer, or who is reckless as
to any such impairment, is guilty of an offence.

Maximum penalty: Imprisonment for 10 years.

Dendtler appeared in the Downing Centre Local
Court on the 9 April 2003 and pleaded ‘Guilty’ to
the charges.  The Magistrate found the offences
proved but without proceeding to a conviction,
dismissed the charges pursuant to Section 10(1)
(a) of the Crimes (Sentencing Procedure) Act
(NSW) 1999. 

News of the Dendtler decision had a profound
effect on the police and computer security
industry. The decision to let
Mr Dendtler simply walk away
without even a criminal
conviction being recorded
was widely condemned in
these circles. 

Thereafter, the Director of
Public Prosecutions, was
motivated to appeal against the inadequacy of the
original penalty handed down to Dendtler in the
Downing Centre Local Court.

The Appeal was upheld and the Court imposed a
fine of $400, together with a Good Behaviour
Bond for a period of two years under the
provisions of Section 9 of the Crimes ( Sentencing
Procedure) Act (NSW) 1999. 

The case of Smith

Matthew Dean Smith was hired by
GreenGrocer.com.au as a computer network
engineer.  Greengrocer.com.au Pty Limited is a
fruit and vegetable home delivery service based in
Sydney and Melbourne with their main office
being situated at Woolloomoolloo.  Purchases are
made from an online store on the Internet.
On the 21 March 2000, Smith had an argument
with the company’s chief executive and quit his
position.  A few days earlier he changed all of the

security codes and upon returning to his home,
accessed the computer system for GreenGrocer.
He began deleting files, until the business lost its
connection to the Internet with the result that the
company could no longer take orders from
customers.  

GreenGrocer.com.au managed to re-establish a
connection that night, but the following day,
Smith again accessed the system and began
deleting files crucial to the operating system.  

Greengrocer.com.au reported the matter to the
Computer Crime Investigation Unit of the New
South Wales Police who then caused enquiries to
be made with Telstra for an audit trail with a view
to establishing the IP address.  It was discovered
that the IP address assigned to a cable modem

was at the time of the intrusions,
communicating with an IP address
belonging to servers on
GreenGrocer.com.au’s network.  It was
also established that the cable modem
was connected to Smith’s home
address in Sydney.

Police then executed a search warrant
at that address and seized a number of computers
which were networked and connected to a cable
modem. An examination of the data on the hard
drives revealed that pcAnywhere was installed
and was configured to remotely access PC’s with
IP addresses that belonged to servers of the
GreenGrocer.com.au network.

The second attack ensured that the
GreenGrocer.com.au site remained offline until
the 26 March 2000 with the result that it was
forced to cease trading during that time.
GreenGrocer.com.au estimated their overall loss
during this period at $112,500.00.  Mr Smith was
charged by the police with two counts of
Unauthorised Modification of Data with Intent to
Cause Impairment under the provisions of Section
308D of the Crimes Act (NSW) 1900.  
On the 1 February 2002, Smith appeared in the
Penrith District Court and pleaded guilty to both
charges. He was sentenced to imprisonment for a
period of eighteen months which was suspended



upon him entering a recognizance to be of good
behaviour for a period of eighteen months. There
was no order as to compensation to
GreenGrocer.com.au.

Dendtler and Smith – The aftermath

What is clear following the decisions in Dendtler
and Smith, is that the Courts in New South Wales
appear to be reluctant to impose custodial
sentences on computer criminals who commit
‘hacking’ offences. This, notwithstanding that at
least in relation to Smith’s case, the financial
losses incurred by the victim were considerable to
say the least ($112,500) and despite the legislature
previously demonstrating their level of concern
for this class of offence by imposing a maximum
period of ten years imprisonment.  

Furthermore, the fact that the time and effort
expended by the police in investigating both
matters was also considerable, seemed not to
influence the courts when called upon
to ascribe penalties in these
matters.

But if the courts are indeed
reluctant to impose
custodial sentences for such
matters in order to deter
future computer criminals,
then what alternative sanctions
might the courts consider?

Forfeiture orders seek to punish offenders by
removing from them something of value, which in
the case of high tech criminals is the ability to use
computers and the internet (Smith 2004 p.2).  This
is clearly of considerable value, both financially (in
terms of undertaking gainful employment) as well
as psychologically (in terms of demonstrating
one’s expertise and enhancing one’s self esteem).
Some courts have imposed orders requiring the
forfeiture of computer hardware or conditional
orders that seek to limit computer-based and
online activities as a form of punishment.

As an alternative to confiscating and forfeiting
an offender’s computer hardware, courts have

made orders banning offenders from possessing
computers or prohibiting them from having or
using modems or gaining access to the Internet.
Though a clear alternative to the former sanction,
this type of penalty would in reality be difficult, if
not impossible, to enforce.   It would require
significant resources and a high level of
supervision of the computer criminal to be
effective.

Perhaps the most effective remedy available to
the victims of ‘hacking’ offences in New South
Wales, in circumstances where there is a
perception that the criminal sanctions are not
being fully utilised and where the ‘compensation’
provisions are not being effectively implemented
by our criminal courts, is to recover the
consequential losses caused by such criminal
behaviour through the civil courts. Once a plaintiff
in a civil matter proves his/her case on the balance
of probabilities (ie obtains judgment), then the

courts have well established and relatively
effective procedures to enforce the

judgment including the issue of
writs of execution, garnishee

orders, examination
summonses and bankruptcy
proceedings.

It is perhaps the latter remedy
which victims of ‘hacking’

offences might find more
appealing and which may be

impacting upon the reporting
of such attacks to law enforcement authorities in
New South Wales.  

As Detective Inspector Van Der Graaf from the
New South Wales Police Computer Crime
Investigation Unit noted:
“Many types of crime, hacking and denial of
service attacks are under-reported.  A number of
companies use their in-house investigators or seek
the services of a private investigation firm.  This
makes it difficult for police to determine the full
extent of these types of crime.”  

Detective Inspector Van Der Graaf also made the
point that law enforcement agencies were
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seeking to build cooperative relationships with
ISPs with a view to improving their capacity to
detect, prevent and investigate all computer
crime.

However, apart from the relatively minor offence
of ‘Concealing an Offence’ under Section 316 of
the Crimes Act (NSW) 1900, there is currently no
obligation on the part of ISPs or victims to actually
report incidents.  In fact some may not even
regard this activity as a crime at all but merely a
cost of doing business. Thus there may be an
ideological barrier as to whether this type of
activity represents a crime in the first place. Such
views may well be encouraged and reinforced by
the perceived leniency that was extended by the
courts in Dendtler and Smith. 

Several other reasons may also contribute to this
under reporting.  For
example, a company
may not wish to make
such attacks on their
organisation known to
the public in order to
prevent further ‘copy-
cat’ attacks.
Additionally, an
organisation may also
wish to protect their
brand name in the
market place so as not
to affect future sales;
or where the
organisation is a public
listed company, the
prospect that there
may be a loss of shareholder confidence in the
management team, could be further reasons for
under reporting.

The 2005 AusCert Survey indicates that in 2005
there were 35% of the respondent organisations
who experienced one or more electronic attacks,
however, of these 69% chose not to report the
attack to anyone outside the organisation.  The
reasons advanced for not reporting included,
negative publicity 27%; unaware of law
enforcement interest 31%; did not think the

perpetrators would be caught 32%; did not think
that law enforcement was capable 33%; civil
remedy seemed best 21%; organisation not
explicitly targeted 63%; incident not serious
enough to report 63%; and other reasons 9%. 

Though the incidence of attacks have declined in
the past three years, which may be explained by
the higher levels of protection now being
employed by organisations, the really disturbing
feature of the study is that 69% of the
respondents chose not to report the attacks at all.
Whilst the AusCert study provides a number of
reasons for this phenomenon, it would be
interesting if the survey were to include another
field in the list provided to future respondents,
viz, - Whether the court’s apparent application of
‘soft’ penalties to persons convicted of electronic
attacks affected your reporting of such incidents

to law enforcement
authorities. The
results may be
rather illuminating.

The investigation
and prosecution of
high-tech computer
crimes in New South
Wales is still very
much in its infancy
and it will be
interesting to see
how the courts and
the police deal with
future ‘hacking’
offences following
the decisions in

Dendtler and Smith.

Some fear that the perceived soft approach taken
by our courts in the past will adversely affect the
allocation of resources by the police to any future
computer crime investigation. After all, the police
like any other organisation in society, are subject
to a cost-benefit analysis of the allocation of their
resources in order to assist them with the
prioritisation of their considerable workload.
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